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Laws
(AKA the Wild, Wild West)

Comprehensive State Privacy
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State Privacy Laws — eff. 2023

California Consumer Privacy Act,
as amended by the California Privacy
Rights Act (CCPA), eff. 1.1.23, enforced

7.1.23
Virginia Consumer Data * * *
Protection Act (VCDPA), eff. 1.1.23

Connecticut Data Privacy Rights
Act (CTDPA), eff. 7.1.23

Colorado Privacy Act (CPA), eff.
7.1.23

Utah Consumer Privacy Act 3 . SN
(UCPA), eff. 12.31.23 - ) -
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Privacy Legislation — Enacted 2023

Effective 2024+

Florida Digital Bill of Rights, eff. 7.1.2024

Texas Data Privacy and Security Act, eff.
7.1.2024

Montana Consumer Data Privacy Act, eff.
10.1.24

Iowa Consumer Data Protection Act, eff.
1.1.25

Delaware Personal Data Privacy Act, eff.
1.1.25

Oregon Privacy Act, eff. 7.1.25

Tennessee Information Protection Act, eff.
7.1.25

Indiana Consumer Data Protection Act, eff.
1.1.26
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Recap

LI B

14 state privacy laws 9 different “effective” Over 350 pages of law
dates not including requlations

And they are all different...
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Where to Start?




What Laws Apply to You?

Initial Vetting Questions:

Do you do business in the state?
Do you target/market to residents of the state?

Do you have information about more than 100,000 individuals in that state (50k in MO or 35k in
DE)?

Do you sell data (e.g., to a data broker) and have information about more than 25,000 individuals in
that state?

Do you have annual revenues of over $25m?

These questions are not determinative! Some laws require more (FL, TN) and some less (TX,
MT, DE). If you meet even one of these thresholds for any state, you should
either check the law or engage privacy counsel to confirm applicability.
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Exception to Applicability

Exceptions Non-profits
vary, but

they may BoB
include:

Employee data
GLBA and FCRA data or covered entities

HIPAA data or covered entities
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What Do You Already Have in Place?

Privacy policies (consumer or employee)

Marketing rules (e.g., how to let people opt out of emails)
Security policies

Data breach procedures

Record retention and destruction procedures

Anything else relating to your records or your data

GreenbergTraurig



Who is going to run the show?

PRIVACY COMPLIANCE GENERAL COUNSEL OUTSIDE COUNSEL
OFFICER
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How to Comply
Privacy Compliance
Considerations




Key Elements of Privacy Compliance

O3 Q 33

- ()
Ability to Process Notice &
Data Transparency Individual Rights
Accountability & Transfers to Third
Security Governance Parties
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Ability to Process Data: y
Key Questions ) [

When are we allowed to collect data? |

—_ o i Ty I e

What do we need to do in order to collect the data?
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How long are we allowed to keep the data?




When Can You Collect the Data?

Purpose of Processing — Companies should collect data for a specific,
identifiable purpose.

Purpose Limitation - Companies should not process personal
information for “secondary purposes” (i.e., purpose that are neither
reasonably necessary to nor compatible with the disclosed purposes for
which the data is processed), unless they obtain consent.

Consent to process sensitive personal information - Some state
privacy laws (e.g., ) require companies to obtain an individual’s
consent before they can process sensitive personal information.
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What Constitutes Consent?

Consent must be “freely given, specific, informed, and unambiguous.”

Some states (e.g., and CT) expressly prohibit the use of “dark
patterns.”

“Dark pattern” is “a user interface designed or manipulated with the
substantial effect of subverting or impairing user autonomy, decision-
making, or choice.”

also includes “any practice the Federal Trade Commission refers to as a

> »

‘dark pattern’.
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How Long Can You Keep the Data?

Data Minimization — Companies should limit the
collection of personal information to what is adequate,
relevant, and reasonably necessary in relation to the
purposes for which such data is processed.

Record Retention — Companies should document the
appropriate length of time that records should be retained.

GreenbergTraurig



Notice & Transparency

Under all the comprehensive

General Requirements
state privacy laws, companies (i-e., common across states)

are I‘equired o provide « Categories of PI collected (including
. . e . « sensitive PI)
individuals with a I'eaSOnably « Purpose for collecting/processing PI

« Categories of PI shared with third parties

« Categories of third parties to whom PI is
shared

« Whether PI is sold

« Whether PI is used for targeted advertising
« A description of a consumer’s rights

» Method for submitting rights requests

accessible, clear, and
meaningful privacy notice.”
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Notice & Transparency — Tips

Because many of the state laws have overlapping disclosure requirements,
companies should consider posting/providing a single consolidated consumer-facing
privacy notice instead of creating a separate notice for data subjects in each state
whose law applies to the company.

Because a company’s data collection and processing practices may differ with respect
to the personal information of consumers versus employees and other staff,
companies should consider maintaining a separate privacy notice for employees and
contractors.
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Individual Rights

There is considerable overlap amongst the state laws regarding
individual privacy rights.

However, some rights are not granted by all states with comprehensive
privacy laws.

Notably, California extends privacy rights to job applicants and
employees.
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Individual Rights

Access Non-discrimination
Portability Opt-out of Sale
Deletion Opt-out of Sharing
Correction

Opt-out of profiling

Limit the Use of Sensitive
Information

Nondiscrimination

GreenbergTraurig



Security

Most laws require “reasonable
security measures”.
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Accountability & Governance

Data Protection Impact Assessments (DPIA)

Some states ( ) require companies to conduct a data protection
assessment (also referred to as a data protection impact assessment) when processing personal
information that presents a “heightened risk of harm,” including:

Processing personal information for purposes of targeted advertising
Selling personal information

Processing sensitive data

Processing personal information for certain forms of profiling

DPIAs are formal documents whose primary purpose is to describe how the benefits to the company,
the consumer, and the public that flow from the processing activity weigh against the potential risks to
the rights of the consumer associated with such processing.

GreenbergTraurig



Transfers to Third Parties

All of the comprehensive state privacy laws require
businesses/controllers to enter into contracts with
entities to whom they transfer personal information.

Most of the state laws (e.g., CPA, CTDPA, UCPA, and
VCDPA) only have one category of recipients called

The CCPA establishes three categories of recipients —

and — and sets forth a baseline set of
prohibitions that must be contractually addressed when businesses sell or
share PI to such entities.

GreenbergTraurig  © 203 Greenberg Traurig, LLP



Contract Requirements for Transfers to
Processors/Service Providers

Instructions for processing compliance with its obligations

Nature and purpose of processing Allow, and cooperate with, reasonable assessments by

) ) the controller or the controller's designated assessor
Duration of processing

Engage any subcontractor pursuant to a written
contract to meet the obligations of the processor with

Ensure that each person processing personal data is respect to the personal data
subject to a duty of confidentiality

Rights and obligations of both parties

At controller's direction, delete or return all personal
data at the end of the of services, unless retention of is
required by law

Upon the reasonable request of the controller, make
available to the controller all information in its
possession necessary to demonstrate the processor's

GreenbergTraurig



Transfers to Third Parties — Tips

A company may include the data processing terms as an addendum to their
services agreement with the vendor or as a standalone agreement. Attaching
these terms as an addendum may be more efficient when the company has a

master services agreement with the vendor governing multiple statements of
work.

A company should develop procedures for regularly auditing its vendor
agreements for compliance with these requirements, especially considering
the frequency with which new laws and regulations concerning these
requirements are being enacted/promulgated.
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Tracking Tech and Targeted Advertising

Cookies (i.e., small files placed on a website visitor’s device) and
other tracking technologies such as beacons, pixels, and tags enable
a variety of features an(% functionalities, including serving targeted
ads based on a user’s online behavior measured over time and across
different websites.

Tracking technologies used for targeted advertising may be placed by
third parties when a user visit’s the company’s site (third-part
trackers) in addition to trackers placed by the company itself (first-
party trackers).

All of the comprehensive state laws confer upon data subjects the
right to opt out of targeted advertising.

GreenbergTraurig



Tracking Tech and Targeted Advertising

Properly effectuating this opt-out right generally requires placing in the P
website footer (1) a link labeled “Do Not Sell or Share My Personal ®
Information” or “Your Privacy Choices” through which users may o O o
indicate that they do not want their information shared for targeted '
advertising and (2) a cookie settings link that expands to a portal where
the user may indicate their preference to not have targeted advertising
and/or other types of trackers (e.g., analytics trackers) deploy when
they use the site. \

| 2

Under the CPRA regulations, California has created strict technical
requirements for the implementation of this opt-out right with which it
is very difficult (practically impossible) to fully comply. As such,
companies subject to the CCPA might want to consider implementing
an opt-in strategy where advertising trackers do not deploy until a user
indicates his or her preference to allow such trackers (e.g., by clicking
accept on a banner that drops on initial page load).
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Questions?
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