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Amendments to Data Breach Notification Law in
Colorado Affect HIPAA-Regulated Entities

Passed during the 2018 state legislative session, went into effect on Sept. 1, 2018,
changing Colorado’s law on the protection of personally identifying information and the procedure
businesses must follow when that information is breached. Although the changes to the law are relatively
extensive, HIPAA-regulated entities are exempted from most of these changes. The new law contains a
“deemed compliance” provision stating that most HIPAA-regulated entities who comply with HIPAA’s
rules and regulations are deemed also to be in compliance with the state law, with two important
exceptions: (1) HIPAA-regulated entities still must provide notice to individuals affected by a breach
within 30 days; and (2) in certain circumstances, HIPAA-regulated entities must provide notice of a
breach to the Colorado attorney general.

Time Frame for Notice to Affected Individuals Shortened to 30 Days

The new law provides that, rather than apply HIPAA’s 60-day time frame, HIPAA-regulated entities must
now comply with Colorado’s shorter, 30-day time frame in which businesses must provide notice of a
breach to any affected individual. Accordingly, covered entities and their business associates in Colorado
will likely need to make changes to the sections of their existing and template Business Associate
Agreements that describe the parties’ notice obligations in the event of a breach. Most Business Associate
Agreements in Colorado provide that the business associate must notify the covered entity of a breach
within a time frame that allows the covered entity time to prepare and provide notice to affected
individuals within HIPAA’s 60-day period. These provisions usually will not provide enough time for
covered entities to respond under the new state law. Covered entities and business associates in Colorado
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may wish to change this time frame to allow no more than 25 days between the time the business
associate learns of a breach and the time the covered entity receives notice.

Notice to the Colorado Attorney General

The new law also requires that HIPAA-regulated entities must, as soon as possible and no more than
seven days after discovering a breach, provide notice to the Colorado attorney general of any breach that
is believed to have affected 500 or more Colorado residents. Again, this new obligation means that
HIPAA-regulated entities should change their existing and template Business Associate Agreements to
require that they be notified of any breach involving 500 or more Colorado residents with sufficient time
to allow notice to the attorney general. Covered entities and business associates in Colorado may wish to
notify the covered entity of such a breach immediately upon becoming aware of it.

Under rare circumstances, business associates and covered entities that contract with other businesses to
store or use personal information on behalf of the other business may be subject to all the new law’s more
strict requirements without the protection of the “deemed compliance” provision for HIPAA-regulated
entities. If you provide such services under contract with other businesses, you may wish to consult with
legal counsel to understand all your legal obligations under the new law.

Authors

This GT Alert was prepared by Julie A. Sullivan and Loreli Wright. Questions about this information
can be directed to:

| +1 303.685.7412 |
| +1303.685.7417 |

Or your

Albany. Amsterdam. Atlanta. Austin. Boca Raton. Boston. Chicago. Dallas. Delaware. Denver. Fort Lauderdale. Germany.-
Houston. Las Vegas. London.” Los Angeles. Mexico City.* Miami. New Jersey. New York. Northern Virginia. Orange County
Orlando. Philadelphia. Phoenix. Sacramento. San Francisco. Seoul.* Shanghai. Silicon Valley. Tallahassee. Tampa. Tel Aviv."
Tokyo.* Warsaw.~ Washington, D.C.. West Palm Beach. Westchester County

This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions
regarding the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written
information about the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of
Greenberg Traurig, LLP and Greenberg Traurig, P.A. “Greenberg Traurig’s Berlin office is operated by Greenberg Traurig
Germany, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. *Operates as a separate UK registered legal entity.
+Greenberg Traurig's Mexico City office is operated by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and
Greenberg Traurig, LLP. «Operates as Greenberg Traurig LLP Foreign Legal Consultant Office. “"Greenberg Traurig's Tel Aviv
office is a branch of Greenberg Traurig, P.A., Florida, USA. aGreenberg Traurig Tokyo Law Offices are operated by GT Tokyo
Horitsu Jimusho, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ~Greenberg Traurig's Warsaw office is
operated by Greenberg Traurig Grzesiak sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain partners
in Greenberg Traurig Grzesiak sp.k. are also shareholders in Greenberg Traurig, P.A. Images in this advertisement do not depict
Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been approved by the Supreme Court of
New Jersey. ©2018 Greenberg Traurig, LLP. All rights reserved.

© 2018 Greenberg Traurig, LLP


https://www.gtlaw.com/en/professionals/s/sullivan-julie-a
mailto:sullivanjul@gtlaw.com
https://www.gtlaw.com/en/professionals/w/wright-loreli
mailto:wrightl@gtlaw.com
http://www.gtlaw.com/

