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Securing EHRs on Mobile Devices According to
NCCoE at NIST

After years of collaboration, the National Cybersecurity Center of Excellence (NCCoE) at the National
Institute of Standards and Technology (NIST) has published a cybersecurity guide for electronic health
record (EHR) applications on mobile devices (see “

,” SP 1800-1, published July 27, 2018). Even if your organization has prioritized mobile
application cybersecurity, it is worth comparing the guide recommendations to your current mobile
application cybersecurity posture to identify any potential gaps.

The guide was developed by industry and academic cybersecurity experts, with the input of health care
providers who first identified the challenge in a 2012 U.S. Department of Health & Human Services
(HHS) Mobile Devices Roundtable. At the roundtable, some of the security concerns included general
data loss and theft, unauthorized access to enterprise networks via unsecured mobile devices or untrusted
network connections, and vulnerabilities associated with routine operations (e.g., data synchronization
and storage, etc.) due to interactions with mobile devices.

The purpose of the guide is to address the concerns voiced in the roundtable and to demonstrate the types
of tools that can be used to increase the security of health information as it is collected, stored, processed,
and transmitted on mobile devices, particularly in the context of mobile applications and systems that
review, update, and exchange EHRs. To develop the guide’s recommendations, the NCCoE built a virtual
environment to simulate interactions between mobile devices and EHRs, such as sending referrals
between physicians or electronic prescriptions to a pharmacy, and used commercially available and open
source technologies to improve the privacy and security protections of its mobile device EHR solution.
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The guide incorporates standards and best practices contained in the NIST Cybersecurity Framework and
Health Insurance Portability and Accountability Act (HIPAA) Security Rule. In addition to mapping to the
NIST and HIPAA standards, the guide also:

Utilizes best practices for areas where there are no standards. The guide makes best practice
recommendations such as malware prevention and detection of antivirus, use of security technical
implementation guides for hardening systems, and use of production-ready reporting servers.

Provides detailed architecture and capabilities that address security controls. The guide
identifies the use case architecture components (i.e., mobile devices/client side, networks, back
end/server side, and secure infrastructure) and lists the high-level requirements for their build,
including access control, audit controls and monitoring, device integrity, person or entity
authorization, transmission security, security incidents, and recovery.

Promotes automated configuration of security controls for ease of use. The guide provides
recommendations for automating security configurations so the configuration management tools can
provide recovery capabilities in the event a configuration becomes corrupt or unusable.

Recommends both in-house, commercial and/or open source implementation to help
organizations build on existing infrastructure. The NCCoE uses a layered strategy to achieve its
results in the guide, and the implementations offered in the guide are easily available and
interoperable with commonly used IT infrastructure and investments.

Provides a how-to for organizations to recreate the NCCoE design. The guide dives into
great detail for security engineers and implementers, allowing them to pick and choose
recommendations to build a solution based on their unique circumstances.

While the guide is quite lengthy at 260 pages, it offers bite-size sections targeted at different privacy and
security stakeholders of an organization. For example, the executive summary is targeted towards an
organization’s leaders (e.g., chief security or technology officer), while technology or security program
managers are much more likely to focus on the approach and risk management sections of the guide.
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