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OFAC Crystalizes Its Expectations for Economic
Sanctions Compliance Programs

On May 2, 2019, the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) published
A Framework for OFAC Compliance Commitments, which details more than 10 pages of long-standing
OFAC practices on corporate economic sanctions compliance programs. With this publication, companies
operating internationally are now on notice that compliance program elements that used to be simply
“best practices” guidance will now be expected by OFAC. With the recent strengthening of certain
sanctions regimes in countries such as Iran and Venezuela, the release of the guidance is both timely and
telling. Companies — both U.S. and non-U.S. — conducting international business should take note and
ensure their existing compliance programs include OFAC-enumerated elements.

Further, this guidance is relevant for both U.S. and non-U.S. entities, as in certain instances, U.S.
sanctions can reach even wholly non-U.S. entities and individuals. For example, European companies
engaging in business with Iran may be subject to U.S. sanctions measures (so-called “secondary
sanctions”), or a non-U.S. bank that is processing payments from a sanctioned country may face
enforcement actions for dollar-denominated payments or routing through the U.S. financial system.

Five essential compliance program components as identified in the OFAC framework are:
1. Management commitment;

2. Risk assessment (which can be considered broadly in three categories);
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a. Enterprise risk assessment,
b. Due diligence on third parties, Know Your Customers (KYC),
c. Mergers & Acquisitions (M&A),

3. Internal controls;

4. Testing and auditing; and

5. Training.

There is no intent requirement for OFAC violations. They are strict liability offenses. Accordingly, every
company engaged in international business dealings must adopt an effective compliance program to
prevent and detect violations. Further, the existence of an effective compliance program, as highlighted by
OFAC, may mitigate potential penalties in the event a violation occurs.

OFAC expects that companies discovering sanctions violations — even if the violations are inadvertent —
should be able to point to an existing, effective compliance program to demonstrate that the impact of the
violations was limited and the violations were detected quickly, and hence could be remediated quickly.

By contrast, a company without an effective compliance program facing an OFAC enforcement action may
find the violations are treated by OFAC as egregious, and the lack of compliance program may serve as an
aggravating factor in the calculation of monetary penalties.

The factors highlighted by OFAC are consistent with elements of effective compliance programs in other
risk areas. For example, as reported in the GT Alert, “

”, the U.S. Department of Justice recently published an updated version of “The
Evaluation of Corporate Compliance Programs,” which provides guidance on how DOJ prosecutors may
view corporate compliance programs in other risk areas like AML or anti-corruption, and also highlights
the importance of senior management commitment and regular risk assessments. However, it is
important that the elements highlighted by OFAC be deployed and addressed with subject-matter
expertise that is sanctions-focused. For example, AML or anti-corruption compliance risk assessments are
unlikely to detect and address economic sanctions-related compliance with the attention and specificity
expected by OFAC. Furthermore, unlike AML and anti-corruption laws, OFAC laws and regulations are
often changing and very dynamic. So, what constituted an OFAC violation in the past may no longer be
impermissible, and what was permissible in the recent past may now violate U.S. sanctions.

It is critical for businesses operating internationally to determine their sanctions risk profiles (under U.S.
and other applicable laws) and design a sanctions compliance program to address the risks inherent to the
business, as well as those presented by the rapid pace of regulatory changes in the sanctions space.

Based in Washington, D.C. and Europe, our team advises and
represents clients on the full range of international goods, software and technology transfer issues. We
have broad experience providing export controls and related regulatory counsel to both U.S. and foreign
businesses. Our industry-specific experience includes assisting companies in a wide range of industries
such as aerospace, defense, firearms and ammunition, electronics, software and information technology,
financial services, energy, food, consumer products, biotechnology, medical device and engineering
services.

© 2019 Greenberg Traurig, LLP


https://www.gtlaw.com/en/insights/2019/5/new-doj-guidance---what-is-your-compliance-program-worth
https://www.gtlaw.com/en/insights/2019/5/new-doj-guidance---what-is-your-compliance-program-worth
https://www.gtlaw.com/en/capabilities/government-law--policy/export-controls

GreenbergTraurig

Authors

This GT Alert was prepared by Kara M. Bombach, Cyril T. Brennan, Renée A. Latour #, and
Sonali Dohale. Questions about this information can be directed to:

e Kara M. Bombach | +1 202.533.2334 | bombachk@gtlaw.com

e Cyril T. Brennan | +1 202.533.2342 | brennanct@gtlaw.com

e Renée A. Latour' | +1 202.533.2358 | latourr@gtlaw.com

e Sonali Dohale | +1 202.533.2381 | dohales@gtlaw.com

e Sandra D. Gonzalez | +1 512.320.7234 | gonzalezsd @gtlaw.com

e Michael X. Marinelli¥ | +1 512.320.7236 | marinellimx@gtlaw.com
e Daniel E. Parga | +1202.533.2355 | pargad@gtlaw.com

e Oryour Greenberg Traurig attorney

+ Admitted in Virginia. Practice in the District of Columbia limited to matters and proceedings before Federal courts and Agencies.

¥Admitted in the District of Columbia. Not admitted in Texas.

Albany. Amsterdam. Atlanta. Austin. Boca Raton. Boston. Chicago. Dallas. Delaware. Denver. Fort Lauderdale. Germany.~
Houston. Las Vegas. London.” Los Angeles. Mexico City.* Miami. Minneapolis. New Jersey. New York. Northern Virginia.
Orange County. Orlando. Philadelphia. Phoenix. Sacramento. San Francisco. Seoul.> Shanghai. Silicon Valley. Tallahassee.
Tampa. Tel Aviv." Tokyo.* Warsaw.~ Washington, D.C.. West Palm Beach. Westchester County.

This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions
regarding the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written
information about the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of
Greenberg Traurig, LLP and Greenberg Traurig, P.A. “Greenberg Traurig’s Berlin office is operated by Greenberg Traurig
Germany, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. *Operates as a separate UK registered legal entity.
+Greenberg Traurig's Mexico City office is operated by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and
Greenberg Traurig, LLP. »QOperates as Greenberg Traurig LLP Foreign Legal Consultant Office. *Greenberg Traurig's Tel Aviv
office is a branch of Greenberg Traurig, P.A., Florida, USA. aGreenberg Traurig Tokyo Law Offices are operated by GT Tokyo
Horitsu Jimusho, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ~Greenberg Traurig's Warsaw office is
operated by Greenberg Traurig Grzesiak sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain partners
in Greenberg Traurig Grzesiak sp.k. are also shareholders in Greenberg Traurig, P.A. Images in this advertisement do not depict
Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been approved by the Supreme Court of
New Jersey. ©2019 Greenberg Traurig, LLP. All rights reserved.

© 2019 Greenberg Traurig, LLP www.gtlaw.com | 3


https://www.gtlaw.com/en/professionals/b/bombach-kara-m
mailto:bombachk@gtlaw.com
https://www.gtlaw.com/en/professionals/b/brennan-cyril-t
mailto:brennanct@gtlaw.com
https://www.gtlaw.com/en/professionals/l/latour-renee-a
mailto:latourr@gtlaw.com
https://www.gtlaw.com/en/professionals/d/dohale-sonali
mailto:dohales@gtlaw.com
https://www.gtlaw.com/en/professionals/g/gonzalez-sandra-d
mailto:gonzalezsd@gtlaw.com
https://www.gtlaw.com/en/professionals/m/marinelli-michael-x
mailto:marinellimx@gtlaw.com
https://www.gtlaw.com/en/professionals/p/parga-daniel-e
mailto:pargad@gtlaw.com
http://www.gtlaw.com/

