GreenbergTraurig

Alert | Data, Privacy & Cybersecurity

L

st i*,C d,prototypesC
o "fJ:‘ff::oéJec!'ﬂWm

)
-3(b), thise - .
A “"':‘b ! setstatg-tuncuniH Ll
.V Sttt OO
’ ' " saadinaText*==b1 this. dsLOMSNg™! M
..‘—uﬁ::w Iffwd.mm*
: 1 k000, Length) {var c=this, N

g pils.grapl *checked" ) this.
s -..‘&ﬁm,zthu.emw
o e, fo.dutton-b, 2. fn. button, Constrae

data(), "object " =sstypaot
.. Sstmet B, tolb) :g7e(g](): 1, A
oy

this)), this,
nuh’:m(lﬂnls.
IS, this)), 0n("souse Leave, bs, campumnt
unction(a){swit

CJEU Finds Website Operators Using Social Media
Plugins Are Joint Controllers

On July 29, 2019, the Court of Justice of the European Union (CJEU) that a website operator using
a social media plugin is a joint controller with the social media company providing the plugin and can be
held jointly liable in relation to such processing activities. Although the case was decided under the
Privacy Directive 95/46, since the ruling concerns definitions that also exist under the General Data
Protection Regulation (GDPR), website operators should take note and may want to review their previous
legal bases determinations and notices as well as their existing contractual arrangements with the social
media company to ensure they are in compliance with GDPR.

The case arose when a German consumer protection association sued a German online fashion retailer,
Fashion ID, for allegedly breaching the then-existing national data protection laws when it enabled the
transfer of visitors’ personal data to a third party via a social plugin. The German Higher Regional Court
referred the matter to the CJEU.

In the proceedings it became apparent that the social media plugin (a “like” button) on Fashion ID’s
website caused the visitor’s browser to request content from the company providing the plugin; then the
browser transmitted the visitor’s personal data to the social plugin company. This happened as soon as
the visitor consulted the website and regardless of whether or not the visitor:

was aware of such an operation;
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was a member of the social media platform; or

had clicked on the plugin.

Even though Fashion ID could not influence the social plugin’s processing activities and did not have
access to the data itself, the CJEU determined that Fashion ID is a joint controller. The CJEU reasoned
that Fashion ID was a joint controller because it, along with the social media plugin company, “co-
determined” the parameters of the data collected by the social media plugin by making the decision to
embed the plugin in its website. Furthermore, Fashion ID benefitted from the plugin, as the plugin
permitted targeted advertising and increased exposure on the social plugin company’s website. The CJEU
noted that the Privacy Directive defines broadly what constitutes a “controller,” and that the concept of a
controller does not necessarily refer to a single entity and may concern several actors.

On the other hand, the CJEU also ruled that Fashion ID was only liable in relation to the processing
operations where it actually determines the purposes and means — i.e., the collection and disclosure by
transmission of the data at issue — but was not responsible for the subsequent operations by the social
media company after the transmission to the latter.

As a joint controller under the Privacy Directive and GDPR Article 6, Fashion ID must have a legal basis
for the processing of the personal data to be lawful. While one of the legal bases controllers can rely on is
that the processing of the data subject’s personal data is necessary for pursuing a legitimate interest by the
controller or a third party, the CJEU clarifies that as joint controllers both Fashion ID and the social
media company must be pursuing a legitimate interest to rely on legitimate interest as the legal basis for
processing.

The CJEU also analyzed whether a website visitor’s consent should be obtained by Fashion ID or the
social media plugin company to the extent the parties rely on consent of the data subject as the legal basis
for processing. Here, the CJEU ruled that Fashion ID would be responsible for obtaining consent, and
that it must do so prior to the collection and disclosure of the data. According to the CJEU, Fashion ID
also has the duty to provide data subjects with notice about the processing of their personal data, but its
obligations in relation to its status as a joint controller are limited to those processing activities for which
it acts as a joint controller.

In light of this decision, website operators subject to the GDPR should consider reassessing their data
sharing relationships and:

assess whether their website visitors’ personal data are collected and shared to a social media company
by means of a plugin;

determine whether they qualify as a joint controller;

check whether they have a GDPR-compliant joint-controllership agreement with the social media
company;
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determine the legal bases for processing in relation to instances where they are joint controllers; and

assess whether as a controller they are complying with their notice and various other obligations under
the GDPR.

If in doubt, do not hesitate to contact the authors of this alert; we will gladly answer specific questions and
provide guidance.

Authors

This GT Alert was prepared by Gretchen A. Ramos, Carsten Kociok, and Willeke Kemkers.
Questions about this information can be directed to:

Gretchen A. Ramos | +1 415.655.1319 | ramosg@gtlaw.com
Carsten Kociok | +49 30.700.171.119 | carsten.kociok@gtlaw.com
Willeke Kemkers | +31 (0) 64.718.0845 | kemkersw@gtlaw.com

Or your Greenberg Traurig attorney

Albany. Amsterdam. Atlanta. Austin. Boca Raton. Boston. Chicago. Dallas. Delaware. Denver. Fort Lauderdale. Germany.~
Houston. Las Vegas. London.” Los Angeles. Mexico City.* Miami. Milan.” Minneapolis. Nashville. New Jersey. New York.
Northern Virginia. Orange County. Orlando. Philadelphia. Phoenix. Sacramento. San Francisco. Seoul.* Shanghai. Silicon
Valley. Tallahassee. Tampa. Tel Aviv.” Tokyo.* Warsaw.~ Washington, D.C.. West Palm Beach. Westchester County.

This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions
regarding the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written
information about the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of
Greenberg Traurig, LLP and Greenberg Traurig, P.A. “Greenberg Traurig’s Berlin office is operated by Greenberg Traurig
Germany, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. *Operates as a separate UK registered legal entity.
+Greenberg Traurig's Mexico City office is operated by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and
Greenberg Traurig, LLP. »Greenberg Traurig’s Milan office is operated by Greenberg Traurig Santa Maria, an affiliate of Greenberg
Traurig, P.A. and Greenberg Traurig, LLP. »QOperates as Greenberg Traurig LLP Foreign Legal Consultant Office. “"Greenberg
Traurig's Tel Aviv office is a branch of Greenberg Traurig, P.A., Florida, USA. aGreenberg Traurig Tokyo Law Offices are operated
by GT Tokyo Horitsu Jimusho, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ~Greenberg Traurig's Warsaw
office is operated by Greenberg Traurig Grzesiak sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain
partners in Greenberg Traurig Grzesiak sp.k. are also shareholders in Greenberg Traurig, P.A. Images in this advertisement do not
depict Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been approved by the Supreme
Court of New Jersey. ©2019 Greenberg Traurig, LLP. All rights reserved.

© 2019 Greenberg Traurig, LLP www.gtlaw.com | 3


https://www.gtlaw.com/en/professionals/r/ramos-gretchen-a
mailto:ramosg@gtlaw.com
https://www.gtlaw.com/en/professionals/k/kociok-carsten
mailto:carsten.kociok@gtlaw.com
https://www.gtlaw.com/en/professionals/k/kemkers-willeke
mailto:kemkersw@gtlaw.com
http://www.gtlaw.com/

