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Foreign Direct Investment 

Measures for Reporting of Information on Foreign Investment Released 

《外商投资信息报告办法》公布 

China’s new Foreign Investment Law formally took effect on Jan. 1. 2020. Prior to the Foreign Investment 

Law’s effective date, several related regulations were issued to coincide with the Foreign Investment Law, 

including the Measures for Reporting of Information on Foreign Investment (the Measures) jointly 

issued by the Ministry of Commerce and State Administration of Market Regulation. Like the Foreign 

Investment Law, the Measures became effective Jan. 1, 2020, and seek to clarify certain issues with 

respect to the foreign investment reporting system, which replaces the previous filing and annual report 

system for foreign invested enterprises. 

Key provisions of the Measures: 

• First, unlike the previous filing system, the Measures clarify that information reporting is no longer a 

prerequisite to establishment or change of investment information of foreign invested entities in 

China. That is to say, a foreign invested company is no longer subject to the case-by-case filing 

requirement of the commerce department before applying for establishment or information change 

with the competent company registration department. 
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• Second, all foreign invested entities, including companies, partnerships, and representative offices are 

required to timely report to the competent commerce authority upon establishment and change of 

certain investment information of such entities. Entities failing to comply with the information 

reporting obligations shall bear corresponding legal responsibilities, including a fine of up to RMB 

500,000 from the commerce department. 

• Third, the commerce department’s annual report requirement on foreign invested companies is 

cancelled, and a foreign invested entity is no longer required to file an annual report with the 

commerce department in addition to the company’s registration department.   

 

The Measures are an important component of the new regulatory regime on foreign investment 

established under the Foreign Investment Law. They simplify the foreign investment entry management 

process and may reduce the burden on foreign invested enterprises. 

Antitrust 

SAMR Invites Public Opinion on the Draft Amendment to the Anti-

Monopoly Law 

市场监管总局就《〈反垄断法〉修订草案》公开征求意见 

On Jan. 2, 2020, the State Administration of Market Regulation (SAMR) published the draft amendment 

to the anti-monopoly law (Draft) for public opinion. This is the first time the government proposed major 

changes to the current Chinese Anti-Monopoly Law (AML), which has been in effect since 2008.   

There are notable changes under the Draft: 

• Adding a definition of “control” in merger reviews. The concept of control is a core issue in merger 

review but is not clearly defined in the current AML. In practice, SAMR published guidelines 

containing the elements of “control” to instruct companies in determining whether a transaction 

requires SAMR’s approval. Under the Draft, “control” refers to the right or actual ability of the 

operator directly or indirectly, alone or jointly, having or possibly having a decisive influence on the 

production and operation activities or other major decisions of other operators. The concept of “major 

decision” under the Draft remains broad and may cause confusion in practice. 

• Adjustment to notification thresholds in merger control. The current notification threshold, published 

by the State Council in 2008, is too low, resulting in small and medium deals of large companies 

requiring approval from SAMR. Under the current AML, the notification thresholds must be made by 

the State Council. The Draft proposes to grant SAMR the right to timely adjust the thresholds as the 

economy develops.  

• Prohibition on companies aiding or abetting other companies to engage in a monopoly agreement. 

The Draft introduces a new article which prohibits operators from aiding and abetting other operators 

in forming a monopoly agreement. The newly added article is intended to make up for those complex 

monopoly arrangements where certain companies may escape from penalty due to a lack of clear 

rules. A typical example is in the automobile business, where a manufacturer may attempt to organize 

its distributors to have meetings and encourage them to reach a monopoly agreement to control the 

resale price.  
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• Special considerations for internet industry in determining market dominance. The Draft adds an 

article saying that for determining whether an internet business operator holds market dominance, 

elements including network effects, economies of scale, lock-in effects, and the ability to master and 

process relevant data should be considered. This article is in response to the recent cases of internet 

giants, and it is expected that the authority will give detailed guidelines in this regard in the future.  

• Significant increases in maximum fines for antitrust violations. The current AML has low statutory 

maximums for monetary penalties for antitrust violations. For example, for monopoly agreement and 

merger control violations, the current maximum fine is RMB 500,000, while in the Draft, the fine for 

monopoly agreement can be up to RMB 5 million, and for merger control, the fine can be up to 10% of 

the company’s revenue in the previous year.  

 

SAMR Solicits Comments on Interim Provisions on Merger Review 

《经营者集中审查暂行规定（征求意见稿）》公开征求意见 

To further improve the anti-monopoly legal system and standardize the process of merger review, the 

SAMR released the draft Interim Provisions on Merger Review (the Draft) on Jan. 7, 2020, for public 

comment. 

The Draft mainly consolidates several rules and notices in relation to merger control previously issued by 

SAMR and does not propose any substantial changes to the merger review process. However, the Draft 

encourages companies to apply to the SAMR for negotiation on issues related to the relevant deal before 

the formal notification and proactively provide relevant documents and materials that facilitate the review 

process. The Draft may be further elaborated following implementation of the Antitrust Law amendment. 

Compliance 

Amended Personal Information Security Specification Officially Released 

《个人信息安全规范》修订版正式出台 

On Mar. 6, 2020, the National Information Security Standardization Technical Committee released an 

updated version of the recommended national standard Personal Information Security Specification (all 

links in Chinese), the most basic and important national standard in respect of personal information 

protection (GB/T 35273-2020) (the New Specification), which will take effect and replace the existing 

specification on Oct. 1, 2020. The New Specification imposes higher requirements on enterprises’ 

personal information protection mechanisms.  

The highlights of the New Specification are as follows:  

• Strengthens the protection of personal biometric information. The New Specification imposes stricter 

requirements on the collection, storage, sharing and disclosure, etc. of personal biometric information 

(e.g., facial identification features, iris, fingerprints). Pursuant to the New Specification, (i) before 

collecting biometric information, a controller shall independently inform the information owner of 

the purpose, method and scope, etc., of collecting and using biometric information, and obtain the 

express consent of the information owner; (ii) regarding storage, a controller shall adopt encryption 

and other security measures to separately store biometric information and personal information, and 

in principle, shall not store the original biometric information; (iii) in terms of sharing/transfer, the 

http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=4568F276E0F8346EB0FBA097AA0CE05E
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biometric information shall, in principle, not be shared or transferred; if sharing and transfer are 

necessary due to business needs, the controller shall still separately inform the information owner of 

the purpose, information type, and other content, and obtain the express consent of the information 

owner; and (iv) biometric information shall not be disclosed publicly. 

• Provides data subject with more control. The New Specification adds provisions prohibiting the 

controller of personal information from forcing the data subject to accept the bundling of multiple 

business functions, which is defined as a service that meets a specific need of the data subject (such as 

navigation, car hailing, instant messaging, online shopping and payments), to request a one-time 

consent from the data subject to collect his or her personal information.  Correspondingly, the 

controller must solicit consent for each collection function, and only collect personal information 

directly related to the specific function authorized by the subject. 

• Clarifies procedures for account deactivation. According to the New Specification, the controller shall 

provide its users with a simple and convenient way to deactivate their accounts. In particular, the 

controller must avoid setting up unreasonable conditions or procedures during account deactivation 

or collecting unnecessary personal information for the purpose of verifying users’ identities. 

Controllers shall delete or anonymize users’ personal information after the account deactivation. Even 

if certain personal information must be retained pursuant to laws and regulations, such personal 

information should not be used in daily business activities. 

• Regulates use of user portraits/profiles and personalized displays. The New Specification regulates 

the use of users portraits/profiles and the commercialization of data used for personalized displays, 

including but not limited to the following parameters: (i) the use of user portraits/profiles shall not 

infringe the rights and interests of citizens, legal persons and other organizations, or damage national 

security, honor and interests; (ii) the direct usage of user portraits/profiles shall be avoided to the 

extent possible in the course of business operations or cooperation with third parties; (iii) the option 

to exit personalized presentation shall be provided to the users. 

 

Collection and Use of Personal Information by Mobile Internet 

Applications: Public Opinion Sought on Guiding Documents 

若干关于 APP 收集使用个人信息的规范指引性文件向社会征求意见 

On Jan. 15, 2020, the China Information Security Standardization Technical Committee (CISSTC) issued 

the Information Security Technology - Basic Specifications for Collecting Personal Information in 

Mobile Internet Applications (Draft for comments) (the Specifications), seeking public opinion. The 

public comment period ended on Mar. 20, 2020. The Specifications provide compliance guidelines for the 

collection and use of personal information by mobile internet applications (Apps). 

The Specifications make clear that when an App operator uses third-party code or plug-in to satisfy its 

specific function, if the third-party code or plug-in collects personal information and such collection 

cannot be refused by the owner of personal information, the App operator should ensure that the third-

party code or plug-in fulfills its obligation to protect the personal information and prevents the third-

party code or plug-ins from collecting irrelevant personal information. 

The Specifications further clarify that App operators should pay attention to program compliance during 

collection, use, storage, etc. For instance, during the storage and use of personal information, the App 

operator shall give priority to storing and using the collected personal information in the “user’s terminal” 

https://www.tc260.org.cn/file/2020-01-20/cb2dd4d9-b6ee-4cdf-bcb6-fdf46a04b5b7.docx
https://www.tc260.org.cn/file/2020-01-20/cb2dd4d9-b6ee-4cdf-bcb6-fdf46a04b5b7.docx
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and shall send the personal information to the “back-end server” at the lowest reasonable frequency 

necessary to realize the service. 

Based on the Specifications, in Mar. 2020, the secretariat of CISSTC further issued the Practical Guide to 

Cyber Security Standards: Guide to Self-evaluation of Collection and Use of Personal Information by 

Mobile Internet Applications (App) (Draft for Comment) (the Self-evaluation Guidelines) and the 

Practical Guide to Cyber Security Standards: Guidelines for the Safety Protection of Personal 

Information on Mobile Internet Applications (App) (Draft for Comment) (the Safety Guidelines). The 

public comment period ended on Apr 2, 2020. The Self-evaluation Guidelines provide the self-assessment 

standards of Apps in six respects, such as whether the rules for collecting and using personal information 

are disclosed, whether the purpose, method and scope of collecting and using personal information are 

explicitly stated, etc. The Safety Guidelines clarify the specific noncompliance issues of Apps, such as 

overbroad collection of personal information and failure to provide deactivation channels, and their 

corresponding prevention strategies. 

People’s Bank of China Releases Personal Financial Information Protection 

Technical Specification 

中国人民银行发布实施金融行业标准《个人金融信息保护技术规范》 

On Feb. 13, 2020, the People’s Bank of China (China’s Central Bank) released the Personal Financial 

Information Protection Technical Specification (the Specification), which took immediate effect. 

Although the Specification is not mandatory, it constitutes a recommended industry standard and sets out 

best practices for handling personal information in the financial industry. The Specification applies to 

financial institutions that provide financial products and services (including their vendors or suppliers 

that assist in processing personal financial information) (collectively defined as “Financial Industry 

Entities”), and also serves as a reference for safety evaluation institutions to conduct safety inspection and 

evaluation work. 

The Specification defines personal financial information (PFI) as personal information collected, 

processed or stored by financial institutions via provision of financial products or services or through 

other channels. The Specification generally classifies PFI into three categories (C3, C2 and C1) based on 

the degree of sensitivity. 

The three categories are as follows, listed with decreasing level of sensitivity: 

Category Scope of PFI and example 

C3 Generally includes user authentication information, such as bank card magnetic strip 

data, card verification codes, password and expiration date of credit card, log-in 

passwords and payment codes for bank accounts, insurance accounts and securities 

accounts, and biometric information such as financial services customer fingerprints. 

C2 Generally includes user identification information, financial status, and other key 

information used for financial products and services, such as payment account number, 

ID, cellphone number, account user names, information to assist in authentication (e.g., 

SMS authentication, security questions), transactional information (e.g., account 

balance, insurance claims and loan amounts), photos, audios and videos collected for 

https://www.tc260.org.cn/upload/2020-03-19/1584588961031005558.pdf
https://www.tc260.org.cn/upload/2020-03-19/1584588961031005558.pdf
https://www.tc260.org.cn/upload/2020-03-19/1584588961031005558.pdf
https://www.tc260.org.cn/upload/2020-03-30/1585530902453011323.pdf
https://www.tc260.org.cn/upload/2020-03-30/1585530902453011323.pdf
https://www.tc260.org.cn/upload/2020-03-30/1585530902453011323.pdf
https://www.tc260.org.cn/upload/2020-03-30/1585530902453011323.pdf
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fulfillment of know your customer. 

C1 Generally includes information for internal use by Financial Industry Entities, such as 

when an account was opened, account opening bank, and customer’s payment token. It 

also includes any non-C3 and non-C2 PFI. 

 

a) For data collection, the Specification requires the use of technical measures (such as pop-up 

windows and explicit URL links), enabling the data subject to review privacy notices and give 

express consent.  

b) For data processing and usage, protection measures (such as screen protection or de-

identification or anonymization) should be taken when PFI is displayed to customers, to ensure 

PFI is not made public; PFI must also processed within the stated purpose for which it was 

collected; otherwise, further consent should be sought from the data subject.  

c) For data storage, encryption must be deployed for C3 information, and PFI collected and 

produced domestically in China (during the provision of financial products and services) should 

be stored, processed and analyzed domestically in China as well. If third-party vendors are 

involved, C2 and C3 information should not be stored by such external vendors. In addition, the 

database storing PFI should not be operated or maintained by external vendors. 

d) For data transfer, if necessary for businesses to provide PFI to foreign institutions (including 

affiliates such as a parent company, head office, branch office, subsidiary), express consent from 

the data subject is required for such cross-border transfer, with notification of the data subject’s 

rights also provided. De-identification of PFI should be completed before such cross-border 

transfer. Before a third-party vendor is engaged to process the PFI, the data controller must 

conduct a security assessment (e.g., on-site verification) and sign a data security agreement with 

the vendor to ensure the obligations for PFI confidentiality, deletion, investigation assistance (if 

any) can be effectively fulfilled. 

e) For data deletion, when a data subject requires removal of PFI, financial institutions should in 

accordance with related laws and regulations, and any agreements reached with the data subject, 

process the deletion and adopt appropriate technical measures to ensure the deleted PFI will not 

be searchable, retrievable or readable. 

The Specification provides comprehensive requirements for the entire life cycle of PFI handling. Although 

the Specification is not mandatory, financial institutions and third-party vendors (such as FinTech 

companies) are advised to bring their operations in line with stipulations of the Specification, for risk 

management and greater compliance with the best practice. 
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Immigration Control 

China’s Ministry of Justice Publishes Draft Rules on the Administration of 

Foreigner’s Permanent Residence 

司法部发布《外国人永久居留管理条例（征求意见稿）》，征求社会各界意见 

On Feb. 27, 2020, China’s Ministry of Justice released the Draft for Comment on the Administration of 

Foreigner’s Permanent Residence (Draft), seeking public comment by Mar. 27, 2020. Foreigners can 

apply for permanent residence (green cards) in China directly or via the government, an institution or 

company’s recommendation if they have certain achievements and other required qualifications as 

follows: 

a) Having made outstanding contributions to China’s economic and social development (in fields 

such as science & technology, education, culture, health, sports, or public welfare), and 

recommended by China’s government; or 

b) Having made internationally recognized outstanding achievements (in fields such as economy, 

science & technology, education, culture, health, sports); or 

c) Supporting China’s national, economic, and social development (particularly where there is a 

limited supply of human resources in key industries, such as innovative and advanced 

technology), to be introduced to and recommended by China’s government, universities, 

institutions, or companies; or 

d) Having worked in China legally and maintaining good tax payment and credit records for at least 

three years, and holding a doctoral degree or earning annual income at least three times the 

average local annual income; or 

e) Making investment as a natural person in China or in a company as controlling shareholder, with 

the investment stable over three consecutive years, with good tax payment and credit records, for 

the investment over CNY 10 million, or employment of Chinese citizens to specified standards by 

the company invested in encouraged foreign investment fields, or establishment of a high-tech or 

innovative company with significant performance and benefits (recognized and recommended by 

a competent government authority); or 

f) For needs of family reunion, adults with a spouse who is a Chinese citizen, who are living together 

for more than five years after marriage at a stable residence; minors under 18 years old with 

parents who are Chinese nationals living in China; or elders over 60 years old having resided in 

China for at least five consecutive years at a stable residence with direct relatives who are Chinese 

nationals living in China. 

Foreigners who successfully obtain a Chinese green card benefit from the following: (1) exemption from 

application for a work permit in China, (2) participation in evaluation of professional title, professional 

examination, and qualification for applying for awards established by Chinese government, (3) 

qualification for purchasing commodity housing for their own use or dwelling in China, (4) participation 

in various social insurances benefits, (5) qualification for compulsory education of their minor childrens 

in China without additional costs other than specified by related law and regulation 
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* This GT Newsletter is limited to non-U.S. matters and law. 
 

Read previous issues of GT’s China Newsletter. 
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