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Telehealth Privacy and Security Risk Mitigation: 
Office for Civil Rights Provides Guidance to 
Providers, Patients  
On Oct. 18, 2023, the U.S. Department of Health and Human Services (HHS) Office for Civil Rights 
(OCR) issued two resources for health care providers and patients regarding the potential risks of using 
telehealth services. Although HIPAA does not require regulated entities to educate patients about these 
risks, OCR published these guidance documents to assist providers that wish to voluntarily inform 
patients of potential privacy and security exposures stemming from the use of telehealth tools.  

The first resource, Educating Patients about Privacy and Security Risks to Protected Health Information 
when Using Remote Communication Technologies for Telehealth, is intended to assist providers in 
educating patients on how to use telehealth technologies safely. This guidance includes suggestions for 
how to explain the applicability of HIPAA to remote communication vendors, how telehealth may be used 
in practice, and how to prepare patients for the use of such technologies. The guidance also includes a 
non-exhaustive list of risks associated with remote communications (e.g., the chance that health 
information could inadvertently be disclosed if the patient participates in a telehealth session in a public 
location) and emphasizes the importance of implementing software updates to avoid potential 
exploitation of software weaknesses. Finally, the guidance reminds providers that patients have a right to 
file a privacy complaint if they feel there has been a violation of their privacy rights. Patients can make 
such complaints via the OCR complaint portal.  

https://www.hhs.gov/about/news/2023/10/18/civil-rights-issues-resources-help-educate-patients-telehealth-privacy-security-protected-health-information.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/resource-health-care-providers-educating-patients/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/resource-health-care-providers-educating-patients/index.html
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf
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The second guidance document, Telehealth Privacy and Security Tips for Patients, provides suggestions 
for patients to better control and improve the security of their devices when accessing telehealth services 
and transmitting their protected health information. These recommendations include traditional 
electronic security approaches, such as using strong unique passwords, using encryption tools when 
possible, and avoiding public wi-fi connections. The guidance also encourages patients to delete health 
information from personal devices once the patient no longer needs to retain such information, and to 
turn off devices that may be listening to telehealth meetings, such as smart devices. Further, the guidance 
encourages patients to note agency guidance related to protecting cell phone privacy and security, 
improving security when using telehealth services, and ensuring cybersecurity in patients’ personal 
devices.    

Authors 

This GT Alert was prepared by: 

• Catherine E. Galea | +1 215.972.5981 | Cate.Galea@gtlaw.com  

• Brad M. Rostolsky | +1 215.972.5936 | Brad.Rostolsky@gtlaw.com  

• Tyler Strobel | +1 303.685.7453 | Tyler.Strobel@gtlaw.com  

Albany. Amsterdam. Atlanta. Austin. Berlin.¬ Boston. Charlotte. Chicago. Dallas. Delaware. Denver. Fort Lauderdale. 
Houston. Kingdom of Saudi Arabia.« Las Vegas. London.* Long Island. Los Angeles. Mexico City.+ Miami. Milan.» 
Minneapolis. New Jersey. New York. Northern Virginia. Orange County. Orlando. Philadelphia. Phoenix. Portland. 
Sacramento. Salt Lake City. San Diego. San Francisco. Seoul.∞ Shanghai. Silicon Valley. Singapore.⁼ Tallahassee. Tampa. Tel 
Aviv.^ Tokyo.¤ United Arab Emirates.‹ Warsaw.~ Washington, D.C.. West Palm Beach. Westchester County. 

This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal 
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions regarding 
the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written information about 
the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of Greenberg Traurig, LLP and 
Greenberg Traurig, P.A. ¬Greenberg Traurig’s Berlin office is operated by Greenberg Traurig Germany, an affiliate of Greenberg 
Traurig, P.A. and Greenberg Traurig, LLP. «Khalid Al-Thebity Law Firm in affiliation with Greenberg Traurig, P.A. is applying to register 
a joint venture in Saudi Arabia. *Operates as a separate UK registered legal entity. +Greenberg Traurig's Mexico City office is operated 
by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. »Greenberg Traurig’s Milan office is 
operated by Greenberg Traurig Santa Maria, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ∞Operates as 
Greenberg Traurig LLP Foreign Legal Consultant Office. ⁼Greenberg Traurig’s Singapore office is operated by Greenberg Traurig 
Singapore LLP which is licensed as a foreign law practice in Singapore. ^Greenberg Traurig's Tel Aviv office is a branch of Greenberg 
Traurig, P.A., Florida, USA. ¤Greenberg Traurig’s Tokyo Office is operated by GT Tokyo Horitsu Jimusho and Greenberg Traurig 
Gaikokuhojimubengoshi Jimusho, affiliates of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ‹Greenberg Traurig’s United Arab 
Emirates office is operated by Greenberg Traurig Limited. ~Greenberg Traurig's Warsaw office is operated by GREENBERG 
TRAURIG Nowakowska-Zimoch Wysokiński sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain 
partners in GREENBERG TRAURIG Nowakowska-Zimoch Wysokiński sp.k. are also shareholders in Greenberg Traurig, P.A. Images 
in this advertisement do not depict Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been 
approved by the Supreme Court of New Jersey. ©2023 Greenberg Traurig, LLP. All rights reserved. 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/telehealth-privacy-security/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/cell-phone-hipaa/index.html
https://telehealth.hhs.gov/patients/telehealth-privacy-for-patients
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.cisa.gov/news-events/news/4-things-you-can-do-keep-yourself-cyber-safe
https://www.gtlaw.com/en/professionals/g/galea-catherine-e
mailto:Cate.Galea@gtlaw.com
https://www.gtlaw.com/en/professionals/r/rostolsky-brad-m
mailto:Brad.Rostolsky@gtlaw.com
mailto:Tyler.Strobel@gtlaw.com

