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FinCEN Publishes Final Rule on Access to 

Beneficial Ownership Information  

Go-To Guide: 

• FinCEN published a final rule establishing when beneficial ownership information (BOI) reported 

under the Corporate Transparency Act may be disclosed to authorized recipients and how it must be 

protected. 

• The rule authorizes access to BOI to (i) U.S. federal agencies engaged in national security, 

intelligence, or law enforcement activity; (ii) U.S. state, local, and Tribal law enforcement agencies 

with court authorization; (iii) foreign law enforcement agencies, judges, prosecutors, and other 

authorities that meet specific criteria; (iv) financial institutions with customer due diligence 

requirements (FIs) if the customer consents; (v) regulatory agencies supervising FIs; and (vi) U.S. 

Department of the Treasury officers and employees. 

• The rule addresses significant concerns raised during the comment period, including redisclosure of 

BOI within an FI structure, and broadens the use of BOI for anti-money laundering compliance 

purposes. 

• The rule will take effect Feb. 20, 2024, but the grant of access to various types of entities will be 

phased in over time. 
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On Dec. 22, 2023, the U.S. Department of the Treasury’s Financial Crimes Enforcement Network 

(FinCEN) published a final rule (Access Rule) establishing the parameters for authorized access to BOI 

reported to FinCEN. The Access Rule is the second of three rulemakings implementing the Corporate 

Transparency Act (CTA), a law designed to increase transparency in the ownership and control of U.S. 

legal entities and foreign entities registered to do business in the United States.   

Issuance of the Access Rule preceded the Jan. 1, 2024, effective date of the Beneficial Ownership 

Information Reporting requirements final rule (BOI Reporting Rule). The BOI Reporting Rule mandates 

that certain U.S. entities and foreign entities registered to do business in the U.S. (collectively, Reporting 

Companies) to report identifying information about themselves, their beneficial owners, and company 

applicants who form or register them.1 BOI reported to FinCEN is stored in a nonpublic database (BOI 

Database), which FinCEN protects using security methods and controls typically used in federal 

government to protect nonclassified yet sensitive information systems at the highest security level. The 

Access Rule prescribes the circumstances under which BOI may be disclosed to authorized recipients, the 

purposes for which BOI may be used, and the standards for safeguarding BOI. The third and final CTA 

rulemaking, which has not yet been proposed, will make conforming amendments to the BOI 

requirements of FinCEN’s existing Customer Due Diligence (CDD) rule. 

The Access Rule largely adopts the language of the proposed access rule, but with certain modifications to 

address some of the key concerns raised by the public. Among other things, the Access Rule broadens the 

purposes for which financial institutions may use BOI and streamlines the requirements for state, local 

and Tribal law enforcement access to BOI.  The Access Rule becomes effective Feb. 20, 2024, but FinCEN 

will take a phased approach in providing access to BOI to authorized recipients. 

Access to BOI Under the Access Rule 

BOI may be disclosed to the following categories of recipients: 

• U.S. Federal Agencies Engaged in National Security, Intelligence, or Law Enforcement 

Activity, provided that the requested BOI is for use in furtherance of such activity. “[L]aw 

enforcement activity” covers civil and criminal investigations and enforcement actions.   

• State, Local, and Tribal Law Enforcement Agencies, where a “court of competent jurisdiction” 

has authorized the law enforcement agency to seek the information in a criminal or civil investigation.  

A “court of competent jurisdiction” is any court with jurisdiction over the criminal or civil investigation 

for which the state, local, or Tribal agency requests BOI. 

 

In an effort streamline agencies’ access to BOI, the Access Rule eliminates the original proposed 

requirement that agencies submit to FinCEN a copy of the relevant court order and a written 

explanation as to why the request is relevant to a civil or criminal investigation. Instead, the Access 

Rule only requires certification that court authorization was received, together with a description of the 

information the agency is authorized to receive. FinCEN notes that, with this change, the Access Rule 

provides flexibility so that a variety of court officers—such as a judge, clerk of court, or magistrate—

may provide the necessary authorization at appropriate stages of the investigation process.  

• Foreign Authorities, including an enforcement agency, prosecutor, or judge of another country, or 

a foreign central authority or foreign competent authority, provided the request: (i) is presented to 

FinCEN through an intermediary federal agency; (ii) serves to assist in a law enforcement investigation 

 
1 We covered this in a previous GT Alert. 

https://www.govinfo.gov/content/pkg/FR-2023-12-22/pdf/2023-27973.pdf
https://www.gtlaw.com/en/insights/2024/01/corporate-transparency-act-takes-effect-with--beneficial-ownership-reporting-requirements
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or prosecution, or a national security or intelligence activity; and (iii) is made under an international 

treaty, agreement or convention or the request is an official request by law enforcement, judicial, or 

prosecutorial authority of a “trusted foreign country.” In determining whether to disclose BOI when no 

treaty applies, FinCEN will look to the U.S. Department of State, Department of Justice, and other 

agencies, as it deems appropriate, to determine whether the request is from a “trusted foreign 

country.” 

• Financial Institutions Subject to CDD Requirements, provided that the FI: (i) has obtained 

the Reporting Company’s consent for the disclosure; and (ii) will use the BOI to facilitate compliance 

with “[CDD] requirements under applicable law.”   

 

The Access Rule does not require that the Reporting Company’s consent be in writing, so long as it is 

documented, and FinCEN has opted to provide FIs with flexibility on how they will implement this 

requirement. FinCEN notes it will not offer a safe harbor for any particular method to obtain consent, 

but it will issue additional guidance if further clarity becomes necessary. 

 

In response to comments, FinCEN broadened the BOI use requirement by defining “[CDD] 

requirements under applicable law” to include “any legal requirement or prohibition designed to 

counter money laundering or the financing of terrorism, or to safeguard the national security of the 

United States, to comply with which it is reasonably necessary for a [FI] to obtain or verify [BOI] of a 

legal entity customer.” These requirements can include anti-money laundering (AML) program, 

customer identification, Suspicious Activity Report filing, and enhanced due diligence requirements—

as well as compliance with U.S. Department of the Treasury’s Office of Foreign Assets Control 

sanctions, provided it is reasonably necessary to obtain or verify BOI of legal entity customers to 

satisfy those requirements. 

 

Consistent with the expanded use, the Access Rule authorizes FinCEN to disclose BOI to other 

financial institutions with AML program requirements, such as money services businesses (MSBs) 

and casinos, subject to appropriate security and confidentiality protocols. Implementation of 

disclosure to financial institutions will be implemented in a phased approach, with FinCEN initially 

granting access to financial institutions that have CDD requirements. With this approach, FinCEN will 

work toward providing timely access for financial institutions, which are subject to Gramm-Leach-

Bliley security requirements, while evaluating whether it is appropriate and feasible to expand access 

to other financial institutions, such as MSBs and casinos, which are subject to more fragmented 

security standards. 

• Federal Functional Regulators and Other Appropriate Agencies, including state bank 

supervisors and other state supervisory authorities, for purposes of assessing, supervising, enforcing, 

or otherwise determining supervised FI compliance with CDD requirements. Certain self-regulatory 

organizations (e.g., FINRA) will also be able to access BOI to evaluate an FI’s CDD compliance in 

certain circumstances. 

• U.S. Department of Treasury (Treasury) Access, in particular, any Treasury officer or 

employee (i) whose official duties require BOI inspection or disclosure; or (ii) involved in tax 

administration.  Treasury expects to use BOI for tax administration, enforcement, intelligence and 

analytical purposes, sanctions investigations and designations, and identification of blocked property 

due to sanctions, as well as for administration of the BOI framework. 

 



 
 
 

© 2024 Greenberg Traurig, LLP  www.gtlaw.com | 4 

Security and Confidentiality Requirements 

The Access Rule imposes strict security and confidentiality requirements for the following categories of 

recipients: 

• Domestic Agencies. To access BOI, domestic agencies must enter into a memorandum of 

understanding (MOU) with FinCEN specifying the standards, procedures, and systems the agency will 

maintain to protect BOI. Domestic agencies will also be required to, among other things, (i) establish 

and maintain a secure system for storing BOI; (ii) establish and maintain auditable BOI request 

records; (iii) restrict access to BOI; (iv) conduct audits; and (v) provide FinCEN with reports and 

certifications. 

• FIs. A FI must develop and implement administrative, technical, and physical safeguards reasonably 

designed to protect BOI before it can receive BOI from FinCEN. The Access Rule allows FIs to satisfy 

this requirement by applying the same security and information handling procedures used to protect 

customers’ nonpublic personal information in compliance with section 501 of the Gramm-Leach-Bliley 

Act and its implementing regulations. For each BOI request, the FI must certify that it (i) is requesting 

the BOI to facilitate compliance with CDD requirements under applicable law; (ii) obtained and 

documented the Reporting Company’s consent to request BOI from FinCEN; and (iii) satisfied other 

security and confidentiality requirements of the Access Rule.  

• Foreign Requesters. Foreign requesters who obtain BOI under an international treaty, agreement, 

or convention will be required to comply with all applicable handling, disclosure, and use requirements 

of the relevant treaty, agreement, or convention. Other foreign requesters must maintain a secure 

storage system that complies with the security standards that the foreign requester applies to the most 

sensitive unclassified information it handles, minimizing the amount of information requested, and 

restricting personnel access to BOI to persons who have undergone training, among other things. 

Re-Disclosure of BOI by Authorized Recipients 

Authorized recipients of BOI are generally prohibited from re-disclosing BOI, except (i) among officers, 

employees, agents, and contractors within the authorized recipient; (ii) among FIs and their regulators, 

including qualifying self-regulatory organizations; (iii) from intermediary federal agencies to authorized 

foreign requesters; (iv) from specified authorized federal agencies to courts of competent jurisdiction or 

parties to a civil or criminal law enforcement proceeding; (v) from agencies to prosecutors or for use in 

litigation related to the activity for which the requesting agency requested the information; and (vi) by 

foreign authorities consistent with the international treaty, agreement, or convention under which BOI 

was received.  

FinCEN may also authorize the re-disclosure of BOI by an authorized recipient in other situations, so long 

as the re-disclosure is for an authorized purpose.   

With respect to FIs, the Access Rule notably expands an FI’s ability to share BOI with officers, employees, 

contractors and agents of the same FI who are located outside of the United States (unless these recipients 

are located in China, Russia, any jurisdiction that is a state sponsor of terrorism, and any jurisdiction that 

is subject to comprehensive U.S. economic sanctions or where re-disclosure would undermine national 

security efforts), provided re-disclosure is for the same purpose or activity for which the BOI was 

requested.  
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Violations and Penalties 

In accordance with the CTA, the Access Rule provides for civil penalties for unauthorized disclosures in 

the amount of $500 for each day a violation continues or has not been remedied, and criminal penalties of 

up to $250,000 or imprisonment for up to five years, or both (or up to $500,000, imprisonment for up to 

10 years, or both, if a person commits a violation of the CTA while violating another U.S. law or as part of 

a pattern of any illegal activity involving more than $100,000 in a 12-month period). 

Next Steps 

The Access Rule takes effect Feb. 20, 2024, but FinCEN will begin granting access to the BOI Database in 

phases. The first stage will be a pilot program for key federal agency users starting in 2024. The second 

stage will extend access to Treasury and certain federal agencies engaged in law enforcement and national 

security activities. Subsequent stages will extend access to additional federal agencies engaged in law 

enforcement, national security, and intelligence activities, as well as state, local, and Tribal law 

enforcement partners. Next will be intermediary federal agencies in connection with foreign government 

requests, and finally, FIs and their supervisors. 

FinCEN will be publishing forms for comments that authorized requesters would use to request BOI from 

FinCEN. FinCEN also anticipates developing compliance and guidance documents to assist authorized 

requesters in complying with the Access Rule. 

Last, FinCEN must still promulgate its third rulemaking under the CTA to amend the CDD rule and 

harmonize it with the BOI Reporting Rule no later than one year after the effective date of the BOI 

Reporting Rule (Jan. 1, 2024). 

Considerations for FIs 

While federal and state bank and credit union regulators have stated that the Access Rule does not create 

a new regulatory requirement or supervisory expectation that banks access BOI from the FinCEN 

database and does not require changes to Bank Secrecy Act (BSA)/AML compliance programs, it is 

unclear whether these regulatory expectations may later change including once the CDD rule is amended.   

FIs that choose to have access to the BOI Database will need to review their policies and procedures, and 

ensure they implement updates to cover CTA and Access Rule requirements. These updates include (i) 

obtaining and documenting customer consent; (ii) developing and implementing controls to access, 

storage, and sharing of BOI; (iii) ensuring cybersecurity protocols satisfy CTA and Access Rule 

requirements; and (iv) ensuring proper employee training. Importantly, FIs choosing to access the BOI 

Database will need to determine their response should they identify a discrepancy between information in 

the BOI Database and their own internal records. FIs should continue monitoring CTA rulemaking and 

engage with FinCEN to voice any concerns and questions relating to these new requirements and their 

implementation. 

  

https://www.fdic.gov/news/financial-institution-letters/2023/fil23067a.pdf


 
 
 

© 2024 Greenberg Traurig, LLP  www.gtlaw.com | 6 

Authors 

This GT Alert was prepared by: 

• Marina Olman-Pal |+1 305.579.0779 | Marina.Olman@gtlaw.com  

• Kyle R. Freeny | +1 202.331.3118 | freenyk@gtlaw.com  

• Claudio J. Arruda | +1 305.579.0874 | arrudac@gtlaw.com  

• Tiffanie Monplaisir | +1 305.579.0682 | Tiffanie.Monplaisir@gtlaw.com  

Albany. Amsterdam. Atlanta. Austin. Berlin.¬ Boston. Charlotte. Chicago. Dallas. Delaware. Denver. Fort Lauderdale. 

Houston. Kingdom of Saudi Arabia.« Las Vegas. London.* Long Island. Los Angeles. Mexico City.+ Miami. Milan.» 

Minneapolis. New Jersey. New York. Northern Virginia. Orange County. Orlando. Philadelphia. Phoenix. Portland. 

Sacramento. Salt Lake City. San Diego. San Francisco. Seoul.∞ Shanghai. Silicon Valley. Singapore.⁼ Tallahassee. Tampa. Tel 

Aviv.^ Tokyo.¤ United Arab Emirates.‹ Warsaw.~ Washington, D.C.. West Palm Beach. Westchester County. 

This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal 
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions regarding 
the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written information about 
the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of Greenberg Traurig, LLP and 
Greenberg Traurig, P.A. ¬Greenberg Traurig’s Berlin office is operated by Greenberg Traurig Germany, an affiliate of Greenberg 
Traurig, P.A. and Greenberg Traurig, LLP. «Khalid Al-Thebity Law Firm in affiliation with Greenberg Traurig, P.A. is applying to register 
a joint venture in Saudi Arabia. *Operates as a separate UK registered legal entity. +Greenberg Traurig's Mexico City office is operated 
by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. »Greenberg Traurig’s Milan office is 
operated by Greenberg Traurig Santa Maria, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ∞Operates as 
Greenberg Traurig LLP Foreign Legal Consultant Office. ⁼Greenberg Traurig’s Singapore office is operated by Greenberg Traurig 
Singapore LLP which is licensed as a foreign law practice in Singapore. ^Greenberg Traurig's Tel Aviv office is a branch of Greenberg 
Traurig, P.A., Florida, USA. ¤Greenberg Traurig’s Tokyo Office is operated by GT Tokyo Horitsu Jimusho and Greenberg Traurig 
Gaikokuhojimubengoshi Jimusho, affiliates of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ‹Greenberg Traurig’s United Arab 
Emirates office is operated by Greenberg Traurig Limited. ~Greenberg Traurig's Warsaw office is operated by GREENBERG 
TRAURIG Nowakowska-Zimoch Wysokiński sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain 
partners in GREENBERG TRAURIG Nowakowska-Zimoch Wysokiński sp.k. are also shareholders in Greenberg Traurig, P.A. Images 
in this advertisement do not depict Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been 
approved by the Supreme Court of New Jersey. ©2024 Greenberg Traurig, LLP. All rights reserved. 

https://www.gtlaw.com/en/professionals/o/olmanpal-marina
mailto:Marina.Olman@gtlaw.com
https://www.gtlaw.com/en/professionals/f/freeny-kyle-r
mailto:freenyk@gtlaw.com
https://www.gtlaw.com/en/professionals/a/arruda-claudio-j
mailto:arrudac@gtlaw.com
https://www.gtlaw.com/en/professionals/m/monplaisir-tiffanie
mailto:Tiffanie.Monplaisir@gtlaw.com

