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DOJ Settles Cybersecurity FCA Claims With PE
Firm and Government Contractors

On July 31, 2025, the Fraud Section of the U.S. Department of Justice’s Commercial Litigation Branch
(Fraud Section) announced new settlement agreements with government contractors to resolve their
respective False Claims Act (FCA) liabilities arising out of cyber fraud allegations. These settlements mark
the Fraud Section’s fifth and sixth cyber fraud settlements of 2025, indicating a continued focus on
leveraging the FCA’s civil tools to ensure government contractors comply with cybersecurity controls.

Recent DOJ False Claims Act Settlements for Cybersecurity Violations

e Aero Turbine and Gallant Capital Partners — In coordination with the U.S. Attorney’s Office for
the Eastern District of California, DOJ announced a settlement with defense contractor Aero Turbine
Inc. (ATI) and private equity firm Gallant Capital Partners LLC to resolve FCA liability for alleged
cybersecurity violations. Gallant owned a controlling stake in ATT during the alleged violations period.
There has been no determination of liability under the settlement.

— The allegations: Between January 2018 and February 2020, ATT allegedly failed to implement
certain NIST SP 800-171 controls during its performance of a contract with the U.S. Air Force. By
way of background, defense contractors must safeguard controlled unclassified information (CUI)
according to the cybersecurity standards set forth in DFARS 252.204-7012, including NIST SP
800-171. Instead, ATT had allegedly assumed that its compliance efforts with export controls were
sufficient to meet its cybersecurity obligations under NIST SP 800-171, but there was no proper

© 2025 Greenberg Traurig, LLP


https://www.justice.gov/opa/pr/california-defense-contractor-and-private-equity-firm-agree-pay-175m-resolve-false-claims

GreenbergTraurig

verification. Additionally, during a two-month period in 2019, ATT and Gallant allegedly failed to
safeguard sensitive defense information when they provided files containing protected information
to an external software company based in Egypt. The software company and its non-U.S. personnel
were not authorized to receive such information under the Air Force contract, but ATI and Gallant
allegedly failed to control the flow of CUI and limit access to the controlled information systems to
authorized users.

— The settlement: ATI and Gallant voluntarily disclosed the alleged violations to the government,
cooperated with the subsequent investigation, and took prompt remedial actions. DOJ credited
ATI and Gallant for the self-disclosures pursuant to the Justice Manual guidelines, and the parties
ultimately agreed to resolve ATI’s and Gallant’s FCA liability for $1.75 million.

e Illumina Inc. — DOJ announced a multi-million-dollar settlement agreement in coordination with
the United States Attorney’s Office for the District of Rhode Island to resolve FCA claims arising from a
whistleblower complaint regarding cybersecurity violations. This settlement alleged false claims by
biotechnology company Illumina Inc. in connection with the sale of genomic sequencing systems to
various defense and civilian agencies. There has been no determination of liability under the
settlement.

— The allegations: From February 2016 to September 2023, Illumina allegedly sold genomic
sequencing systems with software that contained cybersecurity vulnerabilities and did not have
adequate safeguards in place to address those vulnerabilities. DOJ contended that Illumina failed
to properly support its personnel and systems that were responsible for product security, failed to
correct known vulnerabilities, and falsely represented to government agencies that its software
adhered to required cybersecurity standards. The underlying qui tam complaint (captioned United
States ex. rel. Lenore v. Illumina Inc., No. 1:23-cv-00372 (D.R.1.)) further alleged that Illumina
falsely certified its products that had known cybersecurity vulnerabilities. For example, Illumina’s
products were scored as critically severe on the Common Vulnerability Scoring System — ranging
from 7.4 to 10 — but allegedly continued to market and sell its products with elevated privileges
and exposed credentials problems. Illumina also allegedly failed to comply with known
cybersecurity standards, such as the FDA’s Quality System Regulation controls or the NIST
Framework for Improving Critical Infrastructure Cybersecurity. DOJ further contended that
Ilumina resisted internal efforts to mitigate or remedy known defects, failed to minimize
discovered insider threats that date back to 2020, and failed to meaningfully respond to its own
vulnerability reports.

— The settlement: DOJ investigated the allegations against Illumina in response to a whistleblower
complaint submitted by a former employee who had tried to escalate and address the company’s
cybersecurity vulnerabilities and was eventually terminated. Nearly two years after the qui tam
complaint was filed, Illumina and DOJ agreed to resolve the FCA allegations for $9.8 million (plus
interest), of which $1.9 million will be shared with the whistleblower.

Compliance Considerations from DOJ’s Cyber-Fraud Initiative Enforcement Actions

These settlement agreements reflect continued activity by DOJ’s Civil Cyber-Fraud Initiative, which
launched in 2021. The initiative is focused on using enforcement mechanisms to build the cybersecurity of
the federal government and its contractor industrial base. While the two matters arose from different
allegations and factual postures, there are several lessons and trends that may be observed.

1. Companies may benefit from voluntary disclosures and cooperation with the government. Companies
should ensure their ethics hotlines and government contracts compliance programs enable them to
identify concerns, initiate investigations, and timely report any noncompliance.

© 2025 Greenberg Traurig, LLP www.gtlaw.com | 2


https://www.justice.gov/opa/pr/illumina-inc-pay-98m-resolve-false-claims-act-allegations-arising-cybersecurity
https://www.justice.gov/archives/opa/pr/deputy-attorney-general-lisa-o-monaco-announces-new-civil-cyber-fraud-initiative

GreenbergTraurig

2. The Aero Turbine and Gallant settlement confirms that liability for inadequate cybersecurity controls
may extend beyond the government contractor that has privity of contract with the government.
Subcontractors and affiliates must also be aware of their responsibilities to protect controlled
information.

3. These settlements suggest that DOJ is examining cybersecurity obligations that extend beyond the
requirements that the Department of Defense’s acquisition regulations impose. Contractors should
review all information security and cyber requirements in their government contracts, and ensure they
understand the government’s expectations surrounding what information must be protected and to
what level.

4. Companies must properly identify controlled information, comply with restrictions on distribution,
and flow down security controls, including when sharing that information with affiliates and their
supply chains.

5. Companies must also have sufficient controls and procedures in place to confirm the accuracy of any
representations made to the government.
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