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Cybersecurity Obligations and CE Marking

Read in German.

The EU Cyber Resilience Act (CRA) makes cybersecurity a prerequisite for access to the EU market, not
only for hardware products with digital elements, but also for software placed on the market
independently. Its core requirements are far-reaching: conformity assessments, European Conformity
(CE) marking, and a duty to supply security updates free of charge throughout a defined support period.
For some providers, meeting them might mean rethinking established go-to-market processes and pricing
models from the ground up.

This issue is particularly relevant right now: While software and other products with digital elements do
not need to comply with these obligations until Dec. 11, 2027, the process required for a first CE
conformity assessment may require significant lead time. The requirements also apply to products
developed or manufactured before Dec. 11, 2027, if they are placed on the market after that date. In
addition, reporting requirements for actively exploited vulnerabilities and severe security incidents have
already taken effect.
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What Software Falls Within the CRA’s Scope?
The CRA applies to what it calls “products with digital elements.” These include:

e Software products made available independently on the market, such as on-premises software,
including downloadable tools, apps, agents, SDKs, and client libraries;

o embedded software, firmware, and — possibly — connected systems;

e hardware products with digital elements (mostly: IoT products), including hardware or software
components offered separately (such as the embedded software and firmware noted above);

o certain cloud solutions designed and developed by the manufacturer, or under its responsibility, that
the product with digital elements needs in order to perform one of its functions and

o free and open-source software — although here the regulatory requirements differ from those
applicable to ordinary software (see below).

This broad scope of application is intentional: The European Commission describes the CRA as a
horizontal framework covering hardware and software products made available on the EU market.

SaaS, Cloud, and Installable Components: Where the CRA Applies

Pure SaaS and other cloud services generally fall outside the CRA, because they are typically offered on
the market as a “service” rather than a “product.” The analysis changes, however, where a cloud or SaaS
solution is necessary to deliver a function of a product with digital elements and was designed and
developed by the manufacturer, or under its responsibility (a so-called remote data processing solution).

A practical example illustrates the point. A smart security camera records images and video locally, but its
core functionality is the Al-supported detection of people, vehicles, or security-related events that runs
through a cloud application operated by the manufacturer. Because those analysis and alert functions do
not work without the cloud connection, the cloud application is a functional component of the product. It
therefore falls under the CRA as a remote data processing solution, alongside the camera itself.

Who Is Subject to CRA Obligations?

The primary addressee is the manufacturer, i.e., the person or entity that develops or manufactures a
product with digital elements, and markets it under its own name or trademark. Manufacturer obligations
also apply to a person that makes substantial modifications to a regulated product and places the
modified product on the market.

Importers and distributors are subject to separate verification, due diligence, and compliance obligations.

The CRA also establishes a distinct regime for “open-source software stewards,” including requirements
to establish and document a cybersecurity strategy, cooperate with market surveillance authorities, and
comply with specified reporting obligations.

Internally, the CRA reaches several functions at once:

e Product, Engineering, and DevSecOps must operationalize “secure-by-design” requirements and
integrate them into the development process.

e Legal and Compliance must assess manufacturer status, risk category, and the conformity process.
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e Management and go-to-market teams must ensure that the applicable (usually, CE) conformity
assessment has been completed, the required technical documentation and EU declaration of
conformity are in place, and CE marking has been affixed before the product is placed on the EU
market.

What Specific Measures Must Responsible Parties Implement Under the CRA?
Secure by design

Risk assessments, secure default settings and access controls, a traceable security architecture, and
structured vulnerability handling must be built in from the design and development stages and
maintained across the entire product lifecycle.

Once relevant harmonized European standards are available, manufacturers may use them to benefit
from a presumption of conformity with the relevant CRA requirements. Until then, existing European and
international cybersecurity standards may provide useful technical guidance, but do not in themselves
create a presumption of conformity with the CRA.

Free security updates will be mandatory

Manufacturers must remediate vulnerabilities free of charge through security updates during the support
period, and must keep those updates available for at least 10 years after release or for the remainder of the
support period, whichever is longer. This support period is mainly determined by reference to the
product’s expected period of use, and generally is at least five years.

Reporting

Already since Sept. 11, 2026, manufacturers must report actively exploited vulnerabilities and severe
incidents through the European Union Agency for Cybersecurity (ENISA)’s CRA Single Reporting
Platform. An early warning is due within 24 hours of becoming aware of the vulnerability or incident,
followed by a vulnerability or incident notification within 72 hours. For actively exploited vulnerabilities,
the final report is due no later than 14 days after a corrective or mitigating measure becomes available; for
severe incidents, it is due within one month after submitting the 72-hour incident notification.

Technical Documentation, Software Bill of Materials (SBOM), and Documentation Requirements

Missing or inadequate technical documentation poses significant risks. Manufacturers must prepare and
maintain the documentation the CRA requires, including the product’s cybersecurity risk assessment and
technical documentation supporting the applicable conformity assessment. The CRA also requires
manufacturers to identify and document vulnerabilities and product components, including by drawing
up a SBOM in a commonly used and machine-readable format covering at least the product’s top-level
dependencies. Companies may also wish to maintain robust processes for vulnerability reporting, security
updates, and regulatory inquiries.

Exception for Tailor-Made Software and Test Versions

The CRA allows for (limited) flexibility for tailor-made products. Where a product is developed for a
specific business user for its particular purpose, and manufacturer and user expressly agree different
contractual terms, they may deviate from two specific requirements: the requirements for a secure-by-
default configuration, and for free security updates. Limited exceptions also apply to “unfinished
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software” made available for testing purposes, and to products presented at trade fairs, exhibitions, and
similar events. In each case, the CRA imposes specific conditions, including appropriate indications that
the product does not yet comply with the CRA and restrictions on making it available until compliance has
been achieved.

Special Provisions for SMEs

For microenterprises and small and medium-sized enterprises (SMEs), the CRA offers a range of targeted
support: Member State initiatives on training, awareness, information, and testing opportunities; third-
party assessments; and regulatory sandboxes. Microenterprises and small enterprises may also prepare
technical documentation using a simplified form, which the European Commission will prepare. Further
support is available through the Digital Europe Program, which offers relevant funding and support
projects for affected companies.

Conclusion

For software companies, the CRA is not just an IT security matter. It reshapes how products are
developed, documented, priced, and marketed, and compliance may significantly delay sales in the EU
market, while non-compliance might prevent it. At the same time, the CRA establishes a harmonized legal
framework that may strengthen trust in security-sensitive markets.
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