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ALERT 
Export Controls | May 2015 

U.S. Treasury & Commerce Departments Issue New 
Crimea Authorizations and Clarifications  
The U.S. Government has amended the Crimea sanctions, in part, to foster and support the free flow of 
information to individual citizens in the Crimea region of Ukraine (Crimea) and to ensure that the 
sanctions against Crimea do not have the unintended effect of preventing companies from providing 
personal communications tools to individuals in Crimea. In 2010, the U.S. Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) made similar amendments to the sanctions programs for Iran, 
Sudan, and Cuba to ensure that individuals in these countries can exercise their universal right to free 
speech and information to the greatest extent possible. Specifically, on May 22, 2015, OFAC issued 
General License (GL) No. 9 authorizing the export or reexport of software and services related to 
Internet-based communications (e.g., email, instant messaging, chat, social networking, or blogging) to 
Crimea, with certain restrictions. This would permit, for example, U.S. software or app developers to 
allow users in Crimea to purchase and/or download products that support and enable Internet-based 
communications. 

The U.S. Department of Commerce, Bureau of Industry and Security (BIS) concurrently amended the 
Export Administration Regulations (EAR) to make the EAR’s Crimea provisions consistent with OFAC’s GL 
No. 9. BIS also made additional clarifications to the EAR regarding Crimea’s Country Group designation 
and deemed exports to foreign nationals from Crimea. OFAC’s GL No. 9 and BIS’s final rule are described 
below.  

1) Description of the New Crimea Authorizations and Clarifications 

A. General License No. 9 

GL No. 9 authorizes the export and reexport, directly or indirectly, from the United States or by U.S. 
persons to persons in Crimea of services and software incident to the exchange of personal 
communications over the Internet (e.g., email, instant messaging, chat, social networking, or blogging). In 
order to rely on GL No. 9, the software required to enable the communications services described above 

http://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20141230_33.aspx
http://www.gpo.gov/fdsys/pkg/FR-2015-05-22/pdf/2015-12267.pdf
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must be (1) classified as EAR99 or under Export Control Classification Number (ECCN) 5D992 (or, if 
foreign origin and located outside of the United States, classified under EAR99 or ECCN 5D992 if it were 
subject to the EAR); and (2) widely available to the public at no cost to the user.  

GL No. 9 may not be used to export or reexport such software or services to prohibited persons or 
entities. Further, GL No. 9 does not authorize the export or reexport of commercial-grade Internet 
connectivity services or telecommunications transmissions facilities, or of Web-hosting services that are 
for commercial endeavors or of domain registration services. In other words, GL No. 9 does not authorize 
a U.S. telecommunications company to operate, install, or service major telecommunications 
infrastructure in Crimea. Additionally, GL No. 9 would not authorize U.S. persons or U.S. companies to 
rely on or retain the services of technical support companies located in Crimea.  

OFAC may issue specific licenses on a case-by-case basis for the export or reexport of services or software 
incident to the exchange of personal communications over the Internet not specified in GL No. 9 and/or 
for related hardware. 

B. Crimea-Related Clarifications to the EAR 

1. Corresponding Changes to EAR Consistent with OFAC’s GL No. 9 

In order to make the EAR consistent with OFAC’s GL No. 9, BIS has amended the Crimea provisions in the 
EAR to allow exports or reexports to Crimea and transfer within Crimea without a license of software 
necessary to enable the exchange of personal communications over the Internet that is (1) classified as 
EAR99 or under ECCN 5D992; and (2) widely available to the public at no cost to the user.  

2. Application of Country Group Designations for Crimea 

BIS also amended the EAR by adding a footnote to Ukraine’s designation in the EAR’s Country Chart to 
clarify that Crimea uses the same Country Group provisions under the EAR as the country of Ukraine. 
Notably, however, only a limited number of license exceptions are available for exports to Crimea versus 
many more license exceptions that are available for exports to Ukraine. 

3. Application of Deemed Exports and Reexports for Crimea 

BIS also amended the EAR by clarifying in the EAR Crimea provisions that for purposes of determining 
whether a deemed export and/or deemed reexport (i.e., releasing technology or software source code) 
license is required under the EAR, for foreign nationals located in or from Crimea, the nationality of the 
foreign national is used to make the determination. More specifically, if a Ukrainian national is in the 
United States and has a Ukrainian passport, the person seeking to conduct the deemed export would use 
Ukraine to determine the EAR license requirements and would not need to determine whether the 
Ukrainian national was from Crimea. 

2) How to Comply with the New Measures 

Anyone who may be subject to U.S. law should assess, in conjunction with counsel, the particular 
activities contemplated to determine whether they are permissible under existing sanctions and export 
control measures. Contemplated transactions in or with Crimea should be reviewed to confirm that the 
activities fall within the scope of what is permissible under U.S. regulations.   
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Based in Washington, D.C., our Export Controls team advises and represents clients on the full range of 
international goods, software and technology transfer issues. We have broad experience providing 
export controls and related regulatory counsel to both U.S. and foreign businesses. Our industry-specific 
experience includes assisting companies in a wide range of industries such as aerospace, defense, 
firearms and ammunition, electronics, software and information technology, food, consumer products, 
biotechnology, medical device, and engineering services. 
 

This GT Alert was prepared by Julia P. Sorrentino, Sandra K. Jorgensen, and Kara M. Bombach. Questions 
about this information can be directed to: 

> Kara M. Bombach | +1 202.533.2334| bombachk@gtlaw.com 

> Michael X. Marinelli | +1 512.320.7236 | marinellimx@gtlaw.com  

> Renee A. Latour‡ | +1 202.533.2358 | latourr@gtlaw.com  

> Julia P. Sorrentino | +1 202.533.2376 | sorrentinoj@gtlaw.com  

> Cyril T. Brennan | +1 202.533.2342 | brennanct@gtlaw.com  

> Sandra D. Gonzalez | +1 512.320.7234 | gonzalezsd@gtlaw.com 

> Sandra K. Jorgensen≠ | +1 202.530.8569 | jorgensens@gtlaw.com 

 

 ≠Admitted in New York, and not admitted in the District of Columbia.  
‡Admitted to practice only in Virginia. Practice in the District of Columbia limited to matters and proceedings before federal 
courts and agencies. 
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 This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general 
legal advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions 
 regarding the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written 
information about the lawyer’s legal qualifications and experience. Greenberg Traurig is a service mark and trade name of 
Greenberg Traurig, LLP and Greenberg Traurig, P.A. *Operates as Greenberg Traurig Maher LLP. **Greenberg Traurig is not 
responsible for any legal or other services rendered by attorneys employed by the strategic alliance firms. +Greenberg Traurig’s 
Mexico City office is operated by Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. 
∞Operates as Greenberg Traurig LLP Foreign Legal Consultant Office. ^Greenberg Traurig's Tel Aviv office is a branch of 
Greenberg Traurig, P.A., Florida, USA. ¤Greenberg Traurig Tokyo Law Offices are operated by GT Tokyo Horitsu Jimusho, an 
affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ~Greenberg Traurig’s Warsaw office is operated by Greenberg 
Traurig Grzesiak sp.k., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. Certain partners in Greenberg Traurig 
Grzesiak sp.k. are also shareholders in Greenberg Traurig, P.A. Images in this advertisement do not depict Greenberg Traurig 
attorneys, clients, staff or facilities. No aspect of this advertisement has been approved by the Supreme Court of New Jersey. 
©2015 Greenberg Traurig, LLP. All rights reserved. 

Albany  
+1 518.689.1400  

Amsterdam  
+ 31 (0) 20 301 7300  

Atlanta 
+1 678.553.2100  

Austin  
+1 512.320.7200  

Boca Raton  
+1 561.955.7600  

Boston  
+1 617.310.6000  

Chicago  
+1 312.456.8400  

Dallas  
+1 214.665.3600 

Delaware  
+1 302.661.7000  

Denver  
+1 303.572.6500  

Fort Lauderdale 
+1 954.765.0500  

Houston  
+1 713.374.3500  

Las Vegas  
+1 702.792.3773  

London*  
+44 (0)203 349 8700  

Los Angeles  
+1 310.586.7700  

Mexico City+  
+52 55 5029.0000  

Miami  
+1 305.579.0500  

New Jersey  
+1 973.360.7900  

New York  
+1 212.801.9200 

Northern Virginia 
+1 703.749.1300  

Orange County  
+1 949.732.6500  

Orlando  
+1 407.420.1000  

Philadelphia  
+1 215.988.7800  

Phoenix  
+1 602.445.8000  

Sacramento  
+1 916.442.1111  

San Francisco  
+1 415.655.1300  

Seoul∞ 
+82 (0) 2 369 1000 

Shanghai  
+86 (21) 6391.6633 

Silicon Valley  
+1 650.328.8500 

Tallahassee  
+1 850.222.6891  

Tampa  
+1 813.318.5700  

Tel Aviv^  
+972 (0) 3 636 6000  

Tokyo¤ 
+81 (0)3 3216 7211 

Warsaw~  
+48 22 690 6100  

Washington, D.C.  
+1 202.331.3100 

Westchester County  
+1 914.286.2900 

West Palm Beach  
+1 561.650.7900 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (sRGB IEC61966-2.1)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-bestanden te maken die moeten worden gecontroleerd of die moeten voldoen aan PDF/A-1b, een ISO-standaard voor de langetermijnopslag \(archivering\) van elektronische documenten. Zie voor meer informatie over het maken van PDF/A-compatibele PDF-documenten de Acrobat-gebruikershandleiding. PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>


    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/A-1b, an ISO standard for the long-term preservation \(archival\) of electronic documents.  For more information on creating PDF/A compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


