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New Potential Risks for Companies that Process Personal Data of Dutch 
App Users 

On Nov. 22, 2016, the District Court of The Hague ruled on a non-compliance matter under the Dutch Data Protection Act 
(DDPA), which implements the EU Privacy Directive (Directive). The ruling of the District Court broadens the scope of 
application of the DDPA.  

The ruling pertains to a decision of the Dutch Data Protection Authority (DPA) which held that the processing of personal 
data from Dutch smartphones by a U.S. app operator is subject to the DDPA, and that the U.S. app operator is required to 
appoint a local representative, even if it does not have, and does not make use of, an establishment in the Netherlands.  

The DPA based its decision on Article 4(2) DDPA, according to which the DDPA applies to the processing of personal data 
by or on behalf of a controller who is not established in the EU if automated or other equipment that is situated in the 
Netherlands is used for the processing (unless such equipment is used only for purposes of the transfer of personal data). 
The DPA held that the U.S. app operator used such equipment when accessing the Dutch residents’ smartphones to 
process personal data stored thereon.  

In addition, the DPA also referred to Article 4(3) DDPA and ruled that the U.S. app operator was prohibited from 
processing personal data unless it designated a person or body in the Netherlands that acts on its behalf.  

The District Court upheld the DPA’s decision and confirmed that app operators from outside of the EU that process 
personal data via apps on Dutch smartphones are obligated to appoint a representative in the Netherlands. In case no 
representative is appointed, they may face sanction decisions of the DPA.  

Consequently, unless and until the District Court’s decision is overturned on appeal, U.S. and other app operators from 
outside of the EU should comply with the DDPA whenever they process personal data through applications or similar 
tools that are stored on mobile devices in the Netherlands. In addition, they should designate a representative in the 
Netherlands – although this obligation will eventually change in May 2018 when the new EU Data Protection Regulation 
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enters into force. Then, it will be sufficient for the app operator to designate a representative in any EU Member State. 

This GT Alert was prepared by Radboud Ribbert, Marie-José van der Heijden and Nini Blom. Questions about this 
information can be directed to:  

> Radboud Ribbert | +31 (0) 20 301 7333 | ribbertr@eu.gtlaw.com  
> Marie- José van der Heijden | +31 (0) 20 301 7348 | vanderheijdenm@eu.gtlaw.com  
> Nini Blom | +31 (0) 20 301 7384 | blomn@eu.gtlaw.com  
> Viola Bensinger | Berlin | +49 (0) 30 700 171 150 | viola.bensinger@gtlaw.com 
> Carsten Kociok | +49 (0) 30 700 171 119| carsten.kociok@gtlaw.com  
> Françoise Gilbert | Silicon Valley | +1 650.804.1235 | gilbertf@gtlaw.com 
> Ian C. Ballon | Silicon Valley/Los Angeles | +1 650.289.7881 | ballon@gtlaw.com  
> Luke Dixon | London | +44 (0) 203 349 8756 | dixonl@gtlaw.com  
> Lori S. Nugent | Dallas | +1 214.665.3630 | nugentl@gtlaw.com  
> Elizabeth C. Rogers | Austin | +1 512.320.7256 | rogersel@gtlaw.com  
> Alan N. Sutin | New York | +1 212.801.9286 | sutina@gtlaw.com  
> Or your Greenberg Traurig attorney 
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This Greenberg Traurig Alert is issued for informational purposes only and is not intended to be construed or used as general legal 
advice nor as a solicitation of any type. Please contact the author(s) or your Greenberg Traurig contact if you have questions regarding 
the currency of this information. The hiring of a lawyer is an important decision. Before you decide, ask for written information about 
the lawyer's legal qualifications and experience. Greenberg Traurig is a service mark and trade name of Greenberg Traurig, LLP and 
Greenberg Traurig, P.A. ¬Greenberg Traurig’s Berlin office is operated by Greenberg Traurig Germany, an affiliate of Greenberg 
Traurig, P.A. and Greenberg Traurig, LLP. ¯ Berlin - GT Restructuring is operated by Köhler-Ma Geiser Partnerschaft Rechtsanwälte, 
Insolvenzverwalter. * Operates as a separate UK registered legal entity. **Greenberg Traurig is not responsible for any legal or other 
services rendered by attorneys employed by the strategic alliance firms. +Greenberg Traurig's Mexico City office is operated by 
Greenberg Traurig, S.C., an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, LLP. ∞Operates as Greenberg Traurig LLP 
Foreign Legal Consultant Office. ^Greenberg Traurig's Tel Aviv office is a branch of Greenberg Traurig, P.A., Florida, USA. ¤Greenberg 
Traurig Tokyo Law Offices are operated by GT Tokyo Horitsu Jimusho, an affiliate of Greenberg Traurig, P.A. and Greenberg Traurig, 
LLP. ~Greenberg Traurig's Warsaw office is operated by Greenberg Traurig Grzesiak sp.k., an affiliate of Greenberg Traurig, P.A. and 
Greenberg Traurig, LLP. Certain partners in Greenberg Traurig Grzesiak sp.k. are also shareholders in Greenberg Traurig, P.A. Images in 
this advertisement do not depict Greenberg Traurig attorneys, clients, staff or facilities. No aspect of this advertisement has been 
approved by the Supreme Court of New Jersey. ©2016 Greenberg Traurig, LLP. All rights reserved. 

 

   

 


