Portfolio Media. Inc. | 860 Broadway, 6th Floor | New York, NY 10003 | www.law360.com
Phone: +1 646 783 7100 | Fax: +1 646 783 7161 | customerservice@law360.com

Management System Standards' Growing Role In Compliance
Law360, New York (January 28, 2016, 4:21 PM ET) --

Compliance programs aimed at preventing and detecting noncompliance are an
essential component of most companies’ risk management programs. If
noncompliance does occur, the effectiveness of compliance programs will typically
be taken into account by the government in determining the nature and extent of
any enforcement that may be taken.[1]

At the same time, voluntary consensus standards have become part of the legal
landscape. Though developed in a nonregulatory multistakeholder context,
standards are used by governmental authorities around the world. In the U.S., the
National Technology Transfer Act of 1995 directs federal agencies to use applicable Christopher L. Bell
standards in regulations (or demonstrate why the relevant standard should not be

used).[2] A database that tracks standards that have been incorporated by reference into federal
regulations has over 15,000 entries.[3]

Beginning in the late 1980s, standards development bodies began expanding into “management
systems” standards aimed at high-visibility topics, including product quality, environmental protection,
cybersecurity and bribery. These standards have attracted the interest of the compliance program
community as well as governmental authorities. This trend began with the publication of the
International Organization for Standardization’s (“ISO”) ISO 9001 quality management systems standard
in 1987. Implementing ISO 9001 has blossomed into a condition of doing business in many economic
sectors, with over 1.1 million “certificates” having been issued by accredited third-party auditors to
organizations that have implemented ISO 9001.[4]

The publication of the ISO 14001 environmental management system (“EMS”) standard in 1996, for
which approximately 325,000 certificates have been issued, brought management systems standards
directly into the compliance program world. ISO 14001 is also woven into the fabric of environmental
compliance programs in the U.S. [5] ISO 14001 has been recognized by the U.S. Environmental
Protection Agency as a framework for an effective environmental compliance program, and the EPA is
implementing ISO 14001-based EMS at its own facilities.[6] Many major federal agencies have or are
implementing EMS based on ISO 14001,[7] and it is widely used as a starting point for EMS in the private
sector, even by facilities not seeking third-party certification.[8] Requirements to implement ISO 14001-
based EMS have frequently been incorporated in consent decrees resolving enforcement cases.[9]

Recent developments in management systems standards will continue the convergence with compliance
programs. First, in 2015, ISO 14001 was significantly revised for the first time since its initial publication
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in 1996 (there was a minor revision in 2004). The revised ISO 14001 more closely aligns the standard
with ISO 9001, and increases the emphasis on top management leadership, strategic forward-looking
risk management and environmental protection, transparency and communication, and life-cycle
thinking. The revised ISO 14001 has elements that go “beyond compliance,” a feature typical of ISO
management system standards.

Second, the ISO is in the final stages of drafting ISO 37001, an anti-bribery management systems
standard.[10] Evaluating, designing and implementing anti-bribery programs aimed at compliance with
laws such as the Foreign Corrupt Practices Act and the United Kingdom’s Bribery Act has become a
thriving cottage industry. The government has developed guidance on what constitutes an effective
anti-bribery program.[11] The effectiveness of such programs are regularly taken into account by
enforcers when investigating alleged noncompliance,[12] and requirements to create or enhance
compliance programs are a regular feature of agreements settling enforcement cases.[13]

The impetus for ISO 37001 came from a standard developed by the British Standards Institute aimed at
providing direction on what constitutes having adequate anti-bribery procedures in place, which is a
defense under the Bribery Act to a charge of failing to prevent bribery.[14] The work on ISO 37001
began in 2013, and it is expected to be published in late 2016. Over 40 countries (including the U.S.) are
participating in the drafting of ISO 37001, including representatives from government, academia,
industry, consulting firms and nongovernmental organizations. These are not government-to-
government negotiations; the participants negotiate as peers under the umbrella of national standards
bodies.

ISO 37001 is characterized by the same structure of ISO 9001 and 14001. Organizations will be expected
to commit to comply with applicable anti-bribery laws, identify their bribery risks and legal
requirements, and implement procedures to manage those risks and comply with the law (including
training, auditing, contract/vendor management, etc.). Organizations implementing ISO 37001 will be
able to seek third-party certification to the standard if they so desire.

It will be interesting to see how these new developments play out in the marketplace and public policy.
The increased complexity and demands of the new I1SO 14001 may discourage some organizations from
taking it up, but it may make it more attractive to governmental authorities and other stakeholders. The
big question regarding 1ISO 37001 is whether it will follow in the footsteps of ISO 9001 and 14001 and
become a prominent feature in commercial relationships and whether it will be viewed by the
authorities as a credible foundation for an effective anti-bribery compliance program.

Organizations seeking to implement or enhance their anti-bribery compliance programs might find 1ISO
37001 useful because it will create a common framework and vocabulary that may be more readily
understood within the organization and throughout the value chain (particularly since the standard has
a similar “look” as the widely implemented ISO 9001 and 14001 standards). Using the existing global
infrastructure for third-party certifications may be attractive as an efficient method of driving
implementation of compliance systems throughout the value chain and as an element of vendor due
diligence.

Third-party certification to systems standards such as ISO 9001, 14001 and 37001 goes to the design and
implementation of the system and is not a certification of performance; i.e., the fact that a company is
“ISO 14001 certified” is not a 100 percent guarantee of regulatory compliance, nor will certification to
ISO 37001 mean that no bribery has or will occur. However, this should not come as a surprise:
Implementation of any system is never a guarantee of perfect performance. Rather, whether it is the



sentencing guidelines, the U.S. Department of Justice’s prosecutorial guidelines, or the ISO standards,
the expectation is that organizations that implement such systems are more likely to successfully
identify and comply with applicable legal requirements.[15]

It remains to be seen the extent to which the DOJ and the U.S. Securities and Exchange Commission, and
enforcement authorities in other countries, will be willing to take anti-bribery management systems
based on ISO 37001 into account in their regulatory and enforcement policies in the same way that, for
example, ISO 14001 is viewed as a credible framework for environmental compliance systems. It is
already well established that organizations can get “credit” for implementing effective anti-bribery
compliance systems; the unknown is whether systems based on ISO 37001 will do the trick.

Just as there was a certain amount of institutional resistance to ISO 14001 when it was first published,
one might expect that ISO 37001 will receive a cautious reception from enforcers. The source of ISO
standards can sometimes be a stumbling block, since they are developed in a nonregulatory,
multistakeholder international context where the government’s hands are not on the controls. Further,
the rather nonlegalistic style and structure of the standard can be off-putting for authorities used to a
“command and control” style. However, these factors should not be barriers to evaluating ISO 37001 on
its merits. Indeed, many provisions of ISO 37001 were either revised or added based upon input from
those with significant experience implementing FCPA compliance systems.

In addition, enforcers and policymakers should take into account the benefits of having a common
international framework and vocabulary for anti-bribery compliance. For example, given the global
nature of the medical device industry, the U.S. Food and Drug Administration has found value in working
to make its regulations for the manufacture of medical devices consistent with the relevant ISO
standards.[16] Given the concerns about the potential nontariff trade barrier consequences of anti-
bribery requirements, the possible applicability of the presumption of legality attached to policies based
on international consensus standards under the "technical barriers to trade" provisions of the World
Trade Organization should not be ignored.[17]

Regardless of how the revised ISO 14001 or ISO 37001 are implemented by the private sector or
received by government authorities, it is clear that there is a convergence between the compliance
programs and the growing family of ISO management system standards designed to help companies
identify and manage a range of risks. This presents stakeholders with advocacy opportunities in both the
development of the standards themselves and with respect to how those standards will be used in the
private and public sectors. It also suggests that it might be prudent for organizations that implement
compliance programs to at least monitor, if not participate in, the development of management system
standards that could become models accepted by government authorities.
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