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On July 13, 2023, in a highly antici-

pated decision for the cryptocurrency

industry, a Southern District of New

York court granted in part and denied in

part the parties’ cross motions for sum-

mary judgment in SEC v. Ripple Labs,

Inc., et al.1 Despite mixed rulings, the

decision has been viewed by several in

the cryptocurrency community as a vic-

tory for Ripple Labs, Inc. and the indi-

vidual co-defendants (collectively,

“Ripple”), and for cryptocurrency enter-

prises more broadly. In its summary

judgment filings, the Securities and Ex-

change Commission alleged that Ripple

engaged in three categories of unregis-

tered XRP token offers and sales in vio-

lation of Section 5 of the Securities Act

of 1933: (1) “Institutional Sales” under

written contracts for which it received

$728 million; (2) “Programmatic Sales”

on digital asset exchanges for which it

received $757 million; and (3) “Other

Distributions” under written contracts

for which it recorded $609 million in

“consideration other than cash.” While

the Court agreed with the SEC that Rip-

ple’s Institutional Sales were unregis-

tered securities transactions, Judge

Analisa Torres found to the contrary

regarding Ripple’s Programmatic Sales

and Other Distributions. The Court’s de-

cision regarding these two transaction

categories—that they were not “invest-

ment contracts” and thus not securities—

constitutes a notable departure from
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other recent SEC cryptocurrency cases2 in

which the SEC secured victories in its ongoing

cryptocurrency enforcement campaign.

BACKGROUND

Ripple Labs, Inc. is a technology company

founded in 2012 that has developed the Ripple

payment protocol and exchange network.

Ripple offers an open-source payment system

and a digital currency token, XRP, that allows

for currency exchange, payment, and money

transfers on Ripple’s blockchain, which is

known as the XRP Ledger. A “blockchain” is a

cryptographically secured ledger that tracks the

current and historical state of accounts, transac-

tions, and/or events occurring on a network of

computers, and is maintained by multiple par-

ties, often referred to as validators or miners—

who validate transactions occurring among us-

ers on the network. Transactions are grouped

together over some time interval and posted to

the ledger in “blocks,” and each block is crypto-

graphically linked to the previous block, creat-

ing an unbroken chain of valid transactions. As

alleged in the SEC’s Amended Complaint (filed

in February 2021), from at least 2013 through

February 2021, Ripple engaged in securities

transactions involving over 14.6 billion units of

XRP worth over $1.38 billion but failed to reg-

ister those sales with the SEC as would be

required by the securities laws if the relevant

offerings were, in fact, investment contracts.

The question before the court was whether

Ripple’s offers and sales of the XRP token were

“investment contracts” and thus transactions in

a security requiring registration with the SEC.

While not defined by statute, the U.S. Supreme

Court in SEC v. W.J. Howey Co.3 provides the

seminal analysis for what constitutes an “in-

vestment contract” and thus a security under

Section 5. Specifically, the Supreme Court held

that under the Securities Act, an investment

contract is “a contract, transaction[,] or scheme

whereby a person [(1)] invests his money [(2)]

in a common enterprise and [(3)] is led to

expect profits solely from the efforts of the pro-

moter or a third party.”4

THE PARTIES’ ARGUMENTS

In September 2022, following substantial

discovery, the SEC and Ripple each filed mo-
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tions for summary judgment. The SEC’s filings

urged that as a matter of economic reality,

purchases of XRP are “investment contracts”

satisfying all three prongs of the Howey test.

The SEC claimed that XRP purchasers invested

their money in a “common enterprise” under

Howey, arguing that all of Ripple’s offerings

and sales exhibited both horizontal and strict

vertical commonality. The SEC claimed hori-

zontal commonality, which “ties the fortunes of

each investor in a pool of investors to the suc-

cess of the overall venture,” was present be-

cause XRP tokens are all fungible, and because

XRP’s market price increases or decreases for

all units of XRP “together and equally.”5 And

notably, the SEC asked the Court to echo Judge

Alvin K. Hellerstein’s finding in SEC v. Kik

Interactive, Inc. that “[t]he economic reality is

that” the defendant “pooled proceeds from its

sale” of its digital token “in an effort to boost

the value of the investment,” such that “[t]he

stronger the ecosystem that” the defendant

“built, the greater the demand for” the digital

token “and thus the greater the value of each

purchaser’s investment.”6

The SEC also argued that even absent hori-

zontal commonality, the Court could find strict

vertical commonality (which requires that “the

fortunes of investors be tied to the fortunes of

the promoter”) because, as a matter of eco-

nomic reality, Ripple’s ownership of and de-

pendence on selling XRP to fund its operations

proved that the success or failure of the token

would affect the fortunes of Ripple, its execu-

tives, and XRP investors.7 Rounding out its

Howey analysis, the SEC contended that XRP’s

purchasers reasonably expected to profit from

their XRP purchases because Ripple marketed

and promoted XRP as an investment. In sup-

port, the SEC cited a wide range of Ripple’s

statements, including informational brochures,

internal talking points, public blog posts, state-

ments on social media, videos, interviews with

various Ripple employees, and more.8 Lastly,

the SEC alleged that the individual defen-

dants—Ripple executives Bradley Garling-

house and Christian Larsen—aided and abetted

Ripple’s purported violations of the securities

laws, and urged the Court to reject the defen-

dants’ due process defenses.9

In contrast, Ripple’s summary judgment mo-

tion (and its opposition to the SEC’s motion)

argued that Ripple’s offers and sales of XRP

lacked the “essential ingredients” of an invest-

ment contract.10 The defense urged the Court to

look to the so-called “blue sky” law cases on

which Howey relied to find that all investment

contracts must contain the following “essential

ingredients”: (1) a contract between a promoter

and an investor that establishes the investor’s

rights as to an investment; (2) the contract

imposes post-sale obligations on the promoter

to take specific actions for the investor’s bene-

fit; and (3) the contract grants the investor a

right to share in profits from the promoter’s ef-

forts to generate a return on the use of investor

funds.11 Ripple claimed that the “essential

ingredients” test “give[s] meaning and structure

to the Howey test,” and argued that the SEC’s

inability to show the presence of these “ingredi-

ents” was fatal to its claims.12

Turning to the elements of the Howey test

itself, Ripple stated that in many of the transac-

tions at issue, those who received XRP from

Ripple did not provide any consideration and,
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accordingly, no “investment of money”

occurred.13 Moreover, Ripple maintained that

even for sales of XRP in which a buyer did pay

money to Ripple (rather than receiving XRP as

a form of compensation), the SEC still could

not satisfy the first Howey element because

Howey requires an investment of money, as op-

posed to a mere payment of money: “If mere

payment were sufficient to satisfy the first

Howey element, then that element would have

no meaningful effect; it would be satisfied not

just for people buying investment contracts in

orange groves, but for people who bought or-

anges at the supermarket.”14

Ripple further argued that, contrary to the

SEC’s contention, no “common enterprise”

existed among holders of the XRP token. Ripple

urged that XRP’s fungible nature does not sug-

gest the existence of a “common enterprise”

and instead argued that XRP should be com-

pared to gold or other fungible assets that are

not traditionally considered securities: “That

XRP is fungible does not mean that XRP hold-

ers depend upon one another to earn profits; it

means that those who own XRP as an invest-

ment have a common interest in XRP’s price

when they decide to sell . . . it could just as

well be said that all owners of gold share a com-

mon interest in the price of gold; or that all

owners of soybeans or of pigs share a common

interest in the price of soy or pork. Those own-

ers are still not engaged in a common enterprise

because they do not depend upon one another

to earn profits on sales.”15 Ripple went on to

argue that the SEC could show neither horizon-

tal nor strict vertical commonality, explaining

that XRP holders have no participatory interest

in any common “pool” of assets and that the

fortunes of Ripple and XRP holders were not

inextricably linked.16 In other words, Ripple

claimed, XRP holders might experience losses

while Ripple maintained positive income, and

vice versa.17 Ripple also contended that XRP

holders’ profits were not due to the “efforts of

the promoter” as required by Howey, but instead

were primarily a result of market forces.18 Ad-

ditionally, Ripple argued that it never made any

promises or statements to purchasers sufficient

to create a reasonable “expectation of profits”

as required by Howey.19 Finally, Ripple pro-

pounded fair notice and due process arguments

for why the SEC was not entitled to summary

judgment. The Court addressed the parties’

arguments in a comprehensive 34-page opinion.

THE COURT’S DECISION

RELEVANT BACKGROUND AND

LEGAL STANDARDS

The Court began its opinion by outlining the

critical facts underpinning its analysis. First,

the Court walked through the SEC’s allegation

that Ripple conducted three categories of im-

proper XRP offerings without filing any regis-

tration statements, financial statements, or other

periodic reports with the SEC: (1) “Institutional

Sales” through which Ripple sold XRP directly

to institutional buyers, hedge funds, and other

sophisticated customers pursuant to written

contracts; (2) “Programmatic Sales” or blind

transactions through the use of trading algo-

rithms made on digital asset exchanges; and (3)

“Other Distributions” through which Ripple

distributed XRP as a form of payment for ser-

vices (e.g., XRP distributions made to Ripple

employees as a form of compensation).20 The
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Court also noted that in addition to Ripple’s

sales and offers, co-defendants Garlinghouse

and Larsen offered and sold XRP in their indi-

vidual capacities during the relevant period.21

In embarking on its analysis, the Court observed

that Ripple represented to the public that it

would search for “use” and “value” for XRP,

and that Ripple received legal advice to the ef-

fect that “[t]he more that [the founders and

Ripple] promote [XRP] as an investment op-

portunity, the more likely it is that the SEC will

take action and argue that [XRP tokens] are

‘investment contracts.’ ’’22

Next, Judge Torres briefly laid out the rele-

vant legal standards concerning Section 5 and

the Howey test.23 The Court then discussed—

but swiftly rejected—Ripple’s proposed “es-

sential ingredients” test, concluding that two of

the “essential ingredients” advocated by Ripple

fall outside the scope of Howey’s

requirements.24 The Court ruled that Howey’s

focus is on a purchaser’s expectation of “profits

. . . from the efforts of others,” emphasizing

that the test is intended to “embod[y] a flexible

rather than a static principle,” thus rejecting the

“essential ingredients” test’s more rigid require-

ments that investment contracts impose formal

post-sale obligations on a promoter and/or

provide a formal grant to an investor of a right

to share in profits.25 Critically, though, the Court

declined to evaluate the merits of the first “es-

sential ingredient,” i.e., whether an “investment

contract” under Howey presumes the existence

of an underlying contract between the parties.

According to the Court, such an analysis was

not necessary here, as “in each instance where

Defendants offered or sold XRP as an invest-

ment contract, a contract existed.”26

Consistent with Telegram, Kik, and LBRY,

the Court clarified that whether Ripple’s XRP

offerings constitute investment contracts must

turn on the totality of the circumstances sur-

rounding each transaction, rather than just on

the inherent character or nature of an underly-

ing asset. The Court explained, “if the original

citrus groves in Howey were later resold, those

resales may or may not constitute investment

contracts, depending on the totality of circum-

stances surrounding the later transaction.”27

Thus, the Court reasoned, Ripple’s suggestion

that XRP itself, like gold or other “ordinary as-

sets,” cannot be a security, “misses the point

because ordinary assets—like gold, silver, and

sugar—may be sold as investment contracts,

depending on the circumstances of those

sales.”28

RIPPLE’S XRP OFFERINGS AND

SALES

The Court then turned its attention to the first

relevant category of XRP offerings, namely

Ripple’s Institutional Sales of XRP (made pur-

suant to written contracts). In deeming Ripple’s

Institutional Sales “investment contracts,” the

Court was unpersuaded by the defense’s argu-

ment that Howey’s first element—requiring an

investment of money—was not satisfied. Spe-

cifically, the Court rejected Ripple’s view that

an “investment of money” is different from

“merely payment of money,” and instead held

that simply “provid[ing] [] capital” is sufficient

to establish Howey’s first element.29

The Court also found horizontal commonal-

ity with regard to the Institutional Sales, noting

that “each Institutional Buyer’s ability to profit
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was tied to Ripple’s fortunes and the fortunes

of other Institutional Buyers because all Institu-

tional Buyers received the same fungible XRP.

Ripple used the funds it received from its

Institutional Sales to promote and increase the

value of XRP by developing uses for XRP and

protecting the XRP trading market. When the

value of XRP rose, all Institutional Buyers

profited in proportion to their XRP holdings.”30

Accordingly, the Court determined that as to

the Institutional Sales, Howey’s “common

enterprise” element was satisfied.31

As for Howey’s third element—whether Rip-

ple’s institutional purchasers had “a reasonable

expectation of profits to be derived from the

entrepreneurial or managerial efforts of oth-

ers”—the Court again sided with the SEC, cit-

ing numerous examples of Ripple’s statements

and marketing materials linking Ripple’s efforts

with XRP’s value.32 The Court added that Rip-

ple’s transactions with the institutional purchas-

ers—which were typically highly sophisticated

entities such as hedge funds—included sales

contracts with limitations such as lockup provi-

sions and resale restrictions, supporting the

conclusion that the Institutional Sales were sold

as investments rather than for consumptive

use.33 And in so ruling, Judge Torres echoed the

Court’s language in SEC v. LBRY, Inc., finding

that an expectation of profits “need not be the

sole reason a purchaser buys an investment; an

asset may be sold for both consumptive and

speculative uses.”34 Having found that all three

Howey elements were satisfied, the Court held

that Ripple’s Institutional Sales were “invest-

ment contracts” that ran afoul of the U.S. secu-

rities laws.

Though the Court sided with the SEC as to

the Institutional Sales, importantly, it found in

favor of Ripple regarding its Programmatic

Sales of the XRP token. The Court began this

portion of its analysis by jumping immediately

into Howey’s third element, noting that purchas-

ers of Ripple’s Programmatic Sales participated

in blind transactions, unable to know whether

their payments were being sent to Ripple or

elsewhere. The Court contrasted the Program-

matic Sales with Ripple’s Institutional Sales:

“[w]hereas the Institutional Buyers reasonably

expected that Ripple would use the capital it

received from its sales to improve the XRP

ecosystem and thereby increase the price of

XRP, Programmatic Buyers could not reason-

ably expect the same. Indeed, Ripple’s Pro-

grammatic Sales were blind bid/ask transac-

tions, and Programmatic Buyers could not have

known if their payments of money went to

Ripple, or any other seller of XRP.”35 The Court

added, “[i]t may certainly be the case that many

Programmatic Buyers purchased XRP with an

expectation of profit, but they did not derive

that expectation from Ripple’s efforts (as op-

posed to other factors, such as general crypto-

currency market trends)—particularly because

none of the Programmatic Buyers were aware

that they were buying XRP from Ripple.”36 The

Court’s holding in this regard appears to sup-

port similar arguments defense counsel recently

advanced in SEC v. Wahi, contending that token

transactions executed on a digital asset ex-

change do not satisfy Howey because in addi-

tion to there being no contract between the

issuer/promoter and the purchaser, the purchas-

er’s expectation of profits is derived primarily

from market forces rather than from manage-
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rial efforts emanating from a contract.37 Criti-

cally, however, the Court in Ripple declined to

address directly whether secondary market

sales of XRP constitute an offer or sale of an

investment contract.38

Next, the Court turned to Ripple’s “Other

Distributions” of XRP. Here, the Court again

ruled in favor of Ripple because the “Other

Distributions” did not satisfy Howey’s first

requirement that there be an “investment of

money” as part of a transaction. Simply, the

Court observed that the record was clear: “re-

cipients of the Other Distributions did not pay

money or ‘some tangible and definable consid-

eration’ to Ripple.”39

Finally, the Court opined on Ripple’s due

process arguments. The Court rejected the fair

notice and vagueness defenses as to the Institu-

tional Sales, holding that Howey sets forth a

clear test for determining what constitutes an

investment contract, and finding that Howey’s

progeny provides guidance as to how to apply

that test to a variety of factual scenarios.40 The

Court also declined to award summary judg-

ment on the SEC’s claim that the individual

defendants aided and abetted a securities viola-

tion in violation of 15 U.S.C.A. § 77o(b), con-

cluding that the defendants “raised a genuine

dispute of material fact as to whether Larsen

and Garlinghouse knew or recklessly disre-

garded the facts that made Ripple’s scheme

illegal.”41

IMPLICATIONS

Although Judge Torres’ ruling granted relief

to both sides, the Court’s decision has been

viewed as a victory for Ripple by several mem-

bers of the cryptocurrency community, espe-

cially when compared to the victories secured

by the SEC in other recent cases. There are sev-

eral key takeaways from the Court’s decision:

1. Judge Torres made clear that the relevant

inquiry under Howey is not whether a par-

ticular asset is, in and of itself, determined

to be a security, but instead whether the

circumstances of the asset’s offer or sale

render it an investment contract and thus

a security. To conduct this analysis,

Courts must examine the totality of the

circumstances surrounding each relevant

asset transaction in a case rather than

simply analyzing the character of the as-

set itself.

2. As we have seen in prior cases like Tele-

gram, Kik, and LBRY, the Court in Ripple

continued to support a pragmatic ap-

proach to Howey, favoring an observance

of the “economic realities” behind crypto-

currency offerings in lieu of “unrealistic

and irrelevant formulae.”42

3. The Court declined to adopt the “essential

ingredients” test as promulgated by the

defendants. But significantly, the Court

declined to opine as to the merit of the

first element of that test; namely, whether

the existence of an “investment contract”

requires the presence of an underlying

contract between two parties (be it writ-

ten, oral, or implied)—because a written

contract existed for the Institutional Sales.

4. The critical distinction drawn by the Court

between Ripple’s Institutional Sales and
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its Programmatic Sales was that institu-

tional purchasers, which were generally

highly sophisticated professional entities

in a written contractual relationship with

Ripple, reasonably expected the funds

they provided to Ripple would be used to

increase XRP’s value. Going forward,

cryptocurrency issuers should be mindful

of this distinction and carefully consider

how their token sales and/or offerings are

structured and presented to potential

purchasers.

In sum, the Ripple decision is important pre-

cedent in an uncertain and developing crypto-

currency enforcement space. If not modified on

appeal, Ripple may have significant utility

for—and be used in litigation against the SEC

by—cryptocurrency exchanges and secondary

market purchasers who have no agreement,

knowledge, or expectation that an issuer or pro-

moter will undertake efforts to enhance token

profits. Indeed, certain cryptocurrency busi-

nesses currently in litigation with the SEC over

whether they are operating as unregistered se-

curities exchanges may point to the Ripple de-

cision to substantiate their belief that tokens

trading in the secondary markets are not securi-

ties (even if that question was unresolved by

Ripple). Regardless, the Ripple opinion appears

to draw a critical distinction between direct

contractual efforts between issuers/promoters

and purchasers and market purchasing in the

token space, and thus this decision could be the

first major chink in the SEC’s armor in its

cryptocurrency enforcement efforts.
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On June 28, 2023, the European Commission

(“EC”) published its proposals for both a re-

vised Payment Services Directive (“PSD3”)

and a new accompanying Payment Services

Regulation (“EU PSR”). This package of re-

forms addresses certain key issues arising from

the operation of the Second Payment Services

Directive (“PSD2”) and sets out specific en-

hancements to PSD2.

As a directive, PSD3 will require transposi-

tion into member states’ national legislation.

The EU PSR, in contrast, will be directly ap-

plicable, with no implementation required. The

intention of the directly applicable regulation is
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to mitigate member states’ divergent interpreta-

tional approaches to certain aspects of PSD2.

Among other things, the proposed updates to

PSD2 include:

E A merger of the regimes applicable to

e-money institutions (“EMIs”) and pay-

ment institutions (“PIs”). This simplifies

and harmonizes these two very similar

regimes, with PIs being authorized to of-

fer e-money services as part of their wider

payment services business.

E An extension of fraud protection mea-

sures, including: IBAN/name-matching

verification for euro-denominated instant

payments and refunds for customers who

fall victim due to lack of such verification

and, subject to some exceptions, to imper-

sonation fraud.

E Clarifications to Strong Customer Au-

thentication (“SCA”) requirements, in-

cluding that SCA be conducted by under-

lying account providers such as banks

only once at the outset, when access is

sought by open banking account informa-

tion service providers.

E Various transparency reforms relating to

costs and charges for remittances to

non-EU countries and ATM withdrawal

charges.

E Reforms to Open Banking: Banks will no

longer need to maintain two data access

interfaces (a dedicated and a “fallback

interface”) for customer data, and contin-

gent data access could possibly include

the use of the interface banks for their

customers. The EC is also presenting

proposals in a separate regulation on

wider financial data access, expanding be-

yond account information to other finan-

cial products, thereby broadening the

scope of Open Banking to wider Open

Finance.

E Improvement to access by PIs to bank ac-

count services, by requiring banks to

justify refusal of such services on specific

grounds.

THE UK REGIME

In the UK, PSD2 was implemented by way

of the Payment Services Regulations 2017

(“UK PSRs”). The UK has been more advanced

that its continental counterparts in respect of

certain aspects of the payment services

landscape. Notably, it has embraced Open

Banking through the work of the Open Bank-

ing Implementation Entity (“OBIE”) and by

encouraging a strong ecosystem of fintech firms

in the UK.

The future of Open Banking In the”UK w’ll

be overseen by the Joint Regulatory Oversight

Committee (“JROC”), comprised of representa-

tives from the Financial Conduct Authority

(“FCA”), the Payment Systems Regulator, HM

Treasury and the Competition and Markets

Authority (“CMA”). In January 2023, HM

Treasury issued a consultation on the UK

PSRs,1 in which it recognized certain areas for

review. Some of these areas are also addressed

in the proposed PSD3 and EU PSR, but overall,

the UK can be said to be pursuing its own path

to reforming and evolving the UK payment ser-

vices regulatory framework.
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COMPARISON OF EU AND
THE UK REFORMS OF PSD2

STRONG CUSTOMER

AUTHENTICATION

It is well documented that a rise in the use of

digital payments and online banking has seen a

concomitant increase in fraud. As payment

transactions have become increasingly friction-

less, the requirements of SCA (a form of regula-

tory, two-factor authentication) prescribed by

PSD2 have sought to ensure greater protection

against fraud for payment transactions in both

online and contactless offline payments. These

rules have had a significant impact in reducing

fraud.

The EC proposals now seek to clarify certain

features of SCA rules. For example, payment

service providers (“PSPs”) must have transac-

tion monitoring mechanisms in place that could,

in certain cases, trigger the application of SCA,

helping to prevent and detect potentially fraud-

ulent payment transactions.

The proposals require:

E Exempting certain types of transactions

from SCA, including those initiated by a

merchant.

E Clarifying that the specific amount and

payee must be linked to the transaction.

E Requiring banks to apply SCA only once

at the outset, when an open banking pro-

vider first seeks account information.

E Requiring PIs to ensure that SCA can be

performed in circumstances where a user

does not have access to a device such as a

smartphone.

By comparison, the UK consultation recog-

nized the prescriptiveness of SCA. In particu-

lar, there are industry concerns regarding mar-

ket practice in implementing the standard and

the impact on access to payment services to

those in certain groups (e.g., to those without a

mobile phone or reliable network coverage). In

response, the UK government is proposing to

introduce a degree of flexibility by considering

an outcomes-based approach to authenticating

payments. Precise details as to what such an ap-

proach might entail are under review.

ENHANCED USER PROTECTION

Push payment fraud is increasingly prevalent.

PSD2 provides some protection for customers,

as it imposes liability on the part of PIs for un-

authorized payment transactions. The UK con-

sultation recognized a lacuna: There is no

equivalent legislation for victim reimbursement

or PI liability in relation to authorized push pay-

ments (“APP”) fraud, where the payment trans-

action is authorized by the user but has been

entered into through deception by another—

typically, where a fraudster impersonates a

bank. Voluntary reimbursement is encouraged

(for example the Contingent Reimbursement

Model sets out standards for PSPs), but there is

a lack of a comprehensive and consistent frame-

work to address such types of fraud. Mandatory

reimbursement and potential liability of PIs

may be consulted on in due course.

The EU proposes liability to attach to the PI

for APP fraud, subject to the user promptly

notifying the PI and filing a police report, and
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not having been grossly negligent in falling

victim to the fraud.

OPEN BANKING AND APIS

Accessibility of third parties to customer data

in Open Banking is the subject of much discus-

sion, notably around alternative modes of data

access such as screen-scraping and around the

quality of dedicated APIs mandated under

PSD2.

Screen-scraping is a data collection method

that gathers information using a payment ser-

vice user’s log-in details, where the third-party

provider (“TPP”) acts as if it were the user. This

is prohibited under PSD2. Instead, PSD2 re-

quired banks and other payment account pro-

viders to grant TPPs access to payment account

data, as well as the ability to initiate payments,

via dedicated application programming inter-

faces (“APIs”) developed by banks for this

purpose.

The UK has seen more progress in respect of

the use of such APIs and has therefore provided

a more conducive environment for account in-

formation service (“AIS”) and payment initia-

tion service (“PIS”) providers to develop. This

was assisted by the work of the OBIE,2 which

was tasked with implementing certain competi-

tion remedies and oversaw the completion of

open and common banking standards (includ-

ing for APIs) being made available with respect

to the nine largest current account providers,

impacting 6 million users of services powered

by Open Banking technology.

Further developments are expected in the

UK, specifically in relation to the requirement

for the use of dedicated APIs and prohibiting

the use of modified customer APIs, which have

been used as fallback solutions should the

dedicated APIs fail. This prohibition will not

apply to small PIs and small EMIs, but other-

wise, an alternative fallback solution will be

required within six months of product launch

unless an exemption is applied for.3

Issues remain, however, in the availability

and quality of such APIs. JROC sought to ad-

dress these issues with the publication of its

joint paper in June 2023, which set out high-

level principles for banks and registered third

parties to follow when agreeing on an API.4

These include requirements that fees and

charges for premium APIs should:

E Broadly reflect relevant long-run costs of

providing premium APIs to TPPs.

E Incentivize investment and innovation in

premium APIs.

E Incentivize the adoption of Open Banking

by both consumers and business.

E Treat TPP service providers fairly.

E Be transparent.

The JROC has already published a final

report on recommendations for the next phase

of Open Banking in the UK.5 The report, pub-

lished in April 2023, sets out the UK’s timeline

for designing a data collection framework for

APIs, which will be submitted to the FCA and

Payment Systems Regulator for approval in Q2

2023.

The EU is following suit with its intention to

impose more detailed specifications for mini-
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mum requirements for Open Banking data

interfaces. The EU also will require account

providers to put in place more substantial and

dedicated APIs (replacing the “dedicated” and

“fallback” solutions model currently in place),

and encourage a “permissions dashboard” to

allow users to manage their granted Open

Banking access permissions.

WIDENING ACCESS TO PAYMENT

SYSTEMS FOR NONBANK PSPS

In the UK, both banks and nonbank PSPs

(such as electronic money institutions) have ac-

cess to payment systems (such as CHAPS,

BACS and Faster Payments in the UK), either

as direct or indirect participants. Currently, the

UK PSRs explicitly prohibit direct participants

in these payment systems from discriminating

against admitting PIs as indirect participants,

such that payment fintech companies seeking

access to payments systems should be afforded

equal opportunity to do so, regardless of their

size and business structure, as long as they meet

certain eligibility criteria as set out in the UK

PSRs.

In this regard, the EU’s proposals go further

than the UK, as they contemplate the possibil-

ity of direct participation of payment and

e-money institutions to all payment systems

themselves. Such direct participation is ac-

companied by additional clarifications on ad-

missions and risk assessment procedures.

NEXT STEPS

In the EU, both the European Council and

the European Parliament will review the EC’s

proposals in order to agree on final texts, which

will become legislation once adopted. A pre-

scribed time frame for member states’ imple-

mentation of PSD3, as well as the transition pe-

riod for application of the EU PSR, is yet to be

announced.

In the UK, the government continues to

monitor the need for policy changes, particu-

larly in relation to enhanced fraud prevention,

and safeguarding and providing fair protection

of customers when terminating payment

services. More broadly, the UK payments ser-

vices regulatory landscape may be the subject

of a significant shift, as the government will

expand the Payment Systems Regulator’s pow-

ers under the new Financial Services and Mar-

kets Act 2023. It will also review the UK PSRs

following consultation throughout 2023.

This article is provided by Skadden, Arps,

Slate, Meagher & Flom LLP and its affiliates

for educational and informational purposes

only and is not intended and should not be

construed as legal advice.
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In the wake of the industry’s 2022 “crypto

winter,” which spiraled into a “cryptopocalyse,”

industry watchers were focused on the conta-

gion effect of the various crypto-related bank-

ruptcy filings. In particular, starting with the

May 2022 collapse of Terra LUNA and its Ter-

raUSD (UST) stablecoin, many market partici-

pants had to halt operations, limit withdrawals,

or take emergency bailout loans to survive. The

focus quickly turned to the potential ripple ef-

fect that could result from an entity’s collapse

due to the interconnected nature of the crypto-

currency industry. On January 3, 2023, the

Board of Governors of the Federal Reserve

System (“Federal Reserve”), the Federal De-

posit Insurance Corporation (“FDIC”), and the

Office of the Comptroller of the Currency

(“OCC”) issued a joint statement describing the

significant volatility and exposure of vulner-

abilities in the crypto-asset sector and identi-

fied the “Contagion risk within the crypto-asset

sector resulting from interconnections among

certain crypto-asset participants, including

through opaque lending, investing, funding,

service, and operational arrangements.”1 Exem-

plifying this concern, after FTX, which was at

the time one of the largest digital asset ex-

changes in the world, filed for bankruptcy, par-

ties particularly worried about the impact on

other entities in the industry.2

In addition, the highly concentrated nature of

the digital asset industry created shockwaves in

other industries, and was one of the primary

causes for the March 2023 banking crisis re-

lated to Silicon Valley Bank, Silvergate Bank

and Signature Bank, all of which had signifi-

cant exposure in the digital asset sphere.3

As demonstrated by the below-described

web of bankruptcy litigation, the intercon-

nected nature of the cryptocurrency market

played a significant role in the numerous bank-

ruptcy filings by crypto-related entities. In ad-

dition, several of the claims asserted against fel-

low debtor entities may be the largest sources

of recovery in certain of these Chapter 11 cases,

which could have a material impact on the

distributions to creditors and link together the

fates of different debtor entities.

VOYAGER DIGITAL
HOLDINGS, INC.

Voyager Digital Holdings, Inc. (“Voyager”)

was the first crypto entity to file for Chapter 11

when it filed in the Southern District of New

York on July 5, 2022. Voyager was a cryptocur-
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rency lender and broker that worked with a

number of large institutional investors prior to

its bankruptcy filing, including hedge fund

Three Aarons Capital, Ltd. (“3AC”), which

filed for Chapter 15 bankruptcy on July 2, 2022,

in connection with its liquidation in the British

Virgin Islands. Prior to its bankruptcy filing,

3AC borrowed about $665 million from

Voyager. In connection with Voyager’s bank-

ruptcy filing, the company noted that the 3AC

loan was one of Voyager’s largest outstanding

loans and that “nonpayment of the loan to 3AC,

coupled with severe industry headwinds, would

strain the Company’s ability to act as a broker

for cryptocurrency assets.”4 Ironically, in re-

sponse to the liquidity crisis caused by 3AC,

Voyager secured an unsecured loan from Al-

ameda Ventures Ltd., an affiliate of FTX, which

would later also file for bankruptcy.

While Voyager emerged from bankruptcy on

May 19, 2023, the litigation claims with 3AC

and Alameda/FTX are its largest open disputes,

and will accordingly determine what recovery

its creditors will receive In particular, Voyager’s

creditors will receive distributions from any

recovery of its $665 million claim against

3AC.5 In addition, the Voyager plan contem-

plates a $445 million holdback for the FTX/

Alameda litigation, with recoveries estimated

between 40% to 64% on their claims, depend-

ing on the outcome of the litigation.6

CELSIUS NETWORK LLC

Approximately a week after Voyager filed for

bankruptcy, Celsius Network LLC and certain

of its affiliates (“Celsius”) filed Chapter 11 peti-

tions in bankruptcy court in the Southern Dis-

trict of New York on July 13, 2022. Prior to its

filing, Celsius was a cryptocurrency lending

platform. Celsius attributed its bankruptcy fil-

ing on the “domino-effect” of the crypto indus-

try, including the collapse of 3AC and Voyager.

At the time of its bankruptcy filing, Celsius

disclosed two loans totaling $75 million to

3AC.7

One of Celsius’ largest claims is against Core

Scientific (“Core”), a bitcoin miner that itself

filed for Chapter 11 in bankruptcy court in the

Southern District of Texas on December 21,

2022. Celsius asserted over $312 million of

claims related to the parties’ mining rig hosting

agreements.8 The Core debtors objected to

Celsius’ claim and the parties have publicly

disclosed potential mediation. In addition to

highlighting the complex procedural posture of

the litigation with two separate Chapter 11

debtors in different jurisdictions and multiple

parties-in-interest beyond the respective debt-

ors, the Core creditors committee argued that a

final resolution of Celsius’ asserted $300 mil-

lion claim was increasingly important as the

Core debtors head toward plan negotiations,

because its treatment has “potentially massive

implications” for distributions to unsecured

creditors and whether there will be any residual

value left for equity.9

BLOCKFI, INC.

BlockFi, Inc. and eight affiliated debtors

(“BlockFi”) filed Chapter 11 petitions in bank-

ruptcy court in the District of New Jersey on

November 28, 2022. Prior to its filing, BlockFi

was a cryptocurrency trading and lending

platform. While BlockFi had no direct exposure
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to the Celsius and Voyager bankruptcy filings,

it disclosed that 3AC was one of BlockFi’s larg-

est borrower clients, and that its collapse led to

material losses for BlockFi.10 Accordingly,

BlockFi required an infusion of capital and

liquidity to withstand the losses from 3AC and

certain other borrowers and to satisfy the in-

crease in customer withdrawals. However, due

to the unfavorable market and investor pes-

simism, BlockFi noted that such attempts were

largely unsuccessful. BlockFi was able to se-

cure a loan from FTX US for up to $400 mil-

lion notional amount of cryptocurrencies but,

“[t]he offer imposed steep costs on BlockFi

personnel and shareholders.”11

In connection with certain loans to Alameda,

Alameda’s affiliate Emergent Fidelity Tech-

nologies Ltd. (“Emergent”) guaranteed its

obligations and pledged to BlockFi all of its

shares of Class A Robinhood common stock. In

January of 2023, the Department of Justice

seized the Robinhood shares and approximately

$20 million in cash proceeds. Emergent filed

for bankruptcy on February 3, 2023, and its

bankruptcy case is being administered jointly

with FTX and Alameda. In April 2023, the

FTX, BlockFi and Emergent debtors announced

an agreement to stay the pending litigation in

their respective cases over the Robinhood

shares and share sale proceeds pending the

conclusion of criminal proceedings against

FTX founder Sam Bankman-Fried.12

On May 12, 2023, BlockFi filed an amended

plan and disclosure statement,13 which stated

that a “primary driver” of customer recoveries

will be litigation recoveries from “the entities

that defrauded us,” which include FTX and

Alameda, 3AC, and Emergent. BlockFi also

disclosed that it is contemplating litigation

against Core.14 In its disclosure statement,

BlockFi states that successful litigation could

yield prospective high-end recoveries of 90%-

100% for certain classes of customer and gen-

eral unsecured claims.15 In particular, the debt-

ors stated that “[c]ollectively, the success or

failure of this litigation . . . will make a differ-

ence of in excess of $1 billion to Clients.”16

FTX TRADING, LTD.

FTX Trading, Ltd. and 101 affiliated debtors

(“FTX”) filed Chapter 11 bankruptcy petitions

in bankruptcy court in the Southern District of

New York on November 11-14, 2022. Prior to

its bankruptcy filing, FTX was a cryptocurrency

exchange and hedge fund that promoted the

liquidity and transacting of coins and tokens,

and was the first major cryptocurrency ex-

change to file bankruptcy. As noted earlier, FTX

affiliate Alameda Research offered in June

2022 to provide a $250 million revolving credit

facility to bail out crypto trading and lending

platform BlockFi, and $500 million in financ-

ing to bail out crypto lender Voyager. In addi-

tion, FTX was the proposed plan sponsor and

purchaser of Voyager’s assets, but that purchase

agreement was terminated after FTX’s bank-

ruptcy filing.

On January 30, 2023, FTX sued Voyager in

an effort to claw back $445.8 million in loan

repayments that FTX made to Voyager before

FTX’s bankruptcy filing.17 After Voyager’s

bankruptcy filing in July 2022, FTX alleges that

it, on Alameda’s behalf, paid Voyager $248.8

million in September 2022 and $193.9 million
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in October 2022, as well as a $3.2 million inter-

est payment in August 2022. 18 As FTX filed for

bankruptcy in November 2022, those payments

to Voyager are within the 90-day preference pe-

riod under Bankruptcy Code section 547 and

may therefore be clawed back by the debtor

FTX to increase the bankruptcy estate available

to its creditors.19

On April 5, 2023, Judge Wiles approved

Voyager’s proposed joint stipulation with FTX

and their respective official committees of

unsecured creditors.20 The stipulation contained

a framework for resolving certain disputes be-

tween the Voyager and FTX estates, including

FTX debtor Alameda Research’s contested $75

million loan claim against Voyager and $445.8

million preferential transfer adversary

complaint. In sum, the parties stipulated that

FTX’s preference claims against Voyager will

be adjudicated in FTX’s Chapter 11 case.

GENESIS GLOBAL CAPITAL,
LLC

Genesis Global Capital, LLC and two affili-

ates (“Genesis”) filed for Chapter 11 in bank-

ruptcy court in the Southern District of New

York on January 19, 2023. Prior to its filing,

Genesis was a cryptocurrency lender. Genesis

disclosed several factors that contributed to its

bankruptcy filing, including significant expo-

sure to 3AC and FTX. In addition, Genesis

noted the ‘‘ ‘run on the bank’ following FTX

Entities’ collapse was outsized and severely

impacted [Genesis’] available liquidity.”21

On May 3, 2023, FTX moved for relief from

the automatic stay in the Genesis bankruptcy in

order to commence avoidance actions against

Genesis, similar to the action FTX commenced

against Voyager.22 FTX stated that Genesis

received avoidable transfers from FTX in the

90-day period prior to the FTX filing, including

(i) the repayment of loans to Genesis by Al-

ameda in the aggregate amount of approxi-

mately $1.8 billion; (ii) the pledge of collateral

by Alameda to Genesis in the aggregate amount

of approximately $273 million; and (iii) the

withdrawal of assets by Genesis from the

FTX.com exchange in the aggregate amount of

approximately $1.6 billion. In addition, the

FTX debtors stated that they intend to pursue

avoidance claims against Genesis nondebtor af-

filiate, GGC International, for its withdrawal of

approximately $213 million from the FTX.com

exchange during the preference period. FTX

argued that the claims against the Genesis debt-

ors should be adjudicated in a similar manner

to FTX’s claims in the Voyager cases.

On June 1, 2023, the Genesis debtors filed a

motion to establish procedures and a schedule

for estimating the FTX claims against the

debtors.23 FTX debtors filed nine proofs of

claim against the Genesis debtors, each assert-

ing various claims totaling over $3.876

billion.24 According to the Genesis debtors, “the

face value of the asserted FTX Claims is more

than 250% of the value of the Debtors’ liquid

assets and equal to approximately 90% of all

scheduled claims against [the debtors]

combined.”25 Accordingly, Genesis asserted

that the claims asserted by FTX should be

estimated at $0.00 for purposes of voting, al-

lowance and distribution “to avoid undue delay

in the timing and amount of creditor distribu-
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tions, and to expeditiously pursue confirmation

of a chapter 11 plan.”26

CONCLUSION

As was feared by many industry participants,

including the Federal Reserve, FDIC and OCC,

the last 12 months have demonstrated the exten-

sive interconnections among certain crypto-

asset participants and the contagion nature of

the digital asset industry. The pending bank-

ruptcy cases discussed above, in addition to ad-

dressing novel legal issues impacting digital as-

sets, reveal how quickly a troubled entity can

spread its distress to other entities in the indus-

try, thereby linking their—and their

creditors’—fates.
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The Background: In recent months, artificial

intelligence (“AI”) platforms have taken the

world by storm, introducing new, powerful

tools for generating original and useful content

based on training data and user prompts.

The Situation: These tools pose a potential

threat to a company’s trade secrets, as an em-

ployee may inadvertently disclose sensitive in-

formation by using generative AI applications.

This has led some companies to ban the use of

these applications for work-related tasks.

Looking Ahead: Although prohibiting the

use of generative AI is one solution, there are

several possible solutions to reasonably protect

one’s trade secrets while still taking advantage

of generative AI’s many benefits.

Generative AI applications such as large

language models have emerged as ground-

breaking tools for analyzing data and generat-

ing work product in all industries. As recent

news has shown, however, those tools pose a

unique threat to a company’s trade secrets.

These applications capture and store their

inputs to train their models. Once captured, the

information input into those applications some-

times cannot be deleted by the user, may be

used by the application, and may be reviewed

by the company behind the AI application. If an

employee inputs a company’s trade secret into

an AI prompt, that trade secret could be at risk

of losing its trade secret protection.

To avoid the consequences of any disclosure

arising from the use of an AI system, it is

important that companies ensure that they take

reasonable measures to protect their trade

secrets. This Commentary analyzes potential
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measures to protect company trade secrets from

employees’ uses of generative AI applications.

THE REASONABLE
MEASURES OF PROTECTION
REQUIREMENT FOR TRADE
SECRETS

Trade secrets are invaluable assets for busi-

nesses, encompassing proprietary information,

formulas, processes, techniques, or customer

data that provide a competitive advantage. Un-

like patents or copyrights, trade secrets rely on

confidentiality and are not formally registered.

Maintaining the secrecy of trade secrets is es-

sential for preserving a company’s distinctive-

ness and competitive advantage in the market.

Under the Defend Trade Secrets Act

(“DTSA”), the owner of a trade secret must

take “reasonable measures to keep such infor-

mation secret.”1 The Uniform Trade Secret Act

and related state trade secret statutes have simi-

lar requirements.2 This requirement is critical

because failure to take reasonable measures

may result in that sensitive information losing

its valuable trade secret status.

The DTSA does not define “reasonable mea-

sures”; rather, whether those safeguards are rea-

sonable will depend on the circumstances. The

good news is that a party only needs to make

“reasonable measures,” not all conceivable

measures. Thus, in some cases, courts have

found that a party took reasonable measures to

protect its trade secrets despite inadvertently

disclosing them to a customer where the party

disclosed the trade secrets as a result of a good-

faith mistake and the party took immediate ac-

tion to maintain the secrecy of the information

upon learning of the mistake.3

GENERATIVE AI AND THE
POTENTIAL FOR
UNINTENTIONAL
DISCLOSURE OF TRADE
SECRETS

Generative AI applications have the enor-

mous potential to increase productivity and cre-

ate innovate solutions for companies across

every industry. For example, in the software

industry, there are an increasing number of ap-

plications that can parse natural and program-

ming language inputs to generate or test source

code. And in the life-sciences sector, AI ap-

plications can take amino acid sequences and

predict protein structures. With continued in-

novation in the generative AI space, the poten-

tial for and use of such tools will only continue

to grow.

Generative AI applications have the ability

to autonomously create original content by

extrapolating information from a vast amount

of data collected both from public sources and

received inputs. That collected data is often

retained on servers controlled by the company

that supports the generative AI applications.

However, this data collection process impli-

cates various trade secret concerns for the

companies that use these applications. Follow-

ing reports of sensitive information being

leaked to third parties after using generative AI

platforms, many businesses have implemented

complete bans and restrictions on the use of

generative AI at work to protect their propri-

etary information.
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There are three primary concerns with an em-

ployee’s input of company confidential or other

sensitive information as a prompt into a genera-

tive AI application: (i) depending on the terms

of the corresponding end-user license agree-

ment (“EULA”), the company that supports the

generative AI application can potentially re-

view, release, or sell that sensitive information;

(ii) the application itself can potentially reuse

this sensitive information for third parties by

training its responses with the sensitive infor-

mation; and (iii) a third party may access the

sensitive information if the company that sup-

ports the generative AI application has a secu-

rity breach. Moreover, in the event of a disclo-

sure, the employee-user cannot retrieve or

delete the sensitive information input into the

application and stored in the application’s serv-

ers and cannot otherwise regulate the use or

protection of the sensitive information once

disclosed.

Currently, more can be done to protect com-

pany trade secrets from disclosure by their

employees. It has been reported that 70% of

employees using generative AI tools do not

report such use to their employer. This situation

reflects that many companies have not yet

implemented stringent policies in the wake of

the generative AI boom. By implementing

updated policies for protecting one’s trade

secrets, companies can better prepare them-

selves for the growing use of generative AI

applications.

MITIGATION STRATEGIES

In addition to a company’s standard policies

for protecting its trade secrets, there are several

solutions to further protect against the disclo-

sure of trade secrets through the use of genera-

tive AI:

Blanket Ban. As seen from some recent an-

nouncements from large multinationals, one

solution to prevent the disclosure of trade

secrets through generative AI is to prohibit the

use of generative AI for work-related tasks

altogether. One way to implement this solution

is by preventing employees from downloading

the software and from accessing web applica-

tions, which would stop most employees from

using it. Another implementation is simply to

instruct employees not to use the software,

which is simpler to implement but less effec-

tive in preventing employees from using the

software. Regular monitoring and audits can

help detect and prevent potential violations.

However, both cases require constant mainte-

nance and policing for either to be effective. As

the use of generative AI proliferates, this may

become impractical. Additionally, companies

that ban generative AI completely may be at a

competitive disadvantage to companies that al-

low or encourage the use of generative AI

because of its potential benefits.

Robust Access Controls. An alternative to a

blanket ban on generative AI is to limit the ac-

cess and use of it. Companies should already

have established protocols to limit access to

sensitive data. Similarly, companies should

consider establishing protocols to limit who can

operate and interact with generative AI systems.

In addition to limiting who has access, compa-

nies should also consider limiting or reviewing

what can be used as inputs to the generative AI

applications. For example, software could be
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used to prevent the use of certain key words or

phrases from being used as inputs. As with a

blanket ban, regular monitoring and audits can

help detect and prevent potential violations as

well. These considerations can also be informed

by the corresponding EULAs.

Enterprise Licenses. Companies that choose

to allow the use of generative AI should con-

sider obtaining an enterprise license that places

restrictions on what the AI provider can do with

prompts or other inputs to the system. As an

example, a EULA for an individual user sub-

scription might specify that the inputs can be

used to train the underlying models for use by

third parties. In contrast, enterprise licenses

may provide that the inputs either cannot be

used to train the underlying models or that such

trained models can only be used by the com-

pany (to the exclusion of third parties).

Third-Party Protection. In addition to the

potential for an employee’s use of generative

AI, contractors and other third parties may use

generative AI. Companies must review their

existing contracts and consider whether to

implement any of the above policies with regard

to these third parties as well.

Employee Education and Awareness. Fi-

nally, regardless of whether a company bans,

limits, or even encourages the use of generative

AI, raising awareness among employees about

the importance of trade secret protection and

the risks associated with generative AI is

crucial. Courts have consistently found that

companies have taken reasonable measures to

protect their trade secrets by keeping updated

employee agreements and policies.4 Thus,

companies should update their employee hand-

books, agreements, and policies to address the

use of generative AI and conduct training pro-

grams to educate staff on handling sensitive in-

formation, emphasizing the legal and ethical

obligations surrounding trade secrets.

CONCLUSION

The advent of generative AI brings immense

opportunities but also poses some obstacles for

protecting company confidential information

and trade secrets. Whether companies choose

to ban, limit, or allow the use of generative AI,

they should implement robust security mea-

sures, establish clear policies, and foster a

culture of awareness to mitigate the risks. By

proactively addressing these challenges, busi-

nesses can safeguard their valuable intellectual

property assets and maintain their competitive

edge in the ever-evolving AI landscape.

FIVE KEY TAKEAWAYS

1. Although a ban on generative AI may be

the strongest method of preventing disclo-

sure of trade secrets, this solution may be

costly to enforce and may result in a com-

petitive disadvantage.

2. Robust limitations on access and inputs to

generative AI applications protect sensi-

tive information while taking advantage

of generative AI’s potential benefits to

productivity and innovation.

3. Companies should consider adopting en-

terprise versions of generative AI applica-

tions with EULAs that provide that any

data collected is either protected or

deleted.
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4. Companies must also ensure that all con-

tractors and third parties comply with

their generative AI policies.

5. Employee education and awareness are

key to protecting one’s sensitive informa-

tion from being inadvertently or uninten-

tionally disclosed using generative AI.

The views and opinions set forth herein are

the personal views or opinions of the authors;

they do not necessarily reflect the views or

opinions of the law firm with which they are

associated.
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Some 15 years ago, software developers us-

ing the pseudonym Satoshi Nakamoto created

the source code of what they thought could be

decentralized digital cash.1 Since then, crypto

has relied on constantly creating new narratives

to attract new investors, revealing incompatible

views of what crypto-assets are or ought to be.

The vision of digital cash—of a decentral-

ized payment infrastructure based on cryptogra-

phy—went awry when blockchain networks

became congested in 2017, resulting in soaring

transaction fees.2

Subsequently, the narrative of digital gold

gained momentum, sparking a “crypto rush”

that led to one in five adults in the United States
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and one in 10 in Europe speculating on crypto,

with a peak market capitalization of €2.5

trillion.3

However, this illusion of crypto-assets serv-

ing as easy money and a robust store of value

dissipated with the onset of the crypto winter in

November 2021. The fall in the price of cryptos

led to a decrease of around €2 trillion worth of

crypto assets within less than a year. This

caught millions of investors unprepared.4 An

estimated three-quarters of bitcoin users suf-

fered losses on their initial investments at this

time.5

Understandably, many are now questioning

the future of crypto-assets. But the bursting of

the bubble does not necessarily spell the end of

crypto-assets.6 People like to gamble and in-

vesting in crypto offers them a way to do so.7

Crypto valuations are highly volatile, reflect-

ing the absence of any intrinsic value. This

makes them particularly sensitive to changes in

risk appetite and market narratives. The recent

developments that have affected leading crypto-

asset exchanges have highlighted the contradic-

tions of a system which, though created to

counteract the centralization of the financial

system, has become highly centralized itself. I

contend that due to their limitations, cryptos

have not developed into a form of finance that

is innovative and robust, but have instead

morphed into one that is deleterious. The crypto

ecosystem is riddled with market failures and

negative externalities, and it is bound to experi-

ence further market disruptions unless proper

regulatory safeguards are put in place.

Policymakers should be wary of supporting

an industry that has so far produced no societal

benefits and is increasingly trying to integrate

into the traditional financial system, both to

acquire legitimacy as part of that system and to

piggyback on it. Instead, regulators should

subject cryptos to rigorous regulatory stan-

dards, address their social cost, and treat un-

sound crypto models for what they truly are: a

form of gambling.

This may prompt the ecosystem to make

more effort to provide genuine value in the field

of digital finance.

SHIFTING NARRATIVES:
FROM DECENTRALIZED
PAYMENTS TO CENTRALIZED
GAMBLING

The core promise of cryptos is to replace trust

with technology, contending that the concept

“code is law” will allow a self-policing system

to emerge, free of human judgement and error.

This would in turn make it possible for money

and finance to operate without trusted

intermediaries.

However, this narrative often obfuscates

reality. Unbacked cryptos have made no inroads

into the conventional role of money. And they

have progressively moved away from their

original goal of decentralization to increasingly

rely on centralized solutions and market

structures. They have become speculative as-

sets,8 as well as a means of circumventing

capital controls, sanctions or financial

regulation.
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BLOCKCHAIN LIMITATIONS

A key reason why cryptos have failed to

make good on their claim to perform the role of

money is technical. Indeed, the use of block-

chain—particularly in the form of public, per-

missionless blockchain—for transacting

crypto-assets has exhibited significant

limitations.9

Transacting cryptos on blockchains can be

inefficient, slow and expensive; they face the

blockchain trilemma, whereby aiming for opti-

mal levels of security, scalability and decentral-

ization at the same time is not achievable.10

Crypto-assets relying on a proof-of-work

validation mechanism, which is especially rele-

vant for bitcoin as the largest crypto-asset by

market capitalization,11 are ecologically

detrimental. Public authorities will therefore

need to evaluate whether the outsized carbon

footprint of certain crypto-assets undermines

their green transition commitments.12 More-

over, proof-of-work validation mechanisms are

inadequate for large-scale use.13 Bitcoin, for

example, can only accommodate up to seven

transactions per second and fees can be

exorbitant.

While alternative solutions to overcome the

blockchain trilemma and proof-of-work con-

sensus shortcomings have emerged for faster

and more affordable transactions, including

those outside the blockchain, they have draw-

backs of their own. “Off-chain” transactions

conducted via third-party platforms compro-

mise the core principles of crypto-assets, in-

cluding security, validity and immutability.14

Another important aspect is the operational risk

inherent in public blockchains due to the ab-

sence of an accountable central governance

body that manages operations, incidents or code

errors.15

Moreover, the handling of crypto-assets can

be challenging. In a decentralized blockchain,

users must protect their personal keys using

self-custody wallets, which can discourage

widespread adoption due to the tasks and risks

involved, for example the theft or loss of a key.

Given the immutability of blockchains, they do

not permit transaction reversal.16

INSTABILITY

Another key limitation of unbacked cryptos

is their instability.

Unbacked cryptos lack intrinsic value and

have no backing reserves or price stabilization

mechanisms.17 This makes them inherently

highly volatile and unsuitable as a means of

payment. Bitcoin, for instance, exhibits volatil-

ity levels up to four times higher than stocks, or

gold. Such high volatility also means that

households cannot rely on crypto-assets as a

store of value to smooth their consumption over

time. Similarly, firms cannot rely on crypto-

assets as a unit of account for the calculation of

prices or for their balance sheet.

Moreover, unbacked cryptos do not improve

our capacity to hedge against inflation. Indeed,

their price developments exhibit an increasing

correlation with stock markets. And empirical

analysis finds that momentum in the crypto-

asset market and global financial market volatil-

ity do have an impact on bitcoin trading against

fiat currencies.18
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CRYPTOS AS A MEANS OF
GAMBLING AND
CIRCUMVENTION

But the very instability of unbacked cryptos

does make them appealing as a means of

gambling. And their use as such has been facili-

tated by the establishment of a centralized mar-

ket structure that supports the broader use of

crypto-assets.19

Crypto exchanges have become gateways

into the crypto ecosystem, often providing user

access to crypto markets in conjunction with

other services like wallets, custody, staking20 or

lending. Off-chain grids or third-party plat-

forms have offered users easy and cost-effective

ways to engage in trading and speculation,

while stablecoins are being used to bridge the

gap between fiat and crypto by promising a

stable value relative to fiat currency.21

Besides gambling, crypto assets are also be-

ing used for bypassing capital controls, sanc-

tions and traditional financial regulation. A

prime example is bitcoin, which is used to

circumvent taxes and regulations, in particular

to evade restrictions on international capital

flows and foreign exchange transactions, in-

cluding on remittances.22 These practices may

have destabilizing macroeconomic implications

in some jurisdictions, notably in developing and

emerging markets.

RISKS FROM GROWING
CENTRALIZATION OF THE
CRYPTO ECOSYSTEM

The crypto ecosystem’s move away from its

original goals towards more centralized forms

of organization, typically without regulatory

oversight, is giving rise to substantial costs and

an array of contradictions. There are two major

facets to this phenomenon.

THE RE-EMERGENCE OF CLASSIC

FINANCIAL SECTOR

SHORTCOMINGS AND

VULNERABILITIES

First, dependence on third-party intermediar-

ies, many of which are still unregulated, has

resulted in market failures and negative exter-

nalities, which crypto was initially designed to

sidestep.

The crypto ecosystem, for instance, has

cultivated its own concentration risks, with

stablecoins assuming a key role in trading and

liquidity provision within decentralized finance

markets.23 The difficulties faced by prominent

stablecoins in the past year likely contributed

significantly to the noticeable downturn in these

markets.24

Indeed, stablecoins often pose greater risks

than initially thought. They introduce into the

crypto space the kind of maturity mismatches

commonly seen in money market mutual funds.

As we have seen in the past year, redemption at

par at all times is not guaranteed, risks of runs

and contagion are omnipresent, and liquidation

of reserve assets can lead to procyclical effects

through collateral chains across the crypto

ecosystem.

Another episode of instability driven by high

concentration risk was the fall of the crypto

exchange FTX. Initially the crisis seemed to
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primarily affect liquidity, but it quickly evolved

into a solvency crisis. This situation arose due

to FTX’s inadequate risk management, unclear

business boundaries and mishandling of cus-

tomer funds. The repercussions of this event

rippled through the crypto ecosystem, causing

cascading liquidations25 that underscored the

interconnectedness and opacity of crypto

markets. Ultimately, it showcased how swiftly

confidence in the industry could deteriorate.

Similarities to the FTX case can be seen in

the recent civil charges brought by the US Se-

curities and Exchange Commission against the

biggest remaining crypto exchange: Binance.

These civil charges allege that Binance’s CEO

and Binance entities were involved in an exten-

sive web of deception, conflicts of interest, lack

of disclosure and calculated evasion of the

law.26 Should these allegations be proven, this

would be yet another example of the fundamen-

tal shortcomings of the crypto ecosystem.

The recent crypto failures also show that risk,

in itself, is technology-neutral. In financial ser-

vices, it does not matter if a business ledger is

kept on paper as it was for hundreds of years, in

a centralized system as we have now or on a

blockchain as in the crypto asset ecosystem. In

the end, whether a firm remains in business or

fails depends on how it manages credit risk,

market risk, liquidity risk and leverage. Crypto

enthusiasts would do well to remember that

new technology does not make financial risk

disappear. The financial risk either remains or

transforms into a different type. It is like press-

ing a balloon on one side: it will change in

shape until it pops on the other side. And if the

balloon is full of hot air, it may rise for a while

but will burst in the end.

LINKS WITH THE TRADITIONAL

FINANCIAL SECTOR

The second contradiction arises from the

crypto industry’s attempt to strengthen ties with

actors in the financial system, including banks,

big tech companies and the public sector.

Major payment networks27 and intermediar-

ies28 have enhanced their support services for

crypto-assets. Numerous prominent tech com-

panies, including Meta (formerly Facebook)

and Twitter, have explored ways to incorporate

crypto into their platforms.29 By leveraging

their large customer base and offering a mix of

payments and other financial services, tech

firms, especially big techs, could solidify the

ties between crypto-assets and the financial

system.

The recent failures of Silvergate Bank and

Signature Bank have highlighted the risks for

banks associated with raising deposits from the

crypto sector. The stability of these deposits is

questionable given cryptos’ volatility. The

discontinuation of the Silvergate Exchange

Network and SigNet, which functioned as a

quasi-payment system for the crypto invest-

ments of Silvergate Bank and Signature Bank

clients, also shows how crypto-assets service

providers depend on the traditional financial

sector for settlement in fiat money.

The crypto industry not only seeks to

strengthen its ties with the traditional financial

industry. It also seeks to gain access to the pub-

lic safety net that strongly regulated financial
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entities benefit from.30 Indeed, Circle, the is-

suer of the USD Coin (“USDC”) tried to gain

access to the Federal Reserve’s overnight re-

verse repurchasing facility in order to back its

stablecoin.31

The crypto industry is seeking to grow by

parasitizing the financial system: it touts itself

as an alternative to the financial sector, yet it

seeks shelter within that very sector to address

its inherent risks, all in the absence of adequate

regulatory safeguards.

THE PUBLIC RESPONSE:
BACKING, REGULATING OR
INNOVATING?

The public sector response can be encapsu-

lated in three main suggestions.

NOT GIVING IN TO THE TEMPTATION

TO OFFER PUBLIC BACKING TO

CRYPTOS

First, the temptation to offer public backing

to cryptos must be resisted. The idea of permit-

ting stablecoin issuers as non-bank financial

institutions to hold their reserves at central

banks might seem appealing, but could lead to

serious adverse consequences.

By granting stablecoins access to the central

bank’s balance sheet, we would effectively

outsource the provision of central bank money.

If the stablecoin issuer were able to invest its

reserve assets32 in the form of risk-free deposits

at the central bank, this would eliminate the

investment risks that ultimately fall on the

shoulders of stablecoin holders. And the stable-

coin issuer could offer the stablecoin holders a

means of payment that would be a close substi-

tute for central bank money.33

This would compromise monetary sover-

eignty, financial stability and the smooth opera-

tion of the payment system. For example, a

stablecoin could displace sovereign money by

using the large customer network of a big tech,

with far-reaching implications.34 Therefore,

central banks should exercise prudence and

retain control over their balance sheet and the

money supply.

REGULATING CRYPTOS

ADEQUATELY AND

COMPREHENSIVELY

Second, regulators should refrain from im-

plying that regulation can transform crypto-

assets into safe assets. Efforts to legitimize

unsound crypto models in a bid to attract crypto

activities should be avoided.35

Moreover, the principle of “same activity,

same risk, same regulation” should be

endorsed. Cryptos cannot become as safe as

other assets and investors should be aware of

the risks. Anti-money laundering/countering

the financing of terrorism rules should be en-

forced, and crypto activities of traditional firms

should be carefully monitored.

While some jurisdictions attempt to apply

existing regulatory frameworks to crypto-

assets, the EU’s Markets in Crypto-Assets

Regulation offers a customized regulatory

structure that applies to all 27 EU Member

States and draws on existing regulation where

appropriate (e-money being one example). The

EU has also updated existing regulation, for
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instance by extending the travel rule to crypto

transactions.36

Despite the EU taking the lead in establish-

ing a comprehensive framework regulating

crypto activities, further steps are necessary.

All activities related to the crypto industry

should be regulated, including decentralized

finance activities like crypto-asset lending or

non-custodial wallet services.37 Moreover, the

regulatory framework for unbacked crypto-

assets may be deemed lighter than for stable-

coins as it relies mainly on disclosure require-

ments for issuing white papers,38 and on the

supervision of the service providers which will

offer them for trading. The risks posed by

unbacked crypto-assets, which are largely used

for speculative purposes, should be fully

recognized. Enhancing transparency and aware-

ness of the risks associated with crypto-assets

and their social cost are critical aspects of this

approach. Public authorities will also need to

address those social costs: for instance, cryptos’

ecological footprint cannot be ignored in view

of environmental challenges.

Additionally, the experience of FTX, which

expanded massively with little oversight, under-

scores the importance of global crypto regula-

tion and regulatory cooperation. The Financial

Stability Board’s recommendations39 for the

regulation and oversight of crypto-asset activi-

ties and markets need to be finalized and imple-

mented urgently, also in non-FSB jurisdictions.

The Basel Committee on Banking Supervi-

sion’s standard on the prudential treatment of

banks’ crypto-asset exposures is a positive step

in this direction. It stipulates conservative

capital requirements for unbacked crypto-assets

with a risk weight of 1,250%, as well as an

exposure limit constraining the total amount of

unbacked crypto a bank can hold to generally

below 1% of Tier 1 capital. It will be key for

the European Union and other Basel jurisdic-

tions to transpose the Basel standard into their

legislation by the 1 January 2025 deadline.40

However, regulation alone will not be

sufficient.

INNOVATING: DIGITAL SETTLEMENT

ASSETS AND CENTRAL BANK

DIGITAL CURRENCIES

Third, the public sector needs to contribute

to the development of reliable digital settlement

assets.

Central banks are innovating to provide a

stability anchor that maintains trust in all forms

of money in the digital age. Central bank money

for retail use is currently only available in phys-

ical form—cash. But the digitization of pay-

ments is diminishing the role of cash and its

capacity to provide an effective monetary

anchor. A central bank digital currency would

offer a digital, risk-free standard and facilitate

convertibility among different forms of private

digital money. It would uphold the singleness

of money and protect monetary sovereignty. We

are advancing with our digital euro project and

aim to complete our investigation phase later

this year.

Furthermore, the tokenization of digital

finance may require central banks to modify

their technological infrastructure supporting the

issuance of central bank money for wholesale

transactions. This could involve establishing a
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bridge between market distributed ledger tech-

nology (“DLT”) platforms and central bank

infrastructures, or a new DLT-based wholesale

settlement service with DLT-based central bank

money.41 We will involve the market in the ex-

ploratory work that we have recently

announced.42

CONCLUSION

To conclude, crypto-assets have been pro-

moted as decentralized alternatives promising

more resilient financial services. However, the

reality does not live up to that promise. The

blockchain technology underpinning crypto-

assets can be extremely slow, energy-intensive

and insufficiently scalable. The practicality of

crypto-assets for everyday transactions is low

due to their complex handling and significant

price volatility.

To address these drawbacks, the crypto eco-

system has changed its narrative, favoring more

centralized forms of organization that empha-

size crypto speculation and quick profit. But

recent events have exposed the fragility of the

crypto ecosystem, demonstrating how quickly

confidence in crypto-assets can evaporate. In

many respects, this ecosystem has recreated the

very shortcomings and vulnerabilities that

blockchain technology initially intended to

address.

Further complicating matters, the crypto

market seeks integration into the financial sec-

tor for increased relevance and public sector

support. This would not provide the basis of a

sustainable future for crypto. If anything, it

would only heighten contradictions and vulner-

abilities, resulting in greater instability and

centralization.

The public sector should adopt a determined

position by establishing a comprehensive regu-

latory framework that addresses the social and

environmental risks associated with crypto,

including the use of unbacked crypto-assets for

speculative purposes. It should also resist calls

to provide state backing for cryptos, which

would essentially socialize crypto risks. The

public sector should instead focus its efforts on

contributing to the development of reliable

digital settlement assets, including through

their work on central bank digital currencies.

Decisive action of this kind should motivate

the crypto ecosystem, including its foundational

technology, the blockchain, to realign its objec-

tives towards delivering real economic value

within the digital finance landscape.
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REGULATORY
DEVELOPMENTS

CFPB Releases Report on Deposit
Insurance Coverage on Non-Bank
Payment Platforms and Related
Consumer Advisory

On June 1, 2023, the Consumer Financial

Protection Bureau (the “CFPB”) Office of

Competition and Innovation and Office of
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Markets published an issue spotlight report on

the risks consumers face in holding their funds

in nonbank, peer-to-peer payment platforms

(e.g., PayPal, Venmo, CashApp, and others)

(the “Payment Apps”), which “claim to provide

federal deposit insurance” (the “Payment App

Report”).1 Specifically, the Payment App Re-

port concludes that consumer funds stored in a

Payment App “may be at significantly higher

risk of loss for a consumer than if it is deposited

in an insured bank or credit union account.”2

According to the Payment App Report, the

Payment Apps offer consumers financial ser-

vices and products similar to traditional

banks—payment transfer and stored value ser-

vices—without offering similar protections, no-

tably individual deposit insurance. The Pay-

ment App Report estimates that consumers

have “billions of dollars stored” on these Pay-

ment Apps.3

The CFPB asserts that the Payment Apps’

user agreements are “often confusing, murky,

or even silent on” where consumer funds are

held and whether they are protected by deposit

insurance. The Payment App Report highlights

products offered by PayPal, Venmo, CashApp,

Apple Pay, and Google Pay to compare the

representations made regarding deposit insur-

ance and where consumer funds are held. Re-

garding deposit insurance eligibility, PayPal,

Venmo, CashApp, and Apple Pay represent that

consumers must participate in additional ser-

vice offerings to potentially be eligible for de-

posit insurance (e.g., opening a debit or prepaid

card account, enrolling in direct deposit, using

the account to buy or receive crypto assets, or

registering the account with a sponsor bank),

with deposit insurance eligibility ultimately

subject to Federal Deposit Insurance Corpora-

tion (the “FDIC”) rules. Google Pay makes no

deposit insurance representations.4

Further, the CFPB notes that the Payment

Apps often are regulated as money services

businesses under state and federal laws, how-

ever the CFPB suggests these laws, which were

designed for traditional money transfer provid-

ers like Western Union and MoneyGram that

do not store funds for any length of time, do not

provide sufficient consumer protection for

those who use and store funds with Payment

Apps.5

On June 1, 2023, the CFPB also published a

consumer advisory based on the findings pub-

lished in the Payment App Report (the “Pay-

ment App Advisory”).6 The Payment App Ad-

visory describes that a consumer is at greater

risk when their funds remain in the Payment

Apps because the money held in the Payment

App might not be insured, therefore in the event

a Payment App suffers a business failure or

bankruptcy, the consumer may lose their funds

or not have access to their funds for a long time.

Additionally, the Payment App Advisory makes

note that some Payment Apps may offer ad-

ditional coverage through pass-through deposit

insurance only for consumers who engage in

additional services, such as direct deposit. The

Payment App Advisory clarifies that pass-

through deposit insurance protects consumers

against the failure of a bank or credit union that

has a business arrangement with a Payment

App, but does not protect the consumer against

the failure of the Payment App itself.

You can access the Payment App Report
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here: https://www.consumerfinance.gov/data-r

esearch/research-reports/issue-spotlight-analys

is-of-deposit-insurance-coverage-on-funds-stor

ed-through-payment-apps/full-report/.

You can access the Payment App Advisory

here: https://www.consumerfinance.gov/about-

us/newsroom/consumer-advisory-your-money-

is-at-greater-risk-when-you-hold-it-in-a-payme

nt-app-instead-of-moving-it-to-an-account-wit

h-deposit-insurance/.

Federal Banking Agencies Issue Final
Guidance on Third-Party Relationship
Risk Management

On June 6, 2023, the Board, the FDIC, and

the Office of the Comptroller of the Currency

(the “OCC” and together with the Board and

the FDIC, the “Federal Banking Agencies”) is-

sued final Interagency Guidance on Third-Party

Relationships: Risk Management (the “Final

Third-Party Guidance”).7 The Final Third-Party

Guidance follows nearly two years after the

Federal Banking Agencies initially proposed

interagency guidance on managing risks associ-

ated with third-party relationships (the

“Proposed Third-Party Guidance”) and incor-

porates changes based on comments received

on the Proposed Third-Party Guidance.8 The

Final Third-Party Guidance became effective

upon its publication and supersedes each of the

Federal Banking Agencies’ existing third-party

risk management guidance, including the

Board’s 2013 guidance, the FDIC’s 2008 guid-

ance, the OCC’s 2013 guidance (the “2013

OCC Guidance”),9 and the OCC’s 2020 fre-

quently asked questions (the “OCC FAQs”).

The Final Third-Party Guidance is intended

to “promote consistency in supervisory ap-

proaches” and “offers the agencies’ views on

sound risk management principles for banking

organizations when developing and implement-

ing risk management practices for all stages in

the life cycle of third-party relationships,”

while recognizing that “sound third-party risk

management takes into account the level of

risk, complexity, and size of the banking orga-

nization and the nature of the third-party

relationship.”10

The Proposed Third-Party Guidance is

largely based on the 2013 OCC Guidance and

OCC FAQs, updated to: (i) replace certain

prescriptive guidance with general best practice

statements; (ii) provide that risk-commensurate

analysis should be performed by “those with

the requisite knowledge and skills” (including,

when internal resources are limited, by the

engagement of industry experts) with appropri-

ate management involvement in the negotiation

and execution of vendor contracts, including

board involvement in the approval of contracts

involving critical activities; and (iii) the expan-

sion of due diligence standards.11

The Federal Banking Agencies emphasize

that the Final Third-Party Guidance is not a

standard, law or regulation, but rather a set of

“key principles banking organizations can

leverage when developing and implementing

risk management processes tailored to the risk

profile and complexity of their third-party

relationships.”12 Responding to comments re-

ceived, the Federal Banking Agencies made

certain changes and clarifications to the Pro-

posed Third-Party Guidance, a number of

which were accomplished by incorporating
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concepts from the OCC FAQs. Key changes

included in the Final Third-Party Guidance

include:

E Incorporating concepts from OCC FAQs

1 and 2, clarifying that the terms “busi-

ness arrangement” and “third-party rela-

tionship” are broad by design, that risk

management practices should vary ac-

cording to the nature of the relationship,

and that “business arrangements” may

include some relationships that have fea-

tures of a customer relationship.

E Revising the term “critical activity” for

clarity and flexibility by removing amor-

phous “critical activity” qualifying terms

like “significant investment” and “signifi-

cant bank function” and, instead, focus-

ing on variable risk-based characteristics.

The Federal Banking Agencies incorpo-

rated concepts from OCC FAQs 7, 8, and

9 into the Final Third-Party Guidance,

noting that banking organizations my as-

sign criticality either by relationship or by

activity so long as a sound methodology

is utilized.

E Reiterating that the Final Third-Party

Guidance is relevant to all banking orga-

nizations, including community banks,

and incorporating concepts from FAQs 5,

6, 7, and 9.

E Emphasizing that the Final Third-Party

Guidance adopts a principles-based ap-

proach to risk management rather than a

more rigid prescriptive approach, includ-

ing by noting that certain traditional bank-

ing arrangements (e.g., relationships with

customers) may, when viewed through a

principles-based approach, be altered

significantly and in novel ways where the

customer is a fintech or other type of

entity that presents enhanced risks that

merit a commensurate increase in risk

management processes.

E On diligence, the Federal Banking Agen-

cies restate that third-party relationships

vary by risk and scope and that not all

relationships require the same level of dil-

igence and risk management oversight;

however, the agencies specifically de-

clined to categorically place certain types

of third-party relationships in either a

reduced or heightened diligence and risk

category. Further, noting that many bank-

ing organizations may beneficially utilize

third parties to supplement their diligence

or information gathering efforts, the Fed-

eral Banking Agencies emphasize that

such collaborative efforts do not abrogate

the responsibility of the banking organi-

zation to manage its third-party relation-

ships in a safe and sound manner.

E The Final Third-Party Guidance removes

the term “critical subcontractor” and in-

stead restates and clarifies that all third-

party activities should be evaluated based

on the potential risk to the banking orga-

nization, and banking organizations

should evaluate if, how, and to what ex-

tent a third-party’s use of subcontractors

adds additional risks to the banking

organization.

E The Federal Banking Agencies also incor-

porated concepts from OCC FAQs 6 and
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26, clarifying that oversight and account-

ability should occur organically through-

out the risk management life cycle.

E The Final Third-Party Guidance also fur-

ther distinguishes between board and

management responsibilities “to avoid the

appearance of a prescriptive approach to

the board’s role in the risk management

life cycle, while still emphasizing that the

board has ultimate oversight responsibil-

ity to ensure that the banking organiza-

tion operates in a safe and sound manner

and in compliance with applicable laws

and regulations.”13

You can access the Final Third-Party Guid-

ance here: https://www.federalregister.gov/doc

uments/2023/06/09/2023-12340/interagency-g

uidance-on-third-party-relationships-risk-mana

gement#citation-6-p37921.

CFPB Report Reviews Financial
Institution Use of Chatbot Technology

On June 6, 2023, the CFPB published an is-

sue spotlight report on financial institutions’

increasing use of artificial intelligence for

customer service and the risks this presents to

consumer financial services (the “Chatbot

Technology Report”).14 The CFPB notes in the

Chatbot Technology Report that financial insti-

tutions are increasing their use of technologies

in customer service that simulate human-like

responses with computer programming—com-

monly referred to as “chatbots.” According to

the report, each of the 10 largest commercial

banks in the U.S. have used chatbots to interact

with customers.15 The CFPB reports that ap-

proximately 37% of the U.S. population inter-

acted with a bank’s chatbot technology in 2022,

and more people are expected to make these

interactions as banks shift to implement more

sophisticated technologies.16

Financial institutions utilize chatbots for cost

efficiencies and to provide consumers with

more immediate answers to common questions;

however, the Chatbot Technology Report notes

that chatbot technology may not be able to

solve a consumer’s complex or novel problems.

Chatbots can struggle to recognize or resolve a

consumer’s concern or dispute since chatbots

are limited to system information that does not

allow for further research or more flexible re-

sponses that are outside of the technology’s data

inputs.

The Chatbot Technology Report also high-

lights the risks posed by the use of chatbots.

First, the CFPB highlights that financial institu-

tions can risk noncompliance with consumer

financial protection laws by using chatbot

technology if chatbots are unable to recognize

when consumers are invoking rights under

federal law, and chatbots can fall short of data

and privacy protection standards. Second, with

chatbot use, financial institutions risk the trust

that consumers have with these institutions as

consumers may continually be unable to receive

meaningful help from the technology. Lastly,

financial institutions risk harm to consumers if

chatbot technology provides incorrect or insuf-

ficient information that is based on unreliable

data and consumers rely on this faulty informa-

tion as true.

You can access the Chatbot Technology Re-

port here: https://www.consumerfinance.gov/d
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ata-research/research-reports/chatbots-in-consu

mer-finance/chatbots-in-consumer-finance/.

CFPB Publishes Spring Rulemaking
Agenda, including Increased Regulatory
Reach over Non-Bank Entities

On June 13, 2023, the Office of Information

and Regulatory Affairs released the Spring

2022 Unified Agenda of Regulatory and De-

regulatory Actions (the “Rulemaking

Agenda”),17 which includes contributions from

the CFPB setting forth the matters the CFPB

reasonably anticipates having under consider-

ation during the period from June 1, 2023, to

May 31, 2024.18 There are seven items on the

CFPB’s agenda in the Pre- or Proposed Rule

Stage, including: (i) overdraft fee rulemaking,

(ii) fair credit reporting act rulemaking, (iii)

rulemaking regarding fees for insufficient

funds, (iv) required rulemaking on personal

financial data rights, (v) amendments to FIR-

REA concerning automated valuation models,

(vi) property assessed clean energy financing

rulemaking, and (vii) a new addition to the

Rulemaking Agenda related to the supervision

of larger participants in consumer payment

markets (the “Larger Participants Rule”).19

Section 1024 of the Dodd-Frank Wall Street

Reform and Consumer Protection Act (the

“Dodd-Frank Act”) granted the CFPB the au-

thority to exercise supervision over certain

covered nonbank entities—those considered

“larger participants” in certain markets—for

compliance with federal consumer financial

laws.20 According to the abstract for the pro-

posed Larger Participants Rule, the CFPB plans

to use its authority under Section 1024 to define

larger participants in markets for consumer

payments.

You can access the CFPB’s Spring Rulemak-

ing Agenda here: https://www.reginfo.gov/publ

ic/do/eAgendaMain?operation=OPERATION_

GET_AGENCY_RULE_LIST&currentPub=tr

ue&agencyCode=&showStage=active&agency

Cd=3170&csrf_token=ED8211BCD3D1ED5A

4184195F471119BD0F45484413043A52E1C

57E4350B792C576C0DC108CC3BCDB1E73

F275BD1093D467CC.

CISA to Propose New Ransomware
Payment Reporting Rule

On June 13, 2023, the Cybersecurity and

Infrastructure Security Agency (“CISA”), an

agency of the Department of Homeland Secu-

rity (“DHS”), announced in the Rulemaking

Agenda its expectation to propose new rules to

implement the Cybersecurity Incident Report-

ing for Critical Infrastructure Act of 2022

(“CIRCIA”). CIRCIA requires “covered enti-

ties” (i) to report “significant cyber incidents”

to CISA not later than 72 hours after the covered

entity reasonably believes that the incident has

occurred, and (ii) to report the payment of

ransoms related to cyber incidents not later than

24 hours after the payment has been made, pur-

suant to rules that must be proposed by the

Director of CISA by March 2024.21 CIRCIA

defines “covered entities” as entities in the crit-

ical infrastructure sector22 that satisfy the fur-

ther definition to be provided in the forthcom-

ing rules.

You can read the abstract of the proposed rule

in the Rulemaking Agenda here: https://www.r
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eginfo.gov/public/do/eAgendaViewRule?pubI

d=202304&RIN=1670-AA04.

CFPB, HHS, and Treasury Issue Request
for Information on Medical Payment
Products

On July 12, 2023, the CFPB, the United

States Department of Health and Human Ser-

vices (“HHS”), and the United States Depart-

ment of Treasury (“Treasury”) published a

request for information regarding medical pay-

ment products (the “Medical Payments RFI”).23

The Medical Payments RFI requests informa-

tion from interested parties on “medical credit

cards, loans, and other financial products used

to pay for health care.”24 According to the

Medical Payments RFI, the CFPB, HHS, and

Treasury seek to understand how “these prod-

ucts may allow health care providers to operate

outside of a broad range of patient and con-

sumer protections” and “whether these products

may contribute to health care cost inflation,

displace hospitals’ provision of financial assis-

tance, lead patients to pay inaccurate or inflated

medical bills, increase the amount patients must

pay due to financing costs, or otherwise harm

patients’ mental, physical, and financial well-

being, including through downstream credit

reporting and debt collection practices.”25

The Medical Payments RFI poses a series of

market-level questions, questions posed to

individuals, and CFPB, HHS, and Treasury

specific questions. According to the CFPB, re-

sponses to the Medical Payments RFI will be

used to shape policy options to protect consum-

ers of medical services.

You can access the Medical Payments RFI

here: https://www.federalregister.gov/documen

ts/2023/07/12/2023-14726/request-for-informa

tion-regarding-medical-payment-products.

Federal Reserve Publishes Master
Accounts and Services Database

On June 16, 2023, the Board of Governors of

the Federal Reserve System (the “Board”)

published a new Master Account and Services

Database (the “Master Account Database”) that

provides public access to a searchable database

of financial institutions that have requested ac-

cess to Federal Reserve master accounts and

financial services (“Master Accounts”). The

Master Account Database has two components:

an existing Master Accounts database; and a

requested Master Accounts database.26 The

Board will update each database on a quarterly

basis.27

You can access the Master Account Database

here: https://www.federalreserve.gov/payments

ystems/master-account-and-services-database-

about.htm.

LITIGATION AND
ENFORCEMENT
DEVELOPMENTS

FTC Issues Final Order Requiring
Mastercard to Stop Blocking Competing
Debit Card Payment Networks in
Tokenized Transactions

On May 30, 2023, the Federal Trade Com-

mission (the “FTC”) finalized a consent order

(the “FTC Final Order”)28 with Mastercard

Incorporated (“Mastercard”) enjoining Master-

card from using debit card tokenization prac-

tices to violate the Durbin Amendment to the
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Dodd-Frank Wall Street Reform and Consumer

Protection Act of 2010 and its implementing

regulation, Regulation II (collectively referred

to herein as the “Durbin Amendment”).29 The

FTC Final Order mirrors the proposed order

into which the FTC and Mastercard condition-

ally entered on December 23, 2022, as part of

the initial consent agreement addressing the

issue. In the FTC’s complaint against Master-

card (the “FTC Complaint”), the FTC alleged

that Mastercard unlawfully suppressed compe-

tition in violation of the Durbin Amendment by

preventing merchants from being able to route

card not present transactions initiated using

debit cards tokenized by Mastercard to alterna-

tive payment card networks.30

The Durbin Amendment, in relevant part,

prohibits payment card network exclusivity

with respect to debit cards (including tokens)

by: (i) prohibiting debit card issuers and pay-

ment card networks from directly or indirectly

limiting the number of networks on which a

debit transaction can be processed to less than

two unaffiliated networks, (ii) requiring debit

card issuers to enable at least two unaffiliated

networks on each debit card, and (iii) prohibit-

ing payment card networks from limiting an is-

suer’s ability to contract with any other

network.31 Additionally, the Durbin Amend-

ment prohibits an issuer or payment card net-

work from “inhibiting a merchant’s ability to

choose which network enabled for the debit

card is used to process a given transaction.”32

Mastercard network rules require that debit

card primary account numbers (the “PANs”)

must be tokenized before they may be loaded

into “ewallets” such as Apple Pay, Google Pay,

and Samsung Wallet.33 Virtually all tokeniza-

tion services necessary for meeting this require-

ment with respect to Mastercard debit cards are

performed by Mastercard. In order for a pay-

ment transaction initiated with a token to be

processed by a payment card network, the pay-

ment token must be “detokenized” whereby the

token used to initiate the transaction is con-

verted back to the debit card PAN. As the

provider of tokenization services for debit cards

issued on its network, Mastercard maintains a

“token vault” that contains both debit card us-

ers’ tokens and their corresponding PANs, and

access to this token vault is necessary for

detokenization and transaction processing.

In the FTC Complaint, the FTC alleged that

Mastercard violated the Durbin Amendment by

refusing to detokenize card not present (ecom-

merce) transactions for routing to and process-

ing by non-Mastercard networks.34 According

to the FTC, Mastercard’s refusal to detokenize

ecommerce transactions for other networks

forced “card-not-present ewallet transactions

made with Mastercard-branded debit cards to

Mastercard . . . to the detriment of competing

. . . networks, merchants, and ultimately

consumers.”35 The FTC Complaint alleged that

this practice by Mastercard violates the Durbin

Amendment by inhibiting merchants’ ability to

route ewallet ecommerce transactions to any

network enabled on the debit card.

While Mastercard does not concede that any

of its actions detailed in the FTC Complaint

violated the Durbin Amendment, the FTC Final

Order requires Mastercard to provide compet-

ing networks with the customers’ PANs to

detokenize ewallet card-not-present transac-
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tions when such networks receive tokens to pro-

cess debit card payments.36 The FTC Final Or-

der also bans Mastercard from taking any action

to prevent competitors from providing their

own payment token service or offering tokens

on Mastercard-branded debit cards.37

You can access the FTC Complaint and FTC

Order here: https://www.ftc.gov/system/files/ft

c_gov/pdf/2010011C4795MastercardDurbinOr

der.pdf.

PayPal Files New Motion to Challenge
CFPB Prepaid Accounts Short-Form Fee
Disclosure Rule

On May 26, 2023, PayPal Inc. (“PayPal”)

filed a motion to renew its challenge to the

short-form disclosure requirements of the regu-

lations related to prepaid accounts (the

“Prepaid Rule”) promulgated by the CFPB as

part of Regulation E.38 The CFPB also filed a

motion disputing PayPal’s claims and request-

ing summary judgement.39

In 2020, PayPal sued the CFPB, challenging

the short-form disclosure requirements of the

Prepaid Rule on statutory, administrative, and

constitutional grounds. The United States Dis-

trict Court for the District of Columbia (the

“DC District Court”) did not rule on PayPal’s

administrative and constitutional claims be-

cause it held that PayPal succeeded in its statu-

tory claim that the Prepaid Rule’s short-form

disclosure requirements exceeded the CFPB’s

authority under the Electronic Fund Transfer

Act (“EFTA”).40 Specifically, the DC District

Court agreed with PayPal’s claim that the

CFPB had made mandatory the use of a short-

form model clause under the Prepaid Rule

while the EFTA did not authorize the CFPB to

issue mandatory model clauses that dictate

form, structure and content.41 The DC District

Court concluded that the CFPB is only permit-

ted under the EFTA to offer optional model

forms and clauses.42 However, on February 3,

2023, the United States Court of Appeals for

the District of Columbia (the “DC Circuit”)

overturned the DC District Court’s ruling, find-

ing that the Prepaid Rule did not mandate the

use of model clauses as part of the short-form

disclosure requirements.43 The DC Circuit

Court determined that the CFPB’s short-form

disclosure model clause was not a “mandatory

model clause” because the CFPB did not re-

quire the use of specific, copiable language

from the model form and remanded the case to

the DC District Court for rulings on PayPal’s

constitutional and administrative claims.44

In its new motion, PayPal requests summary

judgment arguing that the Prepaid Rule’s short-

form disclosure requirements violate PayPal’s

First Amendment rights and that the CFPB

violated the Administrative Procedure Act

when it implemented the rule in 2019.

Specifically, PayPal argues that the short-

form disclosure requirement violates PayPal’s

First Amendment rights because it imposes lim-

itations on PayPal’s commercial speech without

the CFPB having shown that the mandated

Prepaid Rule language is both reasonably re-

lated to the CFPB’s interest in preventing the

deception of consumers and not unjustified or

unduly burdensome (the standard for restrict-

ing commercial speech).45 PayPal argues that

the CFPB’s requirements do not meet those

standards and in fact, force PayPal to make
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statements likely to confuse and mislead con-

sumers while also prohibiting the company

from clearing up the resulting confusion.46 In

its own motion, the CFPB disputes those claims

and asserts that laws which compel commercial

speech are subject to more lenient standards and

only need to be reasonably related to a govern-

ment interest and not unduly burdensome.47

In support of its administrative claims, Pay-

Pal argues that the CFPB failed to perform an

appropriate cost-benefit analysis when it ap-

plied the Prepaid Rule’s short-form disclosure

requirements to digital wallets and that the

requirements as applied to digital wallets are

arbitrary and capricious.48 Under the Adminis-

trative Procedure Act (“APA”), the CFPB is

required to consider the costs and benefits of all

regulations it proposes. PayPal argues that the

CFPB’s considerations of the costs and benefits

of the Prepaid Rule as applied to prepaid prod-

ucts like General Purpose Reloadable Cards

cannot apply to digital wallets and a separate

analysis would have to be undertaken.49 In their

corresponding motion, the CFPB contends that

while digital wallets were not a major focus of

their cost-benefit analysis, such applications

were considered thoroughly.

The case before the DC Circuit is PayPal Inc.

v. CFPB, No. 21-5057. You can access the

docket here: https://ecf.dcd.uscourts.gov/cgi-bi

n/DktRpt.pl?213550.

Putative Class Sues Walmart Over
Fraudulent Money Transfers Facilitation

On June 9, 2023, a putative class of plaintiffs

(the “Walmart Plaintiffs”) filed suit against

Walmart, Inc. (“Walmart”) alleging that Wal-

mart failed to take timely and effective mea-

sures to detect and prevent fraud in connection

with the processing of money transfers origi-

nated at its store locations, allowing fraudsters

to perpetrate their schemes on unsuspecting

Walmart customers.50 The suit adopts the same

general factual allegations brought by the FTC

against Walmart in its suit against the company

for violations of the Federal Trade Commission

Act.

In addition to its typical retail services,

Walmart provides financial services to consum-

ers, including money transfers, credit cards,

reloadable debit cards, check cashing, and bill

payments and acts as an agent for multiple

money transfer services, including Money-

Gram, Ria and Western Union.51 The FTC has

alleged, and now the Walmart Plaintiffs allege,

that Walmart failed to address the risk of fraud-

ulent transfers arising from its provision of

these services despite being aware of telemar-

keting and other mass marketing frauds that

direct consumers to utilize Walmart’s money

transfer services. Further, the FTC has alleged,

and now the Walmart Plaintiffs allege, that

Walmart failed to comply with two prior court

orders obtained by the FTC against Walmart

requiring, among other things, the establish-

ment of comprehensive anti-fraud programs

covering employee training, consumer warn-

ings, and reasonable detection and investiga-

tion protocols. Walmart’s failure to interdict the

fraudsters has, according to the Walmart Plain-

tiffs, resulted in substantial injury to the Wal-

mart Plaintiffs.

The named plaintiff in the case was duped by

a scheme in which fraudsters promised to pay
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her $700 per month to place an advertisement

on her vehicle. She was then overpaid for the

first month of service in the amount of $5,200.

When the fraudsters called to confirm that she

received the check, she was directed to deposit

the check, but to send back $4,500 to correct

the overpayment using Walmart’s money order

services. The check bounced, but the money or-

der was gone.

The Walmart Plaintiffs accuse Walmart of (i)

breach of the covenant of good faith and fair

dealing, (ii) violations of Illinois’ Consumer

Fraud and Deceptive Business Practices Act,

and (iii) violations of the EFTA. The Walmart

Plaintiff’s EFTA claim rests on the assertion

that the funds transfers were unauthorized.

The case before the Northern District of Illi-

nois is Ayala-Bland v. Walmart, Inc., No. 1:23-

cv-03650. You access the docket report here: ht

tps://ecf.ilnd.uscourts.gov/cgi-bin/DktRpt.pl?

434363.

Wyoming District Court Denies
Wyoming’s Motion to Intervene in
Custodia’s Master Account Dispute

On May 17, 2023, the United States District

Court for the District of Wyoming (the “Wyo-

ming District Court”) denied the state of Wy-

oming’s motion to intervene (the “Intervention

Motion”) in the ongoing case between Custodia

Bank, Inc. (“Custodia”) and the Board and the

Federal Reserve Bank of Kansas City (the

“FRBKC,” together the “Defendants”).52 The

Wyoming District Court summarized the cen-

tral issue in Custodia’s case as being whether

“Defendants have a non-discretionary duty to

grant” Custodia’s application for a Federal

Reserve master account (a “Master Account”).53

Custodia organized as a Wyoming state-

chartered special purpose depository institution

(“SPDI”) with the intent of providing a limited

set of banking services focused on payment ser-

vices and crypto-asset custody.54 Thereafter

Custodia applied to the Board for membership

in the Federal Reserve System and to the

FRBKC for a Master Account. Custodia alleges

that the Board, in coordination with the White

House, intervened in Custodia’s application

with the FRBKC for a Master Account, directed

the denial of the Master Account application,

and denied Custodia’s membership in the Fed-

eral Reserve System, in a broad and coordinated

effort to restrict the expansion of crypto-asset

related products and services in the banking

industry for state-chartered institutions. On

March 24, 2023, the Board released the full text

of its order, dated January 27, 2023, denying

Custodia’s application for membership in the

Federal Reserve System (the “Membership

Order”).55 The Board’s release of the full text of

the Membership Order followed Custodia’s fil-

ing of an amended complaint on February 28,

2023 (the “Amended Complaint”)56 in the case.

In the Membership Order, the Board expounded

on its reasons for denying Custodia Federal

Reserve membership, including, in part, con-

cerns over the “untested nature” of Wyoming’s

SPDI regulatory regime.

The Attorney General of the State of Wyo-

ming filed the Intervention Motion on April 13,

2023, noting that the “tenor of the dispute . . .

appears to include, in part, a debate over Wy-

oming’s regulation of [SPDIs]” and arguing

that “to the extent that [the Board’s and the

FRBKC’s] decisions and interpretations of

federal law, and Wyoming’s SPDI statutes and
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regulations, question or challenge Wyoming’s

legal framework, the Attorney General is seek-

ing leave to intervene in the defense of that

framework.”57

In its order denying the Intervention Motion,

the Wyoming District Court stated that allow-

ing Wyoming to intervene “would unnecessar-

ily expand this case from statutory construction

to one that involves what the Defendants are al-

lowed to consider and further analysis into the

sufficiency of Wyoming’s statutory

framework.”58 Specifically, the Wyoming Dis-

trict Court held that the court need only analyze

whether the Defendants had a mandatory duty

to grant Custodia a Master Account and that al-

lowing Wyoming to intervene would unneces-

sarily force the court to “delve into any collat-

eral issues such as the sufficiency of the

Wyoming legal framework or the dual banking

system as a whole.”59

Furthermore, the Wyoming District Court

held that Wyoming failed to assert a valid claim

for relief. Wyoming asserted in its Intervention

Motion that the Defendants “violated 12

U.S.C.A. § 248a(c)(2) [by] acting inequitable

toward Wyoming SPDI Banks;”60 however, the

Wyoming District Court held that Section 248a

does not provide plaintiffs with a claim for in-

equitable treatment and no other basis for juris-

diction exists for the court to preside over a

claim premised on 248a.61

While the Wyoming District Court denied

Wyoming’s Intervention Motion, it specifically

noted that Wyoming has already and may con-

tinue to supplement or file an amended amicus

brief addressing the new issues in which it

argues it has an interest.62

On June 8, 2023, the Wyoming District Court

granted the Defendants’ motion to dismiss

solely with respect to Custodia’s Mandamus

Act claim against the Board, holding that relief

under the Mandamus Act is unavailable because

the APA provides an adequate remedy. The

court denied the remainder of the Defendants’

motion to dismiss with respect to all other

claims.

The case before the United States District

Court for the District of Wyoming is Custodia

Bank, Inc. v. Federal Reserve Board of Gover-

nors et al., No. 22-CV-00125. You can access

the docket here: https://ecf.wyd.uscourts.gov/c

gi-bin/DktRpt.pl?61107.

PayServices Bank Sues San Francisco
Federal Reserve Bank Over Master
Account Denial

On June 27, 2023, PayServices Bank (“Pay-

Services”) filed a complaint (the “PayServices

Complaint”) against the Federal Reserve Bank

of San Francisco (“FRBSF”) over the FRBSF’s

denial of its application for a Master Account.63

PayServices, a provisionally approved Idaho

state-chartered bank, proposes to be a non-

lending bank focused on facilitating payments

related to the international trade of commodi-

ties for small to medium sized enterprises. Ac-

cording to the PayServices Complaint, the bank

would release transaction funds only after its

process and technology solution confirmed that

the physical commodities had been verified by

governmental customs agencies. According to

the PayServices Complaint, the FRBSF denied

PayServices’ application for a Master Account

because the bank’s line of business is novel,
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unproven, and presents an undue risk to the

FRBSF. PayServices argues that its business

model is not novel, but simply focused on spe-

cialized transactions and, further, that any risk

to the FRBSF is negligible because PayServices

does not offer credit products, does not allow

negative account balances, and only processes

payment transactions upon the delivery of

goods and verification by customs agents.64

PayServices argues that the Depository Insti-

tutions Deregulation and Monetary Control Act

(DIDMCA) mandates that “[a]ll Federal Re-

serve bank services . . . shall be available to

nonmember depository institutions” and thus

the FRBSF had a nondiscretionary duty to is-

sue PayServices a Master Account.65 PaySer-

vices seeks relief under the APA arguing that

the FRBSF is an “agency” within the meaning

of the APA because it exercises substantial

delegated authority from the Board and is

subject to supervision by the Board, which is

itself an “agency” subject to the APA’s judicial

review provisions.66 PayServices also seeks

relieve under the Mandamus Act arguing that

the President of the FRBSF is an officer of the

United States, and the Due Process Clause of

the Fifth Amendment to the U.S. Constitution

arguing that PayServices has a protectible prop-

erty interest in a Master Account which it was

deprived of without procedural and substantive

due process.67

The case before the United States District

Court for the District of Idaho is PayServices

Bank v. Federal Reserve Bank of San Fran-

cisco, No. 1:23-cv-00305. You can access the

docket here: https://ecf.idd.uscourts.gov/cgi-bi

n/DktRpt.pl?52494.

FTC Files Amended Complaint in Walmart
Fraudulent Money Transfers Facilitation
Case

On June 30, 2023, the FTC filed an amended

complaint (the “Amended FTC Complaint”) in

the United States District Court for the Northern

District of Illinois against Walmart, Inc. (“Wal-

mart”) for its alleged failure to take timely and

effective measures to detect and prevent fraud

in connection with the processing of money

transfers originated at its store locations, allow-

ing fraudsters to perpetrate their schemes on

Walmart customers.68 Specifically, the

Amended FTC Complaint augments a previous

complaint filed by the FTC in June 2022 alleg-

ing violations of the FTC Act and the Telemar-

keting Sales Rule (“TSR”).

The court previously dismissed, without prej-

udice, the FTC’s allegation that Walmart vio-

lated the TSR by failing to address the risk of

fraudulent cash-to-cash money transfers

(“Fraudulent Transfer Risk”) arising from its

provision of money transfer services despite be-

ing aware of telemarketing and other mass

marketing frauds that direct consumers to uti-

lize Walmart’s money transfer services.69 In the

Amended FTC Complaint, the FTC provides

the court with additional arguments responding

to the court’s dismissal of its allegation that

Walmart violated the TSR (the “TSR Allega-

tion Dismissal”).

The FTC claims that Walmart violated the

TSR by failing to address the Fraudulent Trans-

fer Risk, thereby providing “substantial assis-

tance or support” to the telemarketers who com-

monly induced consumers to pay for goods or

services through the use of false or misleading
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statements and accepted cash-to-cash money

transfers as payments for goods or services of-

fered through telemarketing.70

The TSR Allegation Dismissal stated that the

FTC’s TSR allegations against Walmart failed

because the FTC neither plead facts sufficient

to establish an underlying violation of the TSR

as to which Walmart provided substantial assis-

tance nor plead facts sufficient to establish that

Walmart knew, or consciously avoided know-

ing, of such schemes thereby providing substan-

tial assistance to the fraudsters.71

The TSR bans the use of cash-to-cash money

transfers in all telemarketing transactions,72 and

in the Amended FTC Compliant, the FTC al-

leged that the following facts show that Wal-

mart provided substantial assistance to

fraudsters:

i. Between 414-1,400 Walmart employ-

ees needed training to help them iden-

tify fraud and suspicious activity,73 and

Walmart’s failure to provide such train-

ing “allowed employees to become

complicit in the frauds”;74

ii. Despite receiving notice of practices

that the FTC expects money transferers

to take when processing cash-to-cash

transactions, Walmart failed to imple-

ment changes to its practices until years

following receipt of the notice;75

iii. Walmart’s money transfer partners have

suspended Walmart from processing

orders on multiple occasions for Wal-

mart’s noncompliance with their inter-

nal policies, which comply with the

TSR;76

iv. Walmart knew of the high potential for

fraud and failed to properly warn con-

sumers by posting warning signs or is-

suing brochures or pamphlets about

consumer fraud;77

v. Walmart failed to prevent transfers

exhibiting traits characteristic of fraud,

such as high dollar amounts, back-to-

back transfers, transfers to high-risk

countries known for fraud, transfers be-

tween senders and receivers with no ap-

parent relationship, transfers fitting the

pattern of known money transfer scams,

consumers switching between money

transfer systems, and transfers involv-

ing first-time senders;78 and

vi. Walmart has consciously avoiding

knowing about its own employees’ in-

volvement in fraudulent cash-to-cash

money transactions.79

The FTC is seeking a permanent injunction

to prevent future violations of the FTC Act and

TSR by Walmart in connection with money

transfers.

The case before the U.S. District Court for

the Northern District of Illinois is Federal

Trade Commission v. Walmart Inc., Case No.

1:22-cv-3372. You can access the docket here:

https://ecf.ilnd.uscourts.gov/cgi-bin/DktRpt.pl?

416367.
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