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Privacy Notice for Employees and Shareholders
29 March 2019 (Updated September 2021)
Personal data relating to you, as an employee or a shareholder, is held under the provisions of the EU General Data Protection Regulation (“GDPR”) and any other applicable laws or legislation.
I. How your information will be used
1. Greenberg Traurig, LLP1 (hereinafter “we” or “the Firm”) needs to collect, use, share and process data about you for recruitment and employment related purposes. For purposes of this Privacy Notice, any reference to “employee” and “employment” shall also include shareholders and the relationship between a shareholder and the Firm.
2. The information we hold and process will be used for our employee management and administrative use only. We will keep and use it in connection with the administration and operation of HR-related functions and the technical systems and infrastructure which support those functions and to manage our relationship with you effectively, lawfully and appropriately, during the recruitment process, while you are working for us and, to the extent permitted, after termination of employment. This includes using personal data to enable us to comply with the employment contract, to comply with any legal requirements, pursue the legitimate interests of the Firm and protect our legal position in the event of legal proceedings. Where we require personal data to comply with legal or contractual obligations, then provisions of such information is mandatory:  if such information is not provided, then we will not be able to manage the employment relationship, or to meet obligations placed on us. In all other cases, provision of requested personal data is optional.
3. If in the future we intend to process your personal data for a purpose other than that for which it was collected we will provide you with information on that purpose and any other relevant information.
4. As a firm pursuing legal activities, we may sometimes need to process your data to pursue our legitimate business interests, for example to prevent fraud, administrative purposes or reporting potential crimes and if required we will obtain your prior consent. 
5. Much of the information we hold will have been provided by you, but some may come from other internal sources, such as your colleagues, or in some cases, external sources.
II. Personal data we may collect from you
1. Personal data is information that can be used to directly or indirectly identify you. Personal data also includes anonymous information that is linked to information that can be used to directly or indirectly identify you. Personal data does not include information that has been irreversibly anonymized or aggregated so that it can no longer enable us, whether in combination with other information or otherwise, to identify you. The sort of personal data we hold includes: 
Identifying and indicative information such as:  
1. Name; 
1. Date and place of birth;
1. Gender;
1. Citizenship;
1. Marital status;
1. Permanent/temporary address; 
1. Professional phone number; 
1. Professional mobile number;
1. Home phone number;
1. Private mobile phone number;
1. Home address;
1. E-mail address;
1. ID number, tax number, social security number, SRA number;
1. Pension fund, private pension fund;
1. Bank account number and other account where employee’s salary and other payments are deposited; and
1. Photos.
Job information such as:
1. Job title/position;
1. Job description;
1. Photo;
1. Original employment contract, contract modifications;
1. Start date, end date;
1. Probation period start date, end date;
1. Supervisor /name of direct report;
1. Department code; 
1. Working time, time allocation;
1. Holidays, sick leaves and leave of absence information;
1. Employment agreement terms and conditions, including non-compete obligations; and
1. Business directory information, such as title, office location, work assigned fax and telephone number(s) (fixed line and mobile) and work assigned email address(es).
Security information such as:
1. UserID and passwords used by an employee to access the Firm’s premises, computer or telecommunications network; and
1. Internet Protocol (IP) address of the desktop, laptop or other devices used by or on behalf of an employee to access the Firm’s computer or telecommunications network onsite or through a remote connection.
Compensation and benefits related information such as:
1. Gross salary, net salary (including currency);
1. Non-cash compensation (including equity awards);
1. Other Firm benefits;
1. Bonus;
1. Salary advances;
1. Salary changes;
1. Expense reports; and
1. Other documents required to confer special benefit status, such as information concerning pregnancy status and age of children, etc. where applicable.
Job qualifications and performance information such as:
1. Highest education;
1. Competences, employment certificate;
1. Professional and other certifications;
1. Court admissions;
1. Performance review, mid-year review;
1. Promotions; and
1. Other information concerning performance, career plans, conduct or other disciplinary matters and, where permissible, breach of Firm policies.
Miscellaneous information such as:
1. Emergency contact and Firm benefit beneficiaries;
1. CV;
1. Personal datasheet;
1. Work permit, resident permit if applicable and other immigration information if necessary;
1. [Union affiliation, if voluntarily declared, or if you have asked us to make payments to trade unions on your behalf;] 
1. Information we obtain (directly or through a service provider/governmental authority) when conducting a background check and criminal history information when required by law;
1. Information about any disciplinary investigations and proceedings;
1. Phone, written and electronic communications where permissible;
1. Private/personal messages, i.e. electronic communications, voicemails, text messages, computer files, personal files, photos or other files that you store on Firm devices; and
1. Copy of form of identification, as and where provided. 
2. Where necessary, we may keep information relating to your health, which could include reasons for absence. This information will be used in order to comply with our health and safety and occupational health obligations – to consider how your health affects your ability to do your job and whether any adjustments to your job might be appropriate. We will also need this data to administer and manage statutory and Firm sick pay, including input to externally managed HR/payroll systems and any applicable private health insurance or life assurance providers or brokers.
3. During the COVID-19 pandemic, we are legally obliged to take steps to guarantee the health and safety of the users of the London Office, and obliged to respect the needs and wishes of those who may be more vulnerable but nevertheless wish to return to normal office life.  For these purposes we will collect and process specific information relating to your health including the results of tests you provide and your vaccination status.  This personal data will be kept confidentially within GT systems in the UK, in encrypted form.  It will only be accessible by those GT business leaders with a direct business need to access such information.  We will retain this information for as long as necessary to comply with our legal obligations, and/or resolve legal claims.
4. Where we process special categories of information relating to your racial or ethnic origin, political opinions, religious and philosophical beliefs, trade union membership, biometric data or sexual orientation, we will always obtain your explicit consent to those activities unless this is not required by law or the information is required to protect your health in an emergency. 
5. Where we are processing data based on your consent, you have the right to withdraw that consent at any time. 
6. In addition, we monitor computer, telephone and mobile telephone use, as detailed in our Computer and Internet Use Policy available in the Firm intranet here: http://gt2-dashboard/GTPolicies/index.htm#/pv/?pid=15. We also keep records of your hours of work by way of Intapp Time – DTEAxiom program, and monitor passcard use. CCTV is in operation at some locations on our office floor for the purpose of security and investigating crime.
III. Processing of your personal data	
We use personal data only for the legitimate interest of the Firm as it relates to (a) the Firm’s management and administrative purposes; (b) the Firm’s business and ethical responsibilities to its clients and potential clients in the request for proposal process and to the court systems of the countries in which it operates or where it represents its clients; (c) in connection with the administration and management of its workforce; and (d) as part of its employment or contractual relationship with its employee.
We collect, store, use, manage, or otherwise process certain special categories of data only if this is necessary for carrying out our obligations and exercising specific rights of the Firm as authorised by the laws of the applicable country where an employee resides, and in this respect, we exercise reasonable efforts to provide appropriate safeguards for the fundamental rights and the interests of the individuals concerned.
The Firm processes your personal data for the following purposes:
1. As required to establish and perform the employment contract, to maintain or terminate the employment relationship and to enable you to perform your job. This includes recruiting and hiring and administration of payroll and benefits and applicable local, national and international tax schemes (including as to wages, income, social welfare contributions and treaty benefits), absence, compensation, performance and talent management, training and leadership development, award recognition, employee surveys, appraisal forms, retirement plans, administration of non-cash compensation, expense management and professional travel and as required by us to enable our business, in particular to allow us to make use of centralised group systems and functions, including: 
· Systems relating to career and succession planning, administering employee contracts, employee evaluations or appraisals, implementing employee-related actions and obligations and calculating and providing employment benefits, bonuses and compensation;
· Systems relating to internal communications, including intranet and Firm directory systems, permitting the Firm to share information with employees, and allowing employees to identify, exchange information, and communicate and work remotely with each other;
· Human resources case management and solution systems;
· The roll-out, management and, administration of the Firm’s conduct and associated training;
· Systems for human resources management and employee data management;
· Annual leave booking and approval systems;
· Systems relating to recruitment and hiring activities;
· Business continuity and disaster recovery systems;
· Tracking, reporting and managing ethics and compliance;
· Managing electronic discovery in connection with litigation;
· Finance and accounting relating systems, including expense and travel management systems, payment and administration of reimbursed employee expenses (i.e., non-payroll payments, management and the payment of certain independent contractors’ invoices and cheque issuance)
· Systems enabling enterprise collaboration including document management and sharing;
· Systems for managing and processing employee forms (e.g. service requests for IT equipment or building access and employee questionnaires);
· Incident management, technology requests, change management;
· Systems in support of employee/HR-related functions for project management and planning, finance and accounting;
· Compliance with applicable laws and protection of our legitimate business interests and legal rights, including, but not limited to, use in connection with legal claims, compliance, regulatory, investigative and disciplinary purposes (including disclosure of such information in connection with legal process or litigation) and other ethics and compliance reporting tools.
2. Some personal data will be transferred to our affiliates and contractors in other countries, including some outside the EU, including Greenberg Traurig P.A., a Florida Professional Corporation and Greenberg Traurig, LLP, a New York Limited Liability Partnership. Where applicable, we have entered into model contractual clauses. These model contractual clauses were adopted by the European Commission to provide adequate safeguards for the transfer of personal data to non-EEA countries that do not otherwise provide an adequate level of data protection. 
3. Where personal data is transferred to our affiliates in the US, the transfer is made on basis of the EU-US Privacy Shield. Privacy Shield is a framework for transfers of personal data designed by the US Department of Commerce and the European Commission to provide companies with a mechanism to transfer personal data for commercial purposes between the EEA and the US in compliance with data protection requirements.
4.  Personal data will be stored and processed manually and electronically through global systems and tools for the purposes listed above. Information contained in internal directories may be accessed on a worldwide basis. Other personal data will primarily be processed by employees of the HR, IT and finance, legal and facilities departments, where relevant and necessary. 
5. Personal data may be shared with government authorities and/or law enforcement officials if required for the purposes above, in connection with your employment, if mandated by law and if required for the legal protection of our legitimate interests in compliance with applicable laws. Personal data may also be shared with third party service providers, who will process it on behalf of the Firm for the purposes above. Such third parties include, but are not limited to, payroll service providers, IT service providers, travel agencies and travel service providers, banks, credit card companies, brokers, medical services and medical insurance providers, training providers, survey service providers, investigators, employee hotline administrators, data custodians, etc. 
6. The Firm has taken appropriate technical, administrative, physical and procedural security measures, consistent with local and international information practices, to protect the personal data from misuse, unauthorized access or disclosure, loss, alteration, or destruction. These measures include:
· Physical safeguards, such as locked doors and file cabinets, controlled access to our facilities.
· Technological safeguards, such as use of anti-virus and endpoint protection software, encryption, and monitoring of our systems and data centres to ensure compliance with our security policies. 
· Organizational safeguards, through training and awareness programs on security and privacy, to ensure employees understand the importance and means by which they must protect personal data, as well as through privacy policies and policy standards that govern how we treat personal data.
IV. Legal basis for the processing of personal data
If you reside within the EU, our processing of your personal data will be legitimized as follows: 
a. Whenever we require your consent for the processing of your personal data such processing will be justified pursuant to Article 6(1) lit. (a) GDPR. This article in the GDPR describes when processing can be done lawfully. 
b. If the processing of your personal data is necessary for the performance of a contract between you and us or for taking any pre-contractual steps upon your request, such processing will be based on Article 6(1) lit. (b) GDPR. If this personal data is not processed, we will not be able to perform under the contract with you. 
c. Where the processing is necessary for us to comply with a legal obligation, we will process your information on basis of Article 6(1) lit. (c) GDPR, for example complying with requirements of employment law. 
d. And where the processing is necessary for the purposes of our legitimate interests, such processing will be made in accordance with Article 6(1) lit. (f) GDPR, for example to detect fraud.
V. Retention of personal data
We will retain your personal data for as long as it is necessary to fulfill the purposes outlined in this notice unless a longer retention period is required or permitted by law.
Even though we may retain the personal data we collect from you as long as this is necessary or required, at any time you have the right to change how we use/collect your personal data unless we are required to retain this personal data by law or to comply with our regulatory obligations or to defend our own legitimate interests.
VI. Your rights 
1. We take reasonable steps to ensure that your personal data is accurate, complete, and up to date. According to applicable data protection laws and subject to the specific requirements provided therein, you have the right to request GT to access, correct, or delete the personal data that we collect, the right to request GT to restrict or to make a request to object to further processing of your personal data, and the right to request from GT to receive your personal data in a structured and standard format. If you have provided consent for the processing of your data you have the right to withdraw that consent at any time which will not affect the lawfulness of the processing before your consent was withdrawn.


2. There are instances where applicable laws or regulatory requirements allow us to refuse to provide, stop processing or delete some or all of the personal data that we maintain. In this case, we reserve the right to refuse to comply with your request.  We also reserve the right to refuse to act on a request that is manifestly unfounded or excessive (for example because it is repetitive) and/or to charge a fee that takes into account the administrative costs for providing the information or taking the action requested.
3. You have the right to lodge a complaint to the supervisory authority if you believe that we have not complied with the requirements of the GDPR with regard to your personal data.
VII. Contact details 
If you would like further information, if you have any concerns as to how your data is processed, or you would like to exercise one of your rights, you can contact any of the following people in the London office:
	Name
	Email
	Ext:

	Fiona Adams
	adamsf@gtlaw.com
	78878

	Naomi Feinstein
	feinsteinn@gtlaw.com
	78736

	Ewen Mitchell
	mitchelle@contract.gtlaw.com
	78896



Or send an email to the following address: privacyoffice@gtlaw.com;
Or call the Firm’s GDPR hotline (based in the US): 678-420-4150
Or, for requests to access your personal data, you can use the subject access form available on the intranet here: http://sp2013.gtlaw.com/team/security/SitePages/GDPRSubjectDataRequest.aspx
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