Interview

HIPAA, Legal Holds, and PHI:

Rachel Rose, J.D., M.B.A. With Sean McKenna, J.D., B.A.

achel Rose
(RR): Please
tell us a bit
about your
background.
Sean McKenna (SM): |
spent almost 16 years with
the federal government
handling healthcare fraud
matters, first with CMS, then
OIG-HHS, and my last ten
years were with DOJ in Dallas as a federal prosecutor. For the
last three-plus years, | have represented healthcare providers
and executives in enforcement actions varying from adminis-
trative, civil, and criminal matters, including advising clients on
fraud and abuse and HIPAA issues.

RR: Can you explain what a legal hold is and what types
of information healthcare providers and business associ-
ates may be required to maintain?

SM: Generally, a legal hold is the process used by companies and
executives to preserve all forms of relevant information with-

in the custody of certain persons or “‘custodians.” This usually
includes all relevant information, including electronic material or
“ESI” and protected health information (PHI), but limited only to
when litigation is “reasonably” anticipated. A legal hold also is
used for government investigations or other matters that require
a party to avoid spoliation of information. Cases where a legal
hold should be issued could be a medical malpractice action or
simply notice of an audit. Increasingly, notice is required when
there is a HIPAA breach or cyber-attack. The information typical-
ly requested is specific to a claim or action, but in government
investigations, the evidence to be preserved by the relevant
custodians is very broad. Such as medical records, billing claim
forms, and other documents that contain PHI. If that occurs, fed-
eral and state HIPAA and privacy laws are applicable. But it also
often includes other documents, such as contracts, emails, etc.
that do not include PHI and don’t implicate HIPAA.

RR: How long is the length of a legal hold in relation to
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items containing protected health information?

SM: A hold will be required and should be in effect if there is
current or anticipated litigation, an audit, or government investi-
gation. This includes documents that contain PHI. The scope of
the hold should be tailored to the nature of the issue. However,
time limits will depend on the length of the action or litigation
of any potential claim.

Be mindful that under HIPAA, there is an automatic obligation
to retain records for 6 years. It doesn’t require any legal process
since it involves PHI and a patient’s medical care. This obliga-
tion may be longer if a State privacy law is more expansive.

The other thing to remember is the concept of preservation
under a litigation hold. Information should be preserved under
a hold and not altered or deleted. Contrast that concept with

a covered entity’s obligation under HIPAA to amend a medical
record at the individual’s request. That request can be denied,
but there are specific requirements under HIPAA when a provider
denies an individual’s request that could run afoul of a litigation
hold.

RR: From your perspective, how important is it that enti-
ties that create, receive, maintain or transmit PHI have
policies and procedures, as well as the technology, to
preserve the PHI for the legal period of time?

SM: It is very important that entities adhere to the HIPAA
requirement of six years and the state law requirement, which
may be longer. A legal hold may extend the length of time that
the information needs to be preserved. In general, the recent
fines from HHS have hit inadequate policies and procedures
hard. So, make sure that both the policies and procedures and
adequate technology are in place.

RR: Even if a medical condition is at issue, the docu-
ments are public and no one’s insurance number, full
DOB, or SS number should be included.

SM: That's correct. During litigation, all parties have to balance
the individuals’ right to protect their PHI with resolution of the
conflict. That usually means painstaking efforts to thoroughly



review and redact the records, or the use of other legal processes
to protect the individuals. Under no circumstances in civil litiga-
tion should identifiable information be available to the general
public. Normally, a confidentiality or protective order is sought
and granted by the Court. But remember, the government can
rely on exceptions to HIPAA to obtain and use PHI in litigation.

RR: For sensitive information (e.g., substance abuse,
mental health, minors, rape, etc.), what should be
redacted and when is it appropriate for in camera
review?

SM: Good question since HIPAA addresses these issues different-
ly than normal PHI. ldentifying information should be redacted
always, unless it's a governmental entity. If PHI or identifying
information is crucial to the conflict,and no exception to a State
or HIPAA law applies, in camera review by the Court is appropri-
ate.

RR: Are there any other recommendations that you have
for persons who create, receive, maintain, or transmit
PHI?

SM: In this era, err on the side of caution. As enforcement
efforts in privacy increase, it is better to overprotect information.
Subsequently scale back the transmittal of PHI if prudence dic-
tates or you are compelled. Be thoughtful about how documents

are transmitted and kept, both between parties and from clients
and vendors, including attorneys. Vendors and law firms also
should know their obligations under HIPAA, and in some cases,
stricter state privacy laws.
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