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E-CoMMERCE AND INTERNET Law

37.05[5] Statutory Exclusions for Certain
Intellectual Property, Sex Trafficking,
Federal Criminal, and Other Claims

37.05[5][A] In General

Section 230(e) sets forth five separate provisions that ad-
dress the effect of the Good Samaritan exemption on other
laws, including four categories of exclusions from the CDA’s
broad scope and one provision that addresses the scope of
CDA preemption.

Where applicable, the Good Samaritan exemption ex-
pressly preempts inconsistent state laws' (but it does not
preempt those state laws that are consistent with its
provisions).?

Of the four categories of exclusions, three — for “[flederal

[Section 37.05[51[A]]

47 U.S.C.A. § 230(e)(3) (“No cause of action may be brought and no
liability may be imposed under any State or local law that is inconsistent
with this section.”).

>The statute does not “prevent any State from enforcing any State
law that is consistent with this section.” 47 U.S.C.A. § 230(e)(3); see gener-
ally supra § 37.05[1] (discussing Virginia and California code provisions
that create equivalent exemptions under state law). As stated in the stat-
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DEeramarioN, Torts aND THE CDA 37.05[51[A]
criminal statute[s,]”® “any law pertaining to intellectual prop-
erty,” and the federal Electronic Communications Privacy
Act® “or any similar State law™ — were included in the stat-
ute as originally enacted. The fourth category of exclusions,
which only applies to some of the immunity sections of the
CDA, was added by amendment in 2018 through enactment
of the Stop Enabling Sex Traffickers Act (SESTA) and Allow
States and Victims to Fight Online Sex Trafficking Act
(FOSTA) (referred to by some as “FOSTA-SESTA”), and
excludes certain federal civil and state law criminal sex traf-
ficking (and related advertising) claims.”

The exclusions for laws pertaining to intellectual property
and sex trafficking require the most detailed explanations.
What constitutes “any law pertaining to intellectual prop-
erty” is subject to potentially differing interpretations.
Courts have come to different conclusions in evaluating
whether section 230 preempts all inconsistent state laws—
including state intellectual property claims—or literally
excludes “any law pertaining to intellectual property” even if
it arises under state law.® This issue is analyzed below in
section 37.05[5][B].

ute, the purpose of section 230 is to promote the development of the
Internet and other interactive computer services and media, preserve the
free market for the Internet and online services without state or federal
government regulation, encourage the development of technologies that
maximize user control over what information is received by users, remove
disincentives for the development and use of blocking and filtering
technologies that parents may use to restrict children’s access to objection-
able or inappropriate online material, and ensure the enforcement of
federal criminal laws to deter and punish trafficking in obscenity, stalk-
ing, and harassment by means of computer. 47 U.S.C.A. § 230(b).

%47 U.S.C.A. § 230(e)(1).

%47 U.S.C.A. § 230(e)(2).

547 U.S.C.A. § 230(e)(4). The Electronic Communications Privacy Act
is comprised of two separate titles. Title I (18 U.S.C.A. §§ 2510 to 2521)
proscribes the intentional interception of electronic communications, while
Title II (18 U.S.C.A. §§ 2701 to 2711) prohibits unauthorized, intentional
access to stored electronic communications. See generally infra §§ 44.06,
44.07.

47 U.S.C.A. § 230(e)(4).
747 U.S.C.A. § 230(e)(5).

8Compare, e.g., Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th
Cir.), cert. denied, 522 U.S. 1062 (2007) (holding that the CDA preempted
a state right of publicity claim) with Doe v. Friendfinder Network, Inc.,
540 F. Supp. 2d 288, 298-304 (D.N.H. 2008) (declining to dismiss plaintiff’s
right of publicity claim under New Hampshire law, holding that the plain
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37.05[5][A] E-CoMMERCE AND INTERNET LaAw

The sex trafficking provisions consist of three separate
exclusions to subsections 230(c)(1) (for republication of third
party content)® and 230(c)(2)(B) (for enabling or making
available content filters)'°of the CDA (but do not apply to
subsection 230(c)(2)(A) (for voluntary, good faith action to re-
strict access to or the availability of certain adult content)."
These exclusions are analyzed in much greater depth in sec-
tion 37.05[5][C] but in general summary terms, where ap-
plicable, cover: (A) any civil claim brought in federal court
under 18 U.S.C.A. § 1595 (which authorizes private claims
brought by victims under a number of statutory provisions),
if the conduct underlying the claim constitutes a violation of
18 U.S.C.A. § 1591 (which penalizes sex trafficking of chil-
dren, or by force, fraud, or coercion, or benefitting financially,
including by advertising); (B) any state law criminal charge,
if the conduct underlying the charge would constitute a viola-
tion of 18 U.S.C.A. § 1591 (which penalizes sex trafficking of
children, or by force, fraud, or coercion, or benefitting
financially, including by advertising); or (C) any state law
criminal charge, if the conduct underlying a charge would
constitute a violation of 18 U.S.C.A. § 2421A (which criminal-
izes promotion or facilitation of prostitution and reckless dis-
regard of sex trafficking—which potentially includes adver-
tising), if promotion or facilitation of prostitution is illegal in
the jurisdiction where the defendant’s promotion or facilita-
tion of prostitution was targeted. Interactive computer ser-
vice providers and users that seek to avoid liability pursuant

text of the statute excludes any claim pertaining to intellectual property
and severely criticizing the Ninth Circuit’s ruling in Perfect 10) and
Atlantic Recording Corp. v. Project Playlist, Inc., 603 F. Supp. 2d 690,
702-04 (S.D.N.Y. 2009) (construing the literal language of the statute the
same way as the court in Doe and allowing a common law copyright claim
under New York law to proceed).

%See generally supra § 37.05[3].

YSee generally supra § 37.05[4].

"See 47 U.S.C.A. § 230(e)(5); see generally infra § 37.05[5][C] (analyz-
ing section 230(e)(5)); supra § 37.05[4] (analyzing the safe harbors created
by section 230(c)(2). Section 230(c)(2)(A) provides that no provider or user
of an interactive computer service shall be held liable on account of—

any action voluntarily taken in good faith to restrict access to or availability of
material that the provider or user considers to be obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise objectionable, whether or not
such material is constitutionally protected . . . .

47 U.S.C.A. § 230(c)(2)(A); supra § 37.05[4].
247 U.S.C.A. § 230(e)(5).
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DEeramarioN, Torts aND THE CDA 37.05[51[A]

to these exclusions may do so by complying with the Good
Samaritan provision of section 230(c)(2)(A)."™

The exclusions set forth in section 230(e) do not reach
state law civil claims for sex trafficking or civil claims
brought under other provisions of law besides 18 U.S.C.A.
§§ 1951 and 1595, which presumably could still be subject to
immunity under all the Good Samaritan provisions, includ-
ing section 230(c)(1)," which is the exemption most com-
monly litigated.

CDA defenses based on section 230(c)(1) (for republication
of third party content)” or section 230(c)(2)(B) (for enabling
or making available content filters)'® are unavailable for
claims that fall into these three sex trafficking categories.
By contrast, the CDA defense created by section 230(c)(2)(A)
(for voluntary, good faith action to restrict access to or the
availability of certain adult content)'” would insulate an
interactive computer service provider or user from liability
even under these exclusions if the requirements for section
230(c)(2)(A) have been met. The obvious intent of the new
provisions is to discourage interactive computer service
providers from accepting adult classified ads and encourage
them to take advantage of the exemption created by subpart
230(c)(2)(A) by taking any action to restrict access to or the
availability of objectionable material.

These provisions are analyzed in section 37.05[5][C].

State law claims excluded from CDA preemption by virtue
of the provisions of section 230(e) nevertheless may not be
actionable in litigation against an interactive computer ser-

3See 47 U.S.C.A. § 230(e)(5); see generally infra § 37.05[5][C] (analyz-
ing section 230(e)(5)); supra § 37.05[4] (analyzing the safe harbors created
by section 230(c)(2).

1See, e.g., Doe No. 1 v. Backpage.com, LLC, 817 F.3d 12, 18-24 (1st
Cir. 2016) (affirming dismissal, pursuant to section 230(c)(1), of claims for
civil remedies under the Trafficking Victims Protection Reauthorization
Act, 18 U.S.C.A. § 1595, and Massachusetts Anti—Human Trafficking and
Victim Protection Act of 2010, Mass. Gen. Laws ch. 265, § 50, as preempted
by 47 U.S.C.A. § 230(c)(1), in an opinion that was subsequently abrogated
with respect to the federal trafficking claim, by the enactment of 47
U.S.C.A. § 230(e)(5)).

3See generally supra § 37.05[3].
18See generally supra § 37.05[4].

7See 47 U.S.C.A. § 230(e)(5); see generally infra § 37.05[5][C] (analyz-
ing section 230(e)(5)); supra § 37.05[4] (analyzing section 230(c)(2)
immunity).
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37.05[5][A] E-CoMMERCE AND INTERNET LaAw

vice provider (or user) if brought under Virginia law, which
enacted a “mini” CDA provision without parallel exclusions
like the ones set forth in section 230(e)," or in narrow cir-
cumstances under a limited number of specific state statutes
that, by their terms, exclude liability for interactive com-
puter service providers.'

37.05[51[B] The Exclusion for “Any Law
Pertaining to Intellectual Property”

Section 230(e)(2) provides that “[n]Jothing in this section
shall be construed to limit or expand any law pertaining to
intellectual property.” In 2016, Congress enacted the Defend

8See Va. Code Ann. § 8.01-49.1. The Virginia statute provides, in rel-
evant part:

No provider or user of an interactive computer service on the Internet shall be
treated as the publisher or speaker of any information provided to it by an-
other information content provider. No provider or user of an interactive com-
puter service shall be liable for (i) any action voluntarily taken by it in good
faith to restrict access to, or availability of, material that the provider or user
considers to be obscene, lewd, lascivious, excessively violent, harassing, or
intended to incite hatred on the basis of race, religious conviction, color, or
national origin, whether or not such material is constitutionally protected, or
(i1) any action taken to enable, or make available to information content provid-
ers or others, the technical means to restrict access to information provided by
another information content provider.

Id.

9See supra § 37.05[1][A] (discussing state law exclusions). As detailed
in section 51.04[2][Al, the revenge porn statutes enacted in Arizona, Flor-
ida, Illinois, Maine, Maryland, Michigan, Minnesota, Maryland, Michigan,
Minnesota, Nevada, New Hampshire, New Mexico, North Carolina, Okla-
homa, Oregon, Rhode Island, Texas, Utah, Vermont, Washington, and
Wisconsin, contain express carve outs for claims against interactive com-
puter service providers (which otherwise potentially could have been
preempted by the CDA). In addition, California Penal Code § 530.50(f),
which creates criminal penalties for unauthorized use of personal identify-
ing information to attempt to obtain credit or for other purposes, includes
an express exemption modeled on the CDA. See Cal. Penal Code § 530.5(f)
(“An interactive computer service or access software provider, as defined
in subsection (f) of Section 230 of Title 47 of the United States Code, shall
not be liable under this section unless the service or provider acquires,
transfers, sells, conveys, or retains possession of personal information
with the intent to defraud.”).

[Section 37.05[51[B]]

47 U.S.C.A. § 230(e)(2). Intellectual property laws are separately
addressed in the following chapters: 4 (Copyright Protection in Cyber-
space), 5 (Database Protection), 6 (Trademark, Service Mark, Trade Name
and Trade Dress Protection in Cyberspace), 7 (Rights in Internet Domain
Names), 8 (Internet Patents), 9 (Intellectual Property Aspects of Informa-
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Trade Secrets Act (DTSA),? providing expressly that provi-
sions of that federal law “shall not be construed to be a law
pertaining to intellectual property for purposes of any other
Act of Congress.” Thus, section 230(e)’s exclusion from CDA
immunity for any law pertaining to intellectual property does
not apply to any claim brought under the DTSA. A suit under
the DTSA against an interactive computer service provider
or user may be preempted to the same extent as any other
legal claim that is not excluded from the CDA’s reach by sec-
tion 230(e).

For claims arising under other intellectual property laws,
there is general agreement that federal claims are excluded
but there is disagreement between the Ninth Circuit and
district courts in the First and Second Circuits over whether
state law pertaining to intellectual property are excluded
from the scope of CDA immunity.

Federal intellectual property law claims under any federal
law other than the DTSA— such as the Copyright Act,
Lanham Act and Patent Act* plainly are excluded from the
scope of section 230 preemption.® The applicability of the
CDA’s Good Samaritan exemption to state intellectual prop-
erty law claims (such as those arising under state common

tion Distribution Systems on the World Wide Web: Caching, Linking and
Framing Websites, Content Aggregation, Search Engine Indexing Prac-
tices, Key Words and Metatags), 10 (Misappropriation of Trade Secrets in
Cyberspace), 11 (Employer Rights in the Creation and Protection of
Internet-Related Intellectual Property), 12 (Privacy and Publicity Rights
of Celebrities and Others in Cyberspace) and 13 (Idea Misappropriation).

23 U.S.C.A. §§ 1830 to 1839; see generally supra § 10.12[2] (analyz-
ing the statute).

%18 U.S.C.A. §§ 1833 note, 1836 note, 1839 note; Pub L. 114-153
§ 2(g), 130 Stat. 376, 382 (May 11, 2016) (“This section and the amend-
ments made by this section shall not be construed to be a law pertaining
to intellectual property for purposes of any other Act of Congress.”). This
specific provision of the DTSA was codified as a note to sections 1833,
1836 and 1839.

“Federal copyright, trademark and patent laws are addressed in,
respectively, chapters 4, 6 and 8. The federal Anti-Cybersquatting
Consumer Protection Act, which is largely codified as part of the Lanham
Act at 15 U.S.C.A. § 1125(d), is analyzed in chapter 7.

5See Almeida v. Amazon.com, Inc., 456 F.3d 1316, 1322 (11th Cir.
2006) (dicta); Ford Motor Co. v. GreatDomains.com, Inc., 60 U.S.P.Q.2d
1446, 2001 WL 1176319 (E.D. Mich. Sept. 25, 2001); Gucci America, Inc. v.
Hall & Associates, 135 F. Supp. 2d 409, 412-13 (S.D.N.Y. 2001) (domain
names).
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37.05[5][B] E-CoMMERCE AND INTERNET LaAw

law and statutory trade secret,® right of publicity,” copy-
right,® and trademark® laws), however, is subject to conflict-
ing judicial interpretations.

To understand the scope of the exclusion for any law
pertaining to intellectual property, it is helpful to start with
the subsection in which it appears. Section 230(e), as
originally enacted, set out four separate provisions (which
remain part of the statute today along with a fifth provision
that subsequently was added), which address the effect of
the Good Samaritan exemption on other laws.” The exemp-
tion does not apply to “[flederal criminal statute[s,]”"" “any
law[s] pertaining to intellectual property,”? or the federal
Electronic Communications Privacy Act' “or any similar
State law.”"* Where applicable, the Good Samaritan exemp-

8See supra § 10.12[3] (discussing state law trade secret claims). State
and federal trade secret law is analyzed in chapter 10.

"State common law and statutory right of publicity laws are analyzed
in chapter 12 along with claims under the federal Lanham Act, which are
excluded from the scope of CDA preemption.

8See supra § 4.18[2] (outlining state common law and statutory copy-
right claims that are viable in light of the 1976 Copyright Act’s broad
preemption provision set forth in 17 U.S.C.A. § 301).

%State trademark claims are addressed in chapter 6.

%Section 230(e)(5), which was added just over 22 years later, in 2018,
creates specific exclusions from some but not all of the immunities created
by section 230(c), for certain federal civil claims and state law criminal
charges relating to sex trafficking. See infra § 37.05[5][C]. While section
230(e)(2), which excludes any law pertaining to intellectual property, and
section 230(e)(3), which provides that the CDA preempts inconsistent
state laws, arguably leave unclear which of those two provisions should
take precedence with respect to state laws pertaining to intellectual prop-
erty, the exclusions relating to sex trafficking laws that are set forth in
section 230(e)(5) specify that the immunity created by section 230(c)(2)(A)
(for good faith actions undertaken to restrict access to certain adult mate-
rial) may provide a defense for interactive computer service providers and
users for the enumerated civil federal and state criminal sex trafficking
claims listed in section 230(e)(5), but the defenses created by other sec-
tions of the CDA (such as the immunity for republication in section
230(c)(1) and for blocking and filtering technologies in section 230(c)(2)(B))
are inapplicable. See 47 U.S.C.A. § 230(e).

47 U.S.C.A. § 230(e)(1).
247 U.S.C.A. § 230(e)(2).
347 U.S.C.A. § 230(e)(4); see generally supra § 37.05[1][Al.
47 U.S.C.A. § 230(e)(4).
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tion expressly preempts inconsistent state laws' (although
it does not preempt those state laws that are consistent with
its provisions)." Courts have come to different conclusions in
evaluating whether section 230 preempts all inconsistent
state laws—including state intellectual property claims—or
literally excludes “any law pertaining to intellectual prop-
erty” even if it arises under state law."”

The CDA excludes “any law pertaining to intellectual prop-
erty,”® which suggests that the Good Samaritan exemption
does not apply to either federal or state IP laws. The word
any suggests a broad interpretation, as does the term pertain-
ing to intellectual property, rather than simply intellectual
property laws or more narrowly federal intellectual property
laws (or even the Copyright Act, Lanham Act and Patent
Act). This view is bolstered by Congress’s use of the term
“federal” in discussing other exclusions under the statute.
Subpart 230(e)(1) makes clear that the exemption has no ef-
fect on any “Federal criminal statute.” Had Congress

47 U.S.C.A. § 230(e)(3) (“No cause of action may be brought and no
liability may be imposed under any State or local law that is inconsistent
with this section.”).

"®The statute does not “prevent any State from enforcing any State
law that is consistent with this section.” 47 U.S.C.A. § 230(e)(3); see gener-
ally supra § 37.05[1] (discussing Virginia and California code provisions
that create equivalent exemptions under state law). As stated in the stat-
ute, the purpose of section 230 is to promote the development of the
Internet and other interactive computer services and media, preserve the
free market for the Internet and online services without state or federal
government regulation, encourage the development of technologies that
maximize user control over what information is received by users, remove
disincentives for the development and use of blocking and filtering
technologies that parents may use to restrict children’s access to objection-
able or inappropriate online material and ensure the enforcement of
federal criminal laws to deter and punish trafficking in obscenity, stalk-
ing, and harassment by means of computer. 47 U.S.C.A. § 230(b).

"Compare, e.g., Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th
Cir.), cert. denied, 522 U.S. 1062 (2007) (holding that the CDA preempted
a state right of publicity claim) with Doe v. Friendfinder Network, Inc.,
540 F. Supp. 2d 288, 298-304 (D.N.H. 2008) (declining to dismiss plaintiff’s
right of publicity claim under New Hampshire law, holding that the plain
text of the statute excludes any claim pertaining to intellectual property
and severely criticizing the Ninth Circuit’s ruling in Perfect 10) and Atlantic
Recording Corp. v. Project Playlist, Inc., 603 F. Supp. 2d 690, 702-04
(S.D.N.Y. 2009) (construing the literal language of the statute the same
way as the court in Doe and allowing a common law copyright claim under
New York law to proceed).

847 U.S.C.A. § 230(e)(2) (emphasis added).
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intended to exclude only federal intellectual property claims
presumably it would have used the same language in subpart
(e)(2) that it did in subpart (e)(1), rather than more expan-
sively excluding “any law pertaining to intellectual property.”

The structure and language of section 230(e) likewise argu-
ably suggests that Congress intended to exclude any law
pertaining to intellectual property, and not merely federal
intellectual property laws. Section 230(e) originally contained
only the first four sub-parts (which, along with a fifth
subpart added for sex trafficking claims, remain part of the
statute today). Subpart (e)(1) excludes federal criminal laws,
while subpart (e)(3) provides that inconsistent state laws are
preempted but consistent state laws are not. Subpart (e)(4)
refers to both federal and state laws in providing that
“[n]othing in this section shall be construed to limit the ap-
plication of the Electronic Communications Privacy Act . . .
or any similar State law.” Viewed in this context—where
each of the other three subparts expressly refer to state or
federal law—or both—the use in section 230(e)(2) of “any
law pertaining to intellectual property” without reference to
either state or federal law strongly suggests that Congress
intended to exclude all intellectual property laws, and not
merely federal ones. Subpart 230(e)(5), which was added in
2018, likewise delineates its application to certain federal
civil claims (in section 230(e)(5)(A)) and certain state crimi-
nal law charges (in sections 230(e)(5)(B) and 230(e)(5)(C)).

The question of whether the Good Samaritan exemption
preempts or has no effect on state claims pertaining to intel-
lectual property ultimately depends upon whether the
subparts of section 230(e), captioned “[e]ffect on other laws,”
constitute independent provisions, or whether they modify
one another. If they are independent, the Good Samaritan
exemption has no effect on federal criminal laws (subpart
(1)), no effect on any law pertaining to intellectual property
(subpart (2)), no effect on claims under the Electronic Com-
munications Privacy Act or similar state laws (subpart (4))
and no effect on state laws that are consistent with the
exemption (subpart (3)), but otherwise preempts all other
state law civil and criminal provisions (i.e., state law claims
other than IP claims, provisions consistent with the Good
Samaritan exemption and state laws similar to the ECPA)
and provides an exemption in federal civil cases other than
those arising under the ECPA. This view is also consistent
with the 2018 amendment to section 230, which creates
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exclusions for certain federal civil claims and state criminal
charges relating to sex trafficking (although only for some
parts of section 230—unlike the original four exclusions,
subpart 230(e)(5) does not create an exclusion for the im-
munity created by section 230(c)(2)(A) (for actions under-
taken in good faith to restrict access to or the availability of
certain adult content))."

To find that the Good Samaritan exemption preempts state
laws pertaining to intellectual property a court could
conclude that, rather than constituting independent provi-
sions, section 230(e)(3), which broadly preempts all inconsis-
tent state and local laws, modifies section 230(e)(2), which
provides that “[n]othing in this section shall be construed to
limit or expand any law pertaining to intellectual property.”

Alternatively, a court could conclude that laws “pertaining
to intellectual property” are necessarily federal laws, because
state IP claims typically are tort or tort-like claims.?

Congress, in 1995 when the CDA was enacted, was pri-
marily focused on the risks to the development of Internet
commerce posed by secondary copyright infringement (which
eventually was addressed by the Digital Millennium Copy-
right Act*) and liability for defamation. Nevertheless, nei-
ther the plain terms of the statute nor its legislative history
reveal what Congress had in mind in referring to “any law
pertaining to intellectual property” in section 230(e)(2). The
meaning is best understood by reference to the statute itself.

Section 230(e)(2) uses broad language in directing that
nothing in section 230 shall be construed to limit or expand
any law pertaining to intellectual property. Logically, this
would support a construction of section 230 that excludes all
laws pertaining to intellectual property, not just federal laws.
Likewise, the structure of the statute—focusing on both state
and federal claims, and then “any law pertaining to intel-
lectual property” suggests a construction that excludes both
state and federal laws.

Ultimately, the scope of the exclusion for “any claim

¥See 47 U.S.C.A. § 230(e)(5); see generally infra § 37.05[5][C].

Xor example, the U.S. Supreme Court adopted the definition of a
trade secret taken from the Restatement of Torts, implicitly recognizing
trade secret protection as a creature of state tort law. See, e.g., Bonito
Boats, Inc. v. Thunder Craft Boats, Inc., 489 U.S. 141 (1989); Aronson v.
Quick Point Pencil Co., 440 U.S. 257 (1979).

M7 US.CA. § 512; see generally supra § 4.12.
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pertaining to intellectual property” is best understood in
terms of whether the subparts set forth in section 230(e) are
independent or modify one another. In this context, the
construction of intellectual property law to mean federal
intellectual property law could be justified because section
230(e)(3) provides that the CDA preempts state law, leaving
section 230(e)(2) to address federal intellectual property
laws.

In Perfect 10, Inc. v. CCBill, Inc.,”* the Ninth Circuit
construed the term “intellectual property” to mean “federal
intellectual property” and ruled that the plaintiff’s Califor-
nia right of publicity claim against an Internet payment pro-
cessor was preempted.?® Consequently, in the Ninth Circuit
the CDA will be construed to preempt state law intellectual
property claims, including right of publicity, common law
trademark infringement and dilution and state trade secret
misappropriation claims, among others,* provided the

2perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007).

BPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1118-19 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007).

#See, e.g., Lasoff v. Amazon.com Inc., Case No. C-151 BJR, 2017 WL
372948, at *3-4 (W.D. Wash. Jan. 26, 2017) (granting summary judgment
for the defendant on plaintiff’s New Jersey state law claims for, among
other things, statutory and common law unfair competition and statutory
trademark infringement, based on CDA preemption, in a case arising out
of Amazon.com’s alleged use of his mark in sponsored links advertise-
ments); Free Kick Master LLC v. Apple Inc., 140 F. Supp. 3d 975, 982-83
(N.D. Cal. 2015) (dismissing plaintiff’s common law trademark infringe-
ment claim against online app vendors as preempted by the CDA); Parts.
com, LLC v. Yahoo! Inc., 996 F. Supp. 2d 933, 938-39 (S.D. Cal. 2013)
(dismissing with prejudice state law claims for trademark infringement
and dilution and unfair competition as preempted by the CDA); Evans v.
Hewlett-Packard Co., C 13-02477 WHA, 2013 WL 4426359, at *2-3 (N.D.
Cal. Aug. 15, 2013) (dismissing Pennsylvania unfair competition and
trademark infringement and Pennsylvania and California right of public-
ity claims brought against the operators of the HP App Catalogue, an app
store for Palm devices, as preempted by the CDA, because, although
“cleverly-worded,” the complaint did “not allege that defendants created
the app at issue here. Rather, it appears that the app was created entirely
by third parties.”); Evans v. Hewlett-Packard Co., No. C 13-02477, 2013
WL 5594717 (N.D. Cal. Oct. 10, 2013) (denying plaintiffs’ motion to amend
the complaint to “plead around the CDA” by alleging that the defendants
did not merely operate an App store for apps used on Palm devices but
actually developed the allegedly infringing “Chubby Checker” App, hold-
ing that plaintiffs’ proposed, amended California and Pennsylvania state
law trademark, unfair competition, right of publicity, and emotional
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content originated with a third party information content
provider and was not created or developed by the defendant
itself.®

In CCBIll, the Ninth Circuit spent most of its attention in
the opinion on issues of first impression under the Digital
Millennium Copyright Act,”® giving short shrift to its holding

distress claims were preempted by section 230); Stevo Design, Inc. v. SBR
Mktg. Ltd., 919 F. Supp. 2d 1112, 1128 (D. Nev. 2013) (holding that a
sports betting website operator was immune from state law claims for
misappropriation of trade secrets, misappropriation of licensable com-
mercial property, civil theft, and tortious interference with contractual re-
lations, because it was not a “developer” of user-generated content under
the CDA, even though it awarded loyalty points for user posts); Perfect 10,
Inc. v. Giganews, Inc., CV11-07098 AHM SHX, 2013 WL 2109963, at
*15-16 (C.D. Cal. Mar. 8, 2013) (applying CCBill in dismissing with leave
to amend plaintiff’s California right of publicity and unfair competition
claims as barred by the CDA because the pornographic images found on
defendant’s website originated with third parties). But see Cybersitter,
LLC v. Google, Inc., 905 F. Supp. 2d 1080, 1086-87 (C.D. Cal. 2012) (nar-
rowly applying the CDA without much analysis in denying in part the
defendant’s motion to dismiss and holding that the CDA preempted claims
for state law trademark infringement, contributory infringement pursuant
to Cal. Bus. & Prof. Code § 14245(a)(3) and unfair competition under Cal.
Bus. & Prof. Code § 17200, based on the contents of advertisements, to the
extent not developed by the defendant, but not claims arising out of the
alleged sale of plaintiff’s “Cybersitter” mark as a key word to trigger
sponsored link advertisements).

%Gee, e.g., Stevo Design, Inc. v. SBR Mktg. Ltd., 968 F. Supp. 2d
1082, 1090-91 (D. Nev. 2013) (denying the defendant’s motion to dismiss
plaintiff’s amended complaint where plaintiff alleged that the website
provider “acted as a ‘developer’ within the meaning of the CDA by promot-
ing the publication of protected ‘service plays’ and thereby contributing to
the misappropriation of Plaintiffs’ trade secrets and commercial
property.”); Cybersitter, LLC v. Google, Inc., 905 F. Supp. 2d 1080, 108687
(C.D. Cal. 2012) (denying in part the defendant’s motion to dismiss and
holding that the CDA preempted claims for state law trademark infringe-
ment, contributory infringement pursuant to Cal. Bus. & Prof. Code
§ 14245(a)(3) and unfair competition under Cal. Bus. & Prof. Code § 17200,
based on the contents of advertisements, to the extent not developed by
the defendant, but not claims arising out of the alleged sale of plaintiff’s
“Cybersitter” mark as a key word to trigger sponsored link advertise-
ments); Fraley v. Facebook, Inc., 830 F. Supp. 2d 785, 801-02 (N.D. Cal.
2011) (denying Facebook’s motion to dismiss plaintiff’s right of publicity
claim arising out of the use of user names and images in connection with
advertisements for pages that users “liked” on Facebook because the court
concluded that the advertisements, which were comprised of user content,
had been developed by Facebook).

%17 U.S.C.A. § 512(c); see generally supra § 4.12 (analyzing the stat-
ute and discussing the case).
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that the plaintiff’s California right of publicity claim was
preempted by the Good Samaritan exemption. Judge Milan
Smith, Jr., writing for the panel, explained that:

While the scope of federal intellectual property law is
relatively well-established, state laws protecting ‘intellectual
property,” however defined, are by no means uniform. Such
laws may bear various names, provide for varying causes of
action and remedies, and have varying purposes and policy
goals. Because material on a website may be viewed across the
Internet, and thus in more than one state at a time, permit-
ting the reach of any particular state’s definition of intellectual
property to dictate the contours of this federal immunity would
be contrary to Congress’s expressed goal of insulating the
development of the Internet from the various state-law
regimes.?’

This analysis, however, was severely criticized for ignoring
the structure of the statute in Doe v. Friendfinder Network,
Inc.,® a district court decision from New Hampshire, in
which Judge Joseph N. LaPlante denied the defendant’s mo-
tion to dismiss claims for false advertising and false designa-
tion of origin under the Lanham Act and violations of the
plaintiff’s right of publicity under New Hampshire law, but
dismissed plaintiff’s other state law claims under the Good
Samaritan exemption. He ruled that the language of section
230(e)(2) was clear and did not suggest any limitation to
federal intellectual property law. In addition, the use of the
expansive modifier any offered no indication that Congress
intended a limiting construction of the statute.?

Judge LaPlante wrote that “[t]he Ninth Circuit made no
attempt to reckon with the presence of the term ‘any’—or for
that matter, the absence of the term ‘federal’—in section
230(e)(2) when limiting it to federal intellectual property
laws.”® He further criticized