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E-CoMMERCE AND INTERNET Law

26.13A California Consumer Privacy Act (CCPA)'
In General

[Section 26.13A]

"This section was co-authored with Greenberg Traurig attorney
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Dara Privacy 26.13A

The California Consumer Privacy Act (CCPA)? was hastily
enacted in 2018 to avoid a more inflexible ballot initiative
that would have been next to impossible to amend.® The
CCPA was influenced by the GDPR,* which took effect in the
European Union and European Economic Area in May 2018,
as well as prior California data privacy and consumer laws.
The statute was amended in September 2018 and it is
expected that it will be amended again at least one more
time before it takes effect on January 1, 2020.° It is also pos-
sible that the enactment of CCPA could prompt Congress to
adopt a federal consumer privacy law to preempt state laws
so that there is a uniform national standard, as has occurred
in the past with other laws such as the CAN-SPAM Act,®
which was enacted after California enacted a very strict
email marketing law. Absent federal preemption, other
states may enact similar regulatory schemes—potentially
with variations that could make it more complex for compa-
nies to comply. A copy of the CCPA as amended in September
2018 is reprinted at the end of this chapter at Appendix 8.

Rebekah Guyon.
2Cal. Civ. Code §§ 1798.100 to 1798.196.

%Real estate millionaire Alastair Mactaggart had spent $2 million to
obtain enough signatures for a ballot initiative that would have created a
comprehensive consumer privacy law, enforced through litigation. Because
laws enacted through ballot initiatives in California require a supermajor-
ity to amend—and therefore are effectively almost impossible to revise—
legislative and business leaders worked together to enact a somewhat bet-
ter version of the law by the deadline set by Mactaggart—5 P.M. on June
28, 2018—which was the last date by which the initiative could be
withdrawn from the 2018 California ballot. See, e.g., Nicholas Confessore,
The Unlikely Activist Who Took On Silicon Valley—and Won, N.Y. Times,
Aug. 14, 2018. Mactaggart had an incentive to cut a deal because advertis-
ing for ballot initiatives is very costly and, even when enacted, many
initiatives are subject to legal challenge. The rush to cut a deal with the
millionaire backer of the consumer privacy initiative, however, resulted in
a statute that was more than 10,000 words long, complex, and contained
numerous errors and ambiguities. See, e.g., Eric Goldman, A First (But
Very Incomplete) Crack at Inventorying the California Consumer Privacy
Act’s Problems, Technology & Marketing Law Blog, July 24, 2018, avail-
able at https://blog.ericgoldman.org/archives/2018/07/a-first-but-very-
incomplete-crack-at-inventorying-the-california-consumer-privacy-acts-
problems.htm.

4See supra § 26.04.

5See Cal. Civ. Code § 1798.198(a) (setting the operative date of the
statute as January 1, 2020, subject to the withdrawal of a ballot initiative
that in fact was withdrawn).

615 U.S.C.A. §§ 7701 to 7713; see infra § 29.03.
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26.13A E-CoMMERCE AND INTERNET Law

The CCPA imposes certain statutory obligations, which
will be supplemented by regulations that the California At-
torney General will issue in 2019. Subject to enumerated
exclusions discussed later in this section (including busi-
nesses subject to federal financial services and health care
privacy regulations), it broadly addresses the use of personal
information about California residents—not merely
consumers.” Rather than regulating the use, collection and
dissemination of information obtained by companies from
consumers, as past consumer laws did, the CCPA focuses on
information about state residents, and therefore regulates
privacy more broadly than—and addresses perceived loop-
holes that existed in—prior consumer privacy laws. The stat-
ute requires not simply that businesses amend their privacy
policies to account for the law, but that specific notices be
placed on a business’s website, written contracts be entered
into with service providers, and ultimately that internal
practices and procedures be adjusted to ensure compliance
with the statute, for those businesses that are subject to it.

The CCPA is intended to impose compliance obligations on
larger business entities and those involved in selling
customer information. It applies to a business “that collects®
consumers’ personal information, or on the behalf of which
such information is collected and that alone, or jointly with
others, determines the purposes and means of the processing
of consumers’ personal information, that does business in
the State of California.” A business is subject to the CCPA
only if it:

(1) has “annual gross revenues in excess of twenty-five

million dollars”

(2) buys, receives for commercial purposes, or sells the

personal information of 50,000 or more consumers,
households, or devices or

Cal. Civ. Code § 1798.140(g) (“ ‘Consumer’ means a natural person
who is a California resident, as defined in Section 17014 of Title 18 of the
California Code of Regulations, as that section read on September 1, 2017,
however identified, including by any unique identifier.”).

8Collects, collected, or collection means “buying, renting, gathering,
obtaining, receiving, or accessing any personal information pertaining to a
consumer by any means. This includes receiving information from the

consumer, either actively or passively, or by observing the consumer’s
behavior.” Cal. Civ. Code § 1798.140(e).

®Cal. Civ. Code § 1798.140(c)(1).
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(38) “[d]erives 50 percent or more of its annual revenues
from selling consumers’ personal information.”"®

The collection or sale of personal information that takes

place “wholly outside of California” is not subject to the
CCPA."

By contract, businesses subject to the CCPA must impose
use and deletion obligations with respect to personal infor-
mation on service providers. A service provider is “a sole
proprietorship, partnership, limited liability company,
corporation, association, or other legal entity that is
organized or operated for the profit or financial benefit of its
shareholders or other owners, that processes information on
behalf of a business and to which the business discloses a
consumer’s personal information for a business purpose'

°Cal. Civ. Code § 1798.140(c) (defining a business). The law also ap-
plies to an entity “that controls or is controlled by a business . . . and
that shares common branding with the business.” Id. § 1798.140(c)(2).
Control or controlled means “ownership of, or the power to vote, more
than 50 percent of the outstanding shares of any class of voting security of
a business; control in any manner over the election of a majority of the
directors, or of individuals exercising similar functions; or the power to
exercise a controlling influence over the management of a company. Id.
Common branding means “a shared name, servicemark, or trademark.”
Id.

"Cal. Civ. Code § 1798.145(2)(6).

Business purpose means “the use of personal information for the
business’s or a service provider’s operational purposes, or other notified
purposes, provided that the use of personal information shall be reason-
ably necessary and proportionate to achieve the operational purpose for
which the personal information was collected or processed or for another
operational purpose that is compatible with the context in which the
personal information was collected.” Cal. Civ. Code § 1798.140(d). The
statute provides seven examples of business purposes, which presumably
is a non-exclusive list of examples. Those examples are:

(1) Auditing related to a current interaction with the consumer and
concurrent transactions, including, but not limited to, counting
ad impressions to unique visitors, verifying positioning and qual-
ity of ad impressions, and auditing compliance with this specifica-
tion and other standards.

(2) Detecting security incidents, protecting against malicious, decep-
tive, fraudulent, or illegal activity, and prosecuting those
responsible for that activity.

(3) Debugging to identify and repair errors that impair existing
intended functionality.

(4) Short-term, transient use, provided the personal information
that [sic] is not disclosed to another third party and is not used
to build a profile about a consumer or otherwise alter an individ-
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pursuant to a written contract, provided that the contract
prohibits the entity receiving the information from retain-
ing, using, or disclosing the personal information for any
purpose other than for the specific purpose of performing the
services specified in the contract for the business, or as
otherwise permitted by [the CCPA], including retaining, us-
ing, or disclosing the personal information for a commercial
purpose other than providing the services specified in the
contract with the business.”® Thus, a service provider under
the CCPA is broadly defined as an entity or person that
processes information for a business, but only includes
persons or entities operating for profit (or financial benefit),
and requires that a written contract be in place restricting
the service provider’s ability to retain, use or disclose
personal information except as permitted by the contract or
the CCPA. A service provider also must certify in its written
contract with a business its compliance with the CCPA.™ A
business that discloses personal information to a service
provider will not be liable under the CCPA if the service
provider uses the personal information in violation of the

ual consumer’s experience outside the current interaction, includ-
ing, but not limited to, the contextual customization of ads shown
as part of the same interaction.

(5) Performing services on behalf of the business or service provider,
including maintaining or servicing accounts, providing customer
service, processing or fulfilling orders and transactions, verifying
customer information, processing payments, providing financing,
providing advertising or marketing services, providing analytic
services, or providing similar services on behalf of the business
or service provider.

(6) Undertaking internal research for technological development and
demonstration.

(7) Undertaking activities to verify or maintain the quality or safety
of a service or device that is owned, manufactured, manufactured
for, or controlled by the business, and to improve, upgrade, or
enhance the service or device that is owned, manufactured,
manufactured for, or controlled by the business.

Id. Subsection 4 contains obvious typographical errors and likely was
intended to refer to short-term, transient use, provided that personal in-
formation is not disclosed to a third party.

BCal. Civ. Code § 1798.140(v).

Cal. Civ. Code § 1798.140(w)(2)(a)(ii). The requirement that a ser-
vice provider certify its compliance with the CCPA is not included in the
statute’s definition for service provider, but is separately set forth as a
requirement to avoid being classified as a “third party,” which would
subject the business to potential liability under the CCPA. Compare Cal.
Civ. Code § 1798.140(v) with Cal. Civ. Code § 1798.140(w).
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CCPA, “provided that, at the time of disclosing the personal
information, the business does not have actual knowledge, or
reason to believe, that the service provider intends to com-
mit such a violation.”” A service provider will likewise not
be liable under the CCPA for the obligations of a business
for which it provides services.' Service providers are subject
to enforcement actions brought by the California Attorney
General'” and presumably breach of contract actions brought
by a contracting business.

Unlike a third party," a business is not required to dis-

'3Cal. Civ. Code § 1798.145(h).
'8Cal. Civ. Code § 1798.145(h).
"Cal. Civ. Code § 1798.155(b).
'8A third party means a person who is not any of the following:

(1) The business that collects personal information from consumers
under this title.

(2)
(A) A person to whom the business discloses a consumer’s
personal information for a business purpose pursuant to a
written contract, provided that the contract:

(i)  Prohibits the person receiving the personal information
from:

e)) Selling the personal information.

(I1) Retaining, using, or disclosing the personal infor-
mation for any purpose other than for the specific
purpose of performing the services specified in the
contract, including retaining, using, or disclosing
the personal information for a commercial purpose
other than providing the services specified in the
contract.

(ITI) Retaining, using, or disclosing the information
outside of the direct business relationship between
the person and the business.

(i1)) Includes a certification made by the person receiving
the personal information that the person understands
the restrictions in subparagraph (A) and will comply
with them.

(B) A person covered by this paragraph that violates any of the
restrictions set forth in this title shall be liable for the
violations. A business that discloses personal information to
a person covered by this paragraph in compliance with this
paragraph shall not be liable under this title if the person
receiving the personal information uses it in violation of the
restrictions set forth in this title, provided that, at the time
of disclosing the personal information, the business does not
have actual knowledge, or reason to believe, that the person
intends to commit such a violation.

Cal. Civ. Code § 1798.140(w).
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close to consumers the categories of service providers to
which it provides access to personal information.” A third
party is restricted from selling personal information about a
consumer sold to it by a business “unless the consumer has
received explicit notice and is provided an opportunity to
exercise the right to opt-out pursuant to Section 1798.120.7%°

As amended in September 2018, the Act affords California

residents the rights to:

e Notice of the personal information collected and the
purpose for collecting each category of information, at
or before the point at which the information is collected;

e Request that a business that collects a consumer’s
personal information disclose the categories of personal
information collected about a consumer and provide
copies of the specific personal information collected;

e Request that a business that sells or discloses a
consumer’s personal information disclose the categories
of personal information sold or disclosed about a
consumer;

e Opt-out of the collection of personal information (and,
for minors not otherwise subject to the Child Online
Privacy Protection Act (COPPA),*" affirmatively requires
opt-in consent?);

e Request that a business that collects a consumer’s
personal information delete any personal information
about the consumer that the business has collected.

The CCPA also prohibits a business from selling personal
information purchased from another business without
explicitly notifying the consumers whose information would
be sold and providing an opportunity to opt out.?®

Personal information includes, but is not limited to, a non-
exclusive list of specific data elements,® “if it identifies, re-
lates to, describes, is capable of being associated with, or
could be reasonably linked, directly or indirectly, with a par-

“Compare Cal. Civ. Code § 1798.115(a)(2) with Cal. Civ. Code
§ 1798.140(t).

#(al. Civ. Code § 1798.115(d).

2115 U.S.C.A. §§ 6501 to 6506; 16 C.F.R. §§ 312.1 to 312.13; supra
§26.13(2].

2(al. Civ. Code § 1798.120(c).
B(al. Civ. Code § 1798.115(d).
24Cal. Civ. Code § 1798.140(0)(1).
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ticular consumer or household. . . .” The data elements
identified in the statute, which may be supplemented by
regulation,® are:

(A)

(B)
(©)

(D)

(E)
(F)

(&)
(H)

(D
(J)

(K)

Identifiers such as a real name, alias, postal address,
unique personal identifier, online identifier, Internet
Protocol address, email address, account name, social
security number, driver’s license number, passport
number, or other similar identifiers.

Any categories of personal information described in
subdivision (e) of Section 1798.80.%

Characteristics of protected classifications under Cali-
fornia or federal law.

Commercial information, including records of personal
property, products or services purchased, obtained, or
considered, or other purchasing or consuming histories
or tendencies.

Biometric information.

Internet or other electronic network activity informa-
tion, including, but not limited to, browsing history,
search history, and information regarding a consum-
er’s interaction with an Internet website, application,
or advertisement.

Geolocation data.

Audio, electronic, visual, thermal, olfactory, or similar
information.

Professional or employment-related information.
Education information, defined as information that is
not publicly available personally identifiable informa-
tion as defined in the Family Educational Rights and
Privacy Act (20 U.S.C.A. § 1232¢g, 34 C.F.R. Part 99).

Inferences drawn from any of the information identi-

Id.

%(al. Civ. Code § 1798.185(a)(1).

%®Cal. Civ. Code § 1798.80 defines personal information as

any information that identifies, relates to, describes, or is capable of being as-
sociated with, a particular individual, including, but not limited to, his or her
name, signature, social security number, physical characteristics or descrip-
tion, address, telephone number, passport number, driver’s license or state
identification card number, insurance policy number, education, employment,
employment history, bank account number, credit card number, debit card
number, or any other financial information, medical information, or health in-
surance information. “Personal information” does not include publicly available
information that is lawfully made available to the general public from federal,
state, or local government records.
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fied in this subdivision to create a profile about a
consumer reflecting the consumer’s preferences,
characteristics, psychological trends, predispositions,
behavior, attitudes, intelligence, abilities, and
aptitudes.”

Personal information, however, excludes publicly available
information.?® But this exclusion is less than what meets the

#Cal. Civ. Code § 1798.140(0)(1).

28Publicly available means “information that is lawfully made avail-
able from federal, state, or local government records, if any conditions as-
sociated with such information.” Cal. Civ. Code § 1798.140(0)(2). Words
such as “are complied with” appear to have been omitted from the end of
this sentence, which plainly appears to be a clause limiting the scope of
what may constitute publicly available information. This is made clear
two sentences later in the same definitional section, which provides that
“information is not ‘publicly available’ if that data is used for a purpose
that is not compatible with the purpose for which the data is maintained
and made available in the government records or for which it is publicly
maintained.” Id.

The definition of what constitutes material publicly available also
excludes “consumer information that is deidentified or aggregate consumer
information.” Id. This may seem at face value as a perplexing exclusion
because government data frequently includes deidentified or aggregate
consumer information. One might assume that this exclusion was not
intended to apply to data released by a government agency that has been
deidentified, as opposed to information deidentified by a business.
However, given the language of the statute and the obligations imposed on
a business that use deidentified or aggregate consumer information, it ap-
pears that the definition broadly encompasses even deidentified or aggre-
gate consumer data provided by a government agency.

The CCPA treats consumer information that has been deidentified
or presented in aggregate form as a separate category of information and
imposes special obligations on businesses that use it. A business that uses
deidentified or aggregate consumer information must have:

(1) implemented technical safeguards that prohibit reidentification
of the consumer to whom the information may pertain.

(2) implemented business processes that specifically prohibit
reidentification of the information.

(3) implemented business processes to prevent inadvertent release
of deidentified information.

(4) made no attempt to reidentify the information.

Cal. Civ. Code § 1798.140(h). Otherwise, the information will be treated as
personal information (because it will not qualify as deidentified or aggre-
gate consumer data under the statute, and therefore will not be excluded
from the definition of personal information as information that is publicly
available). Hence, it appears that the legislature intended to exclude
deidentified and aggregate consumer data from the definition of material
that is publicly available to ensure that it was handled with the same
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eye. Information is “not ‘publicly available’ if that data is
used for a purpose that is not compatible with the purpose
for which the data is maintained and made available in the
government records or for which it is publicly maintained.”®
Accordingly, unless a business intends to use public informa-
tion for the same purpose as the government entity that
maintains it, public information collected, sold, or disclosed
may be subject to the CCPA’s disclosure and deletion
requirements.

Publicly available also does not mean biometric informa-
tion collected by a business about a consumer without the
consumer’s knowledge® (and thus constitutes personal
information).

The CCPA does not restrict a business’s collection, use,
retention, sale, or disclosure of “deidentified” or “aggregate
consumer information.”' However, as noted earlier in con-
nection with the definition of what constitutes information
made publicly available, deidentified and aggregate con-
sumer information could become personal information if a
business fails to undertake the four protective measures
included in section 1798.140(h).

Conversely, the CCPA generally does not require re-
identification or de-anonymization of deidentified or aggre-
gate consumer data so that the information would be subject
to the requirements imposed on personal information under
the law. The CCPA may not be construed to require “a busi-
ness to reidentify or otherwise link information that is not
maintained in a manner that would be considered personal

level of care by a business as information that has been de-anonymized by
a private business.

2Cal. Civ. Code § 1798.140(0)(2).
80Cal. Civ. Code § 1798.140(0)(2).

¥1Cal. Civ. Code § 1798.145(a)(5). Deidentified is defined as “informa-
tion that cannot reasonably identify, relate to, describe, or be capable of
being associated with, or be linked, directly or indirectly, to a particular
consumer,” provided that a business has implemented the four technical
safeguards and business processes discussed earlier, to prevent reidentifi-
cation of the information. Id. § 1798.140(h). Aggregate consumer informa-
tion is defined as information that “relates to a group or category of
consumers, from which individual consumer identities have been removed”
and which is “not linked or reasonably linkable to any consumer or
household, including via a device.” Id. § 1798.140(a). A collection of indi-
vidual consumer records that have been deidentified, however, is not “[a]g-
gregate consumer information” under the CCPA. Id. § 1798.140(a).

Pub. 1/2019 26-409
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information.”*

Overall, the definition of personal information is quite
broad. For example, the inclusion of “[i]lnferences drawn from
the information identified in this subdivision to create a
profile about a consumer” means any time a company draws
an inference about a user, the inferences themselves become
personal information, subject to the statute. Likewise, the
fact that public information can become personal informa-
tion if used for a different purpose or if a business fails to
treat deidentified or aggregate consumer data from a govern-
ment agency as required by section 1798.140(h), reflects an
expansive notion of what constitutes PII compared to other
U.S. state and federal laws.

The CCPA directs the California Attorney General to issue
regulations to provide greater clarity on a number of aspects
of the law on or before January 1, 2020, and empowers the
AG to enforce it six months after the publication of final
regulations or by July 1, 2020, whichever is sooner.*

The statute also creates a private right of action and
provides for statutory damages for a security breach involv-
ing personal information that results from a business’s fail-
ure to implement and maintain reasonable security proce-
dures, subject to a 30 day right to cure.*

Existing California privacy laws in effect prior to the time
the CCPA takes effect are analyzed in section 26.13[6].

Notice to consumers of the personal information col-
lected and the purpose for its collection, at or before
the point at which the information is collected

The CCPA requires that a business that collects personal
information from consumers notify consumers, at or before
the point at which information will be collected, what cate-
gories of personal information will be collected and the
purposes for which each category of personal information
will be used.®® As a corollary to this rule, the CCPA provides
that a business may not “collect additional categories of
personal information or use personal information collected
for additional purposes” without providing this notice to a

#2Cal. Civ. Code § 1798.145(i).
$Gee.Cal. Civ. Code § 1798.185.
¥Cal. Civ. Code § 1798.150(a).
%Cal. Civ. Code § 1798.100(b).
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consumer.*®

Disclosure requirements pursuant to consumer
requests

The CCPA provides California residents with a right to
request disclosures of the “categories” of their personal infor-
mation that a business has collected, sold, and used.*” The
“categories” referred to in these disclosure requirements “fol-
low the definition of personal information” in the statute,
which are the same categories (A) through (K) noted earlier,
and may be supplemented by the California Attorney
General.*®

A business may only provide the required disclosures
“upon receipt of a verifiable consumer request.”® It likewise
is not required to provide personal information requested to
a consumer more than twice in a 12-month period.*

A business is required to disclose the information re-
quested within “45 days of receiving a verifiable consumer
request from the consumer.”' The 45 day time period may
be extended once by an additional 45 days.* Additionally, a
business may take up to “90 additional days where neces-
sary, taking into account the complexity and number of the
requests” to respond.® A business is required to notify the
consumer of the extension within 45 days of receiving the
request and, for extensions beyond the additional 45 days,

%Cal. Civ. Code § 1798.100(b).

¥(al. Civ. Code §§ 1798.100, 1798.110, 1798.115.

$BCal. Civ. Code §§ 1798.130(c), 1798.140(0), 1798.185(a)(2).

¥(Cal. Civ. Code § 1798.100(c), Cal. Civ. Code § 1798.130(a)(2). A verifi-
able consumer request is a request “by a consumer,” on his or her own
behalf or on behalf of a minor child or other person authorized to act on
the consumer’s behalf, “that the business can reasonably verify” pursuant
to regulations that the Attorney General is required to implement no later
than July 1, 2020. Cal. Civ. Code § 1798.140(y). A business is not required
to produce personal information if it cannot verify the identity of the
requesting party. Id. § 1798.140(y). However, it is unclear what steps a
business will be required to take to verify a consumer request after the
CCPA’s effective date if the Attorney General has not implemented the
regulations provided in this section by then.

*Cal. Civ. Code § 1798.100(d).

#1Cal. Civ. Code § 1798.130(a)(2).

*#Cal. Civ. Code § 1798.130(a)(2).

B(al. Civ. Code § 1798.145(g)(1).
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the business must provide the reason for the delay.*

A business must deliver the information “free of charge to
the consumer,” unless the requests are “manifestly un-
founded or excessive . . . because of their repetitive
character,” in which case a business may charge a “reason-
able fee” for the disclosure.* The disclosure “shall cover the
12-month period preceding the business’s receipt of the
verifiable consumer request”.*® The information should be
sent via a consumer’s “account with the business,” if one ex-
ists, and if not, it may be delivered by mail or electronically,
at the consumer’s option.*”” The information must be “in a
portable and, to the extent technically feasible, in a readily
useable format that allows the consumer to transmit this in-
formation to another entity without hindrance.*

If a business does not “take action on the request of the
consumer, the business shall inform the consumer, without
delay and at the latest within the time period permitted” for
its response “of the reasons for not taking action and any
rights the consumer may have to appeal the decision to the
business.”

A business must provide consumers “two or more desig-
nated methods for submitting” disclosure requests, which
must include, “at a minimum, a toll-free telephone number,
and if the business maintains an Internet Web site, a Web
site address.”™® A business must also ensure that its customer
service representatives are “informed” of the CCPA’s require-
ments regarding disclosure of personal information collected,
sold, and disclosed, and financial incentives offered for
personal information, and how to “direct consumers to
exercise” their disclosure rights under the CCPA.*

Right to the disclosure of the categories and specific
pieces of personal information collected

The CCPA provides that a “consumer shall have the right

#Cal. Civ. Code §§ 1798.130(a)(2), 1798.145(g)(1).

%Cal. Civ. Code § 1798.100(d); Cal. Civ. Code § 1798.145(g)(3).
%Cal. Civ. Code § 1798.130(a)(2).

4Cal. Civ. Code §§ 1798.100(d), 1798.130(a)(2).

BCal. Civ. Code §§ 1798.100(d), 1798.130(a)(2).

*9Cal. Civ. Code § 1798.145(g)(2).

%0Cal. Civ. Code § 1798.130(a)(1)

$1Cal. Civ. Code § 1798.130(a)(6).
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to request that a business that collects a consumer’s personal
information disclose to that consumer the categories and
specific pieces of personal information the business has
collected.” Pursuant to section 1798.110, a consumer has
the right to request that the business disclose:

(1) “the categories of personal information it has collected
about that consumer”

(2) “the categories of sources from which the personal in-
formation is collected”

(3) “the business or commercial purpose for collecting or
selling personal information”

(4) “the categories of third parties with whom the busi-
ness shares personal information”; and

(5) “the specific pieces of personal information it has col-
lected about that consumer.”®

As a limiting factor, however, a business is not required to
“[r]eidentify or otherwise link any data that, in the ordinary
course of business, is not maintained in a manner that would
be considered personal information” to comply with these
disclosure requirements.*® Thus, the fact that information
may be de-anonymized or re-personalized does not mean
that it is in fact subject to the statute’s disclosure
requirements.

Likewise, section 1798.100 does not require a business “to
retain any personal information collected for a single, one-
time transaction, . . .” if the information “is not sold or
retained by the business or [used] to reidentify or otherwise
link information that is not maintained in a manner that
would be considered personal information.”®® Although
drafted inartfully, this section appears intended to obviate
the need for a business to retain (and hence potentially pro-
duce) personal information collected for a single, one-time
transaction, provided the information is not (1) sold to third
parties, (2) retained by the business, or (3) used to reidentify
(or repersonalize) aggregate data or otherwise link informa-
tion that would not be considered personal information.>®

%2Cal. Civ. Code § 1798.100(a).

%Cal. Civ. Code §§ 1798.110(a)(1)—(5).

%Cal. Civ. Code § 1798.110(d)(1).

5Cal. Civ. Code § 1798.100(e).

56Similarly, section 1798.110, which further specifies a business’s
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Right to the disclosure of the categories of personal
information sold or disclosed

The CCPA provides that a consumer “shall have the right
to request that a business that sells the consumer’s personal
information, or that discloses it for a business purpose” make
certain disclosures to the consumer.”” Sell is not limited in
the statute to the exchange of personal information for
money, but covers any transfer “by the business to another
business or a third party for monetary or other valuable
consideration.”® The CCPA further provides that courts

duty to disclose personal information collected, more broadly states that a
business is not required to retain personal information “collected for a
single one-time transaction if, in the ordinary course of business, that in-
formation about the consumer is not retained.” Cal. Civ. Code
§ 1798.110(d)(1).

’Cal. Civ. Code § 1798.115(a). What constitutes a business purpose is
discussed earlier in this section and defined in Cal. Civ. Code § 1798.140(d).

%8Cal. Civ. Code § 1798.140(t). The statute provides that a business
does not sell personal information when:

(A) A consumer uses or directs the business to intentionally disclose
personal information or uses the business to intentionally
interact with a third party, provided the third party does not
also sell the personal information, unless that disclosure would
be consistent with the provisions of this title. An intentional
interaction occurs when the consumer intends to interact with
the third party, via one or more deliberate interactions. Hover-
ing over, muting, pausing, or closing a given piece of content
does not constitute a consumer’s intent to interact with a third
party.

(B) The business uses or shares an identifier for a consumer who
has opted out of the sale of the consumer’s personal information
for the purposes of alerting third parties that the consumer has
opted out of the sale of the consumer’s personal information.

(C) The business uses or shares with a service provider personal in-
formation of a consumer that is necessary to perform a business
purpose if both of the following conditions are met:

(i)  The business has provided notice that information being
used or shared in its terms and conditions consistent with
Section 1798.135.

(i) The service provider does not further collect, sell, or use the
personal information of the consumer except as necessary
to perform the business purpose.

(D) The business transfers to a third party the personal information
of a consumer as an asset that is part of a merger, acquisition,
bankruptcy, or other transaction in which the third party as-
sumes control of all or part of the business, provided that infor-
mation is used or shared consistently with Sections 1798.110
and 1798.115. If a third party materially alters how it uses or
shares the personal information of a consumer in a manner that
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examining compliance with its provisions should take a lib-
eral approach to determining whether a transaction is a sale
subject to its regulation. The CCPA mandates that, where a
series of “steps or transactions” are taken “with the inten-
tion of avoiding the reach of this title, including the
disclosure of information by a business to a third party in or-
der to avoid the definition of sell, a court shall disregard the
intermediate steps or transactions for purposes of effectuat-
ing the purposes of this title.”®

A consumer has the right to request disclosure of:

(1) the “categories of personal information that the busi-
ness collected about the consumer”;

(2) the “categories of personal information that the busi-
ness sold about the consumer and the categories of
third parties to whom the personal information was
sold,” broken down by “category or categories of
personal information for each third party to whom the
personal information was sold”; and

(3) the “categories of personal information that the busi-
ness disclosed about the consumer for a business

purpose.”®

A business that both sells and discloses personal informa-
tion is required to separately list the categories of personal
information sold and disclosed in response to a consumer
request.®'

Right to the deletion of personal information

The CCPA provides that a “consumer shall have the right
to request that a business delete any personal information

is materially inconsistent with the promises made at the time of
collection, it shall provide prior notice of the new or changed
practice to the consumer. The notice shall be sufficiently
prominent and robust to ensure that existing consumers can
easily exercise their choices consistently with Section 1798.120.
This subparagraph does not authorize a business to make mate-
rial, retroactive privacy policy changes or make other changes in
their privacy policy in a manner that would violate the Unfair
and Deceptive Practices Act (Chapter 5 (commencing with Sec-
tion 17200) of Part 2 of Division 7 of the Business and Profes-
sions Code).
Id. § 1798.140(t)(2).
*Cal. Civ. Code § 1798.190.
®Cal. Civ. Code §§ 1798.115(a)(1)—(3).

61Cal. Civ. Code § 1798.130(a)(4).
Pub. 1/2019 26-415
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about the consumer which the business has collected from
the consumer.”® When a business receives a “verifiable
consumer request from a consumer to delete the consumer’s
personal information” the business must “delete the consum-
er’s personal information” not only from its own records, but
the business must also direct any “service providers to delete
the consumer’s personal information from their records” as
well.®

The CCPA carves out specific exceptions to the deletion
requirement. Although not expansive, as written the excep-
tions allow a business to retain personal information when it
is necessary for an ongoing business relationship with the
consumer because the information is necessary to complete a
transaction or provide a good or service that the consumer
requested.® Additionally, a business may retain the informa-
tion for internal use, as long as the use is “reasonably aligned
with the expectations of the consumer based on the consum-
er’s relationship with the business” or “compatible with the
context in which the consumer provided the information.”®
A business may also retain consumer information for the
purpose of detecting “security incidents,” protecting against
or prosecuting malicious and fraudulent activity,®® debug-
ging,*” and to comply with the California Electronic Com-
munications Privacy Act, Cal. Penal Code § 1546 or another
“legal obligation.”® Other statutory exclusions are less clear;
a business may retain and use consumers’ personal informa-
tion after a deletion request to “[e]xercise free speech,” or

2Cal. Civ. Code § 1798.105(a).

8Cal. Civ. Code § 1798.105(c). A service provider is a for-profit entity
that “process information on behalf of a business and to which the busi-
ness discloses a consumer’s personal information for a business purpose
pursuant to a written contract.” Id. § 1798.140(v). The definition of “ser-
vice provider” additionally requires a business subject to CCPA to specify
in a written contract that the provider is prohibited from using the
personal information for any purpose other than that outlined in the
contract. Id. § 1798.140(v). Businesses thus must put in place written
contracts with service providers. A service provider is also required to
certify to its compliance with the CCPA in its written contract with a
business. Id. § 1798.140(w)(2)(A)(i).

®Cal. Civ. Code § 1798.105(d)(1).
5Cal. Civ. Code §§ 1798.105(d)(7), (9).
Cal. Civ. Code § 1798.105(d)(2).
7Cal. Civ. Code § 1798.105(d)(3).
8Cal. Civ. Code §§ 1798.105(d)(5), (8).
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ensure another’s right to exercise his or her free speech, or
for the purpose of engaging in “public or peer-reviewed sci-
entific, historical, or statistical research in the public
interest.”® Presumably, this is intended to allow an interac-
tive computer service provider discretion to decline takedown
requests directed at consumer review sites or other online
discussion fora, and to protect free speech and the integrity
of academic research. The exact contours of this exception,
including the undefined term “public interest,” have yet to
be fleshed out.

Right to opt-out of the sale of personal information/
minors’ right to opt-in

The CCPA gives California residents a right to opt-out of
having their information sold, and requires affirmative opt-in
consent from minors.

The statute provides that a “consumer shall have the right,
at any time, to direct a business that sells personal informa-
tion about the consumer to third parties not to sell the
consumer’s personal information,” referred to as the “right to
opt-out.”™

A business that sells consumers’ personal information is
required to notify California residents of their right to opt
out. This notification must be provided through “a clear and
conspicuous link on the business’s Internet home page, titled
‘Do Not Sell My Personal Information,” ” which must link to
an “Internet Web page that enables a consumer” “to opt out
of the sale of the consumer’s personal information.””" A busi-
ness can maintain a separate homepage for California
consumers with the required link if the business “takes rea-
sonable steps to ensure that California consumers are
directed” to that homepage and “not the homepage made
available to the public generally.””? A business cannot require
a consumer to create an account in order to opt-out.” A busi-
ness that sells consumers’ personal information must ensure

Cal. Civ. Code §§ 1798.105(d)(4), (6). Research is narrowly limited to
studies “[c]lompatible with the business purpose for which the personal in-
formation was collected,” and that are “[n]ot for any commercial purpose,”
among other limitations. Cal. Civ. Code § 1798.140(s).

"Cal. Civ. Code § 1798.120(a).
"Cal. Civ. Code § 1798.135(a)(1).
Cal. Civ. Code § 1798.135(b).
Cal. Civ. Code § 1798.135(a)(1).
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that its customer service representatives are aware of
consumers’ right to opt-out and how to exercise that right.™
After a consumer has opted out, a business is prohibited
from requesting that the consumer reauthorize the sale of
his or her data for “at least 12 months.””

With respect to minors, the CCPA prohibits businesses
from selling personal information from consumers “if the
business has actual knowledge that the consumer is less
than 16 years of age,” unless, for “consumers between 13
and 16 years of age” the consumer affirmatively authorizes
the sale, or the parent or guardian of a consumer under 13
years of age affirmatively authorizes the sale.”” The CCPA
provides that a “business that willfully disregards the
consumer’s age shall be deemed to have actual knowledge of
the consumer’s age.””” The CCPA refers to the prohibition on
the sale of minors’ personal information without consent as
the “right to opt-in.”™

The requirement for parental consent for children under
age 13 is consistent with the federal Child Online Privacy
Protection Act (COPPA).” Federal law does not generally
regulate child privacy for those aged 13 and older, although
the FTC has identified minors in this age group as deserving
of closer attention.’* The CCPA provides special protection
for this class of people, although inartful draftsmanship
makes it unclear whether the law covers those who are 16
and on its face appears to exclude minors who are age 13,
which presumably was not the drafters’ intent. Presumably,
the CCPA’s opt-in right should apply to teenagers aged 13,
14 ans(11 15, but the language of the statute is not entirely
clear.

"(Cal. Civ. Code § 1798.135(a)(3).
Cal. Civ. Code § 1798.135(a)(5).
8Cal. Civ. Code § 1798.120(c).
Cal. Civ. Code § 1798.120(c).
8Cal. Civ. Code § 1798.120(c).

715 U.S.C.A. §§ 6501 to 6506; 16 C.F.R. §§ 312.1 to 312.13; see gener-
ally supra § 26.13[2].
8See supra § 26.13[2][H].

81See Cal. Civ. Code § 1798.120(c); Eric Goldman, California Amends
the Consumer Privacy Act (CCPA); Fixes About 0.01% of its Problems,
Technology & Marketing Law Blog (Oct. 4, 2018), available at https:/
blog.ericgoldman.org/archives/2018/10/california-amends-the-consumer-
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Nondiscrimination and Financial incentives

The CCPA generally prohibits businesses from discriminat-
ing against consumers based on their exercise of any rights
provided in the statute.® Discrimination includes denying a
consumer goods or services, charging different prices or
rates, providing a different level or quality of goods or ser-
vices, and/or suggesting that a consumer will receive a dif-
ferent price, rate, or level or quality of goods or services.®
However, the CCPA also provides that businesses are not
prohibited from “charging a consumer a different price or
rate, or from providing a different level or quality of goods or
services to the consumer, if that difference is reasonably re-
lated 1;? the value provided to the consumer by the consumer’s
data.”

The CCPA also allows a business to offer “financial incen-
tives” for the collection, sale, or deletion of personal
information. These incentives may only be provided on an
opt-in basis, and include “payments to consumers as
compensation,” or a “different price, rate, level or quality of
goods or services to the consumer if that price is directly re-
lated to the value provided to the consumer by the consumer’s
data.”®

In other words, a business may not discriminate against a
consumer who declines to provide consent or requests dele-
tion of personal information, but it may provide financial
incentives for a consumer not to do so. Financial incentives
must be correlated to the value of a consumer’s information.

privacy-act-ccpa-fixes-about-0-01-of-its-problems.htm (“The language is in-
consistent about 16 year olds (or, if you read the restriction as applying
only to 14 and 15 year olds, then it’s inconsistent about 13 year olds): ‘a
business shall not sell the personal information of consumers if the busi-
ness has actual knowledge that the consumer is less than 16 years of
age, unless the consumer, in the case of consumers between 13 and 16
years of age, or the consumer’s parent or guardian, in the case of consum-
ers who are less than 13 years of age, has affirmatively authorized the
sale of the consumer’s personal information.””).

82Cal. Civ. Code § 1798.125(a).
8Cal. Civ. Code § 1798.125(a)(1).

#Cal. Civ. Code § 1798.125(a)(2). This sentence is inartfully worded
but presumably speaks to any difference between the value provided, or
price charged, to consumers, and the value of a consumer’s personal
information. This meaning of this provision is likely to be fleshed out by
the California Attorney General.

#Cal. Civ. Code §§ 1798.125(b)(1), (3).
Pub. 1/2019 26-419
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De minimis payments for information of great value thus are
unlikely to pass muster. What constitutes fair value presum-
ably will be clarified in regulations to be promulgated by the
California Attorney General or through enforcement actions
by the Attorney General.

Required privacy policy disclosures

The CCPA requires that businesses that collect, sell, or
disclose California residents’ personal information publicly
inform consumers of their rights under the CCPA. These
disclosures must be made in a business’s “online privacy
policy,” “in any California-specific description of consumers’
privacy rights,” or, if the business does not maintain those
policies, “on its Internet Web site.”® A business must update
these disclosures “at least once every 12 months.”® The
disclosure must include “one or more designated methods for

submitting” disclosure requests under the statute.®®

Additionally, a business must disclose the categories of
personal information that it has collected, sold, or disclosed
in the previous 12 months.* A business that collects consum-
ers’ personal information is required to disclose:

(1) the “categories of personal information it has collected

about” consumers;

(2) the “categories of sources from which the personal in-

formation is collected”;

(3) the “business or commercial purpose for collecting or

selling personal information”;

(4) the “categories of third parties with whom the busi-

ness shares personal information”; and

(5) the “specific pieces of personal information the busi-

ness has collected about that consumer.”®

A business that sells or discloses consumers’ personal in-

8Cal. Civ. Code § 1798.130(a)(5)
87Cal. Civ. Code § 1798.130(a)(5).
8Cal. Civ. Code § 1798.130(a)(5)(A).

8The “categories of personal information” referred to in the privacy
policy disclosure requirements “follow the definition of personal informa-
tion in Section 1798.140.” Cal. Civ. Code § 1798.130(c).

%0Cal. Civ. Code §§ 1798.110(c)(1)—(5). Although subsection (5) is
technically included in the list of public disclosures that a business is
required to make pursuant to section 1798.130, its inclusion is likely a
mistake. The California legislature presumably did not intend for a busi-
ness to publicly disclose “specific pieces of personal information” collected
about an individual consumer. More likely, it intended to require disclosure
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formation is required to disclose separately the categories of
personal information that it has sold and disclosed within
the last 12 months. Alternatively, if the business has not
sold or disclosed consumer personal information in the pre-
ceding 12 months, it must “disclose that fact.”

A business that sells consumers’ personal information
must additionally include in its privacy policy, or in a
California-specific description of privacy rights, a description
of a consumer’s rights under the CCPA to opt-out and include
the link titled “Do Not Sell My Personal Information” in the
document.*

A business that offers financial incentives for the collec-
tion, sale, or deletion of personal information must notify
consumers of the incentives in its privacy policy or other
public disclosure document.®

Scope and exclusions

The California legislature mandated that the CCPA “be
liberally construed to effectuate its purposes.” It expressly
preempts all rules, regulations, codes, ordinances, and other
laws adopted by a city, county, city and county, municipal-
ity, or local agency regarding the collection and sale of
consumers’ personal information by a business.*® The CCPA
is intended to supplement federal and state law, if permis-
sible, but is not intended to apply if it would be preempted
by, or in conflict with, federal law or the U.S. or California
Constitution.®®

The CCPA provides that compliance with its obligations
“shall not restrict a business’s ability” to comply with other
applicable laws or a civil or criminal investigation, cooperate
with law enforcement agencies, or exercise or defend legal
claims.” The CCPA does not “apply where compliance by the
business with the title would violate an evidentiary privilege

of the type of personal information it collects generally from consumers.
%!Cal. Civ. Code §§ 1798.130(a)(5)(C)()—(ii).
%2Cal. Civ. Code § 1798.135(a)(2).
%Cal. Civ. Code § 1798.125(b)(2); Cal. Civ. Code § 1798.130(a)(5)(A).
*Cal. Civ. Code § 1798.194.

*Cal. Civ. Code § 1798.180. Unlike the rest of the CCPA, which is set
to take effect on January 1, 2020, this preemption provision became im-
mediately effective upon enactment in 2018. See id. § 1798.199.

%Cal. Civ. Code § 1798.196.
7Cal. Civ. Code §§ 1798.145(a)(1)—(4).
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under California law,” such as the attorney-client privilege,
and the statute further does not apply to medical informa-
tion or health information that is regulated by federal law,
or information collected as part of a clinical trial subject to
federal law.*® The CCPA also does not apply to the sale of
personal information “to or from a consumer reporting
agency if that information is to be reported in, or used to
generate, a consumer report” subject to the Fair Credit
Reporting Act, 15 U.S.C. §§ 1681, et seq., or to personal in-
formation collected, processed, sold or disclosed pursuant to
the Gramm-Leahy-Bliley Act (Public Law 106-102), the Cali-
fornia Financial Information Privacy Act, Cal. Fin. Code
§§ 4050—4060, or the Driver’s Privacy Protection Act, 18
U.S.C. §§ 2721 et seq.”

The CCPA also may not be applied to infringe upon the
noncommercial free speech rights protected by the California
Constitution.'®

Attorney General enforcement

%Cal. Civ. Code § 1798.145(c)(1).
9Cal. Civ. Code §§ 1798.145(d) - (f).

190Cal. Civ. Code § 1798.145(k) (“The rights afforded to consumers and
the obligations imposed on any business under this title shall not apply to
the extent that they infringe on the noncommercial activities of a person
or entity described in subdivision (b) of Section 2 of Article I of the Califor-
nia Constitution.”). Article I section 2(b) of the California Constitution
provides that:

A publisher, editor, reporter, or other person connected with or employed upon
a newspaper, magazine, or other periodical publication, or by a press associa-
tion or wire service, or any person who has been so connected or employed,
shall not be adjudged in contempt by a judicial, legislative, or administrative
body, or any other body having the power to issue subpoenas, for refusing to
disclose the source of any information procured while so connected or employed
for publication in a newspaper, magazine or other periodical publication, or for
refusing to disclose any unpublished information obtained or prepared in
gathering, receiving or processing of information for communication to the
public.

Nor shall a radio or television news reporter or other person connected with or
employed by a radio or television station, or any person who has been so con-
nected or employed, be so adjudged in contempt for refusing to disclose the
source of any information procured while so connected or employed for news or
news commentary purposes on radio or television, or for refusing to disclose
any unpublished information obtained or prepared in gathering, receiving or
processing of information for communication to the public.

As used in this subdivision, “unpublished information” includes information
not disseminated to the public by the person from whom disclosure is sought,
whether or not related information has been disseminated and includes, but is
not limited to, all notes, outtakes, photographs, tapes or other data of whatever
sort not itself disseminated to the public through a medium of communication,
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The law delegates to the California Attorney General re-
sponsibilities analogous to those given the Federal Trade
Commission by Congress under the Children’s Online
Privacy Protection Act (COPPA),"" Health Insurance
Portability and Accountability Act (HIPAA)'® and Gramm-
Leach-Bliley (GLB)."® The Attorney General is delegated
authority to adopt regulations,'™ provide opinions, and file
suit to enforce the law (subject to affording businesses no-
tices and an opportunity to cure within 30 days).'”® Given
the number of ambiguities and drafting errors in the stat-
ute, and the limited nature of the private right of action
(which only relates to security breaches), the Attorney Gen-
eral will have primary responsibility for interpreting and
shaping enforcement priorities under the CCPA.

The statute contemplates that any business or third party
may seek the opinion of the Attorney General for guidance
on how to comply with the CCPA."®

The law also authorizes the Attorney General to bring a
civil action against businesses, service providers, or any
other person that violates the CCPA.' A business “shall be
in violation” if it “fails to cure any alleged violation within
30 days after being notified of noncompliance.”'®® The At-
torney General may seek injunctive relief and a civil penalty
of not more than two thousand five hundred dollars ($2,500)
for each violation or seven thousand five hundred dollars
($7,500) for each intentional violation.'® While the penalties
per violation are small, it remains to be seen how the At-
torney General construes the term violation. Whether a
violation is defined in terms of an incident or a single act or
omission, for example, or the number of people impacted,

whether or not published information based upon or related to such material
has been disseminated.

Cal. Const. Art. I § 2(b).
19Gee supra § 26.13[2][F].
192Ge supra § 26.11.

%See supra § 26.12[2]; see generally supra § 26.13[5] (analyzing FTC
enforcement actions).

1%Gee Cal. Civ. Code § 1798.185.
1%5Gee Cal. Civ. Code § 1798.155.
1%Cal. Civ. Code § 1798.155(a).
%7Cal. Civ. Code § 1798.155(h).
1%(al. Civ. Code § 1798.155(a).
1%9Cal. Civ. Code § 1798.155(h).
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will be significant.

Revenue from litigation will be allocated to a Consumer
Privacy Fund, which may be used exclusively to offset costs
incurred by state courts and the California Attorney General
in connection with the CCPA."® This creates a potential
conflict of interest, in that unless the legislature allocates
funds expressly for all the new work to be done under the
statute, there will be added pressure on the Attorney Gene-
ral’s Office to pursue litigation—and to recover penalties in
litigation.

Private right of action for data breaches

The CCPA creates a private right of action, with the pos-
sibility of recovering statutory damages, for consumers
“whose nonencrypted or nonredacted personal information

. is subject to an unauthorized access and exfiltration,
theft, or disclosure as a result of the business’s violation of
the duty to implement and maintain reasonable security
procedures and practices . . . .”""" The private right of ac-
tion created by the CCPA may be brought only for data

0Cal. Civ. Code § 1798.160.

MEal. Civ. Code § 1798.150(a)(1). Personal information in this section
is defined by reference section 1798.81.5, which is narrower in scope than
the CCPA’s definition in section 1798.140(0). Personal information under
section 1798.81.5 means either of the following:

(A) An individual’s first name or first initial and his or her last
name in combination with any one or more of the following data
elements, when either the name or the data elements are not
encrypted or redacted:

1) Social security number.
(i1) Driver’s license number or California identification card
number.

(iii)  Account number, credit or debit card number, in combina-
tion with any required security code, access code, or
password that would permit access to an individual’s
financial account.

(iv) Medical information.

) Health insurance information.

(B) A username or email address in combination with a password or
security question and answer that would permit access to an
online account.

Cal. Bus. & Prof. Code § 1798.81.5(d)(1). Personal information does not
include “publicly available information that is lawfully made available to
the general public from federal, state, or local government records.” Id.
§ 1798.81.5(d)(4).

Medical information means any individually identifiable informa-
tion, in electronic or physical form, regarding the individual’s medical his-
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breaches arising from a business’s failure to maintain rea-
sonable security measures, and not any other failures to
comply with the CCPA." What constitutes a reasonable se-
curity measure is not defined in the statute. Hence, unless
the term is narrowed by regulations to be promulgated by
the Attorney General, any time a California business suffers
a security breach it will likely be sued in a lawsuit where
plaintiffs will challenge both the security measures adopted
and a business’s adherence to those measures. In such cases,
where the issue is contested, causation may raise factual
questions that could make a case difficult to resolve on mo-
tion practice.

A person harmed by the data breach may bring an action
to recover statutory damages in the range of $100 - $750
“per consumer per incident or actual damages, whichever is
greater, injunctive or declaratory relief, and any other relief
that a court deems proper.'® In assessing the amount of
statutory damages, the court shall consider “any one or more
of the relevant circumstances presented by any of the par-
ties to the case, including, but not limited to, the nature and
seriousness of the misconduct, the number of violations, the
persistence of the misconduct, the length of time over which
the misconduct occurred, the willfulness of the defendant’s
misconduct, and the defendant’s assets, liabilities, and net
worth.”""* Nevertheless, a data breach impacting 100,000
consumers could invite putative class action suits seeking up
to $7,500,000, which seems disproportionate. And a breach
impacting 1,000,000 state residents could result in a puta-
tive class action suit seeking $750,000,000, where the
plaintiffs, if successful, would be entitled to at least
$100,000,000. Given the wide range of exposure, the private
cause of action created by the CCPA is likely to generate
substantial litigation.

To bring a claim for statutory damages, either individually

tory or medical treatment or diagnosis by a health care professional. Id.
§ 1798.81.5(d)(2).

Health insurance information means an individual’s insurance
policy number or subscriber identification number, any unique identifier
used by a health insurer to identify the individual, or any information in
an individual’s application and claims history, including any appeals re-
cords. Id. § 1798.81.5(d)(3).

204l Civ. Code § 1798.150(c).
3¢al. Civ. Code § 1798.150(a)(1).
4Cal. Civ. Code § 1798.150(a)(2).
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or as a putative class action suit, a consumer must provide a
business “30 days’ written notice identifying the specific pro-
visions of this title the consumer alleges have been or are
being violated,” and allow the business 30 days to cure the
violations. If within the 30 days the business actually cures
the noticed violation (assuming a cure is possible) and
provides the consumer an express written statement that
the violations have been cured and that no further violations
shall occur, then no action for individual statutory damages
or class-wide statutory damages may be initiated against the
business."®

This provision tracks the 30 day notice and cure period in
the California Consumer Legal Remedies Act,'® a statute
popular with class action counsel. Under that statute, some
class action lawyers have become adept at framing claims
for which a “cure” is impossible. It is unclear how, if at all, a
breach which has occurred could be cured. Indeed, the stat-
ute acknowledges that possibility in framing requirements
“[iln the event a cure is possible . . . .”""" It remains to be
seen whether the Attorney General will promulgate regula-
tions to elaborate on the type of “cure” that would meet this
requirement of the statute (such as measures to mitigate the
consequences of a breach and minimize the risk of similar
future breaches) or whether the issue will be fleshed out in
litigation. Given the size of potential exposure and the ambi-
guity surrounding what constitutes reasonable security, a
merely symbolic right to cure would be concerning.

If a business is able to cure and provides an express writ-
ten statement to a consumer, but operates in breach of the
express written statement, the consumer may initiate an ac-
tion against the business to enforce the written statement
and may pursue statutory damages for each breach of the
express written statement, as well as any other violation of
the title that postdates the written statement.'®

No notice, however, is required for an individual consumer
to initiate an action solely for actual pecuniary damages suf-

5Cal. Civ. Code § 1798.150(b).

"®Cal. Civ. Code § 1782; Laster v. T-Mobile USA, Inc., 407 F. Supp. 2d
1181, 1196 (S.D. Cal. 2005) (dismissing plaintiff’s claim with prejudice
because of plaintiff’s failure to provide notice to defendants pursuant to
section 1782(a)); see generally supra § 25.04[3].

7Cal. Civ. Code § 1798.150(b).
8Cal. Civ. Code § 1798.150(b).
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fered as a result of an alleged violation."®

Significantly, the cause of action established by section
1798.150 applies “only to violations as defined in subdivision
(a) and shall not be based on violations of any other section
of this title. Nothing in this title shall be interpreted to serve
as the basis for a private right of action under any other
law.”"® What this means is that a violation of the statute
could not form the basis for a claim under California’s notori-
ous section 17200, which typically affords a cause of action
for violation of other statutes, laws or regulations.'® The
private enforcement right created by the CCPA thus is actu-
ally quite narrow. Nevertheless, the potential availability of
statutory damages means that it will be heavily litigated by
class action counsel seeking a generous settlement or award
on behalf of a putative class of those whose information was
exposed in a security breach. Further, the ambiguous nature
of the standard of care—to “implement and maintain reason-
able security procedures and practices”—means that regard-
less of culpability, any time a business experiences a secu-
rity breach that exposes the information of California
residents, class action counsel will have an incentive to file
suit.

California law currently provides that any customer
injured by a violation of its security breach notification stat-
ute may institute a civil action to recover damages'?* or
injunctive relief,'®® in addition to any other remedies that
may be available.'® Among other things, the breach of the
notification statute itself could be actionable as an unfair

trade practice under California law if damages can be

"9Cal. Civ. Code § 1798.150(b).

120Cal. Civ. Code § 1798.150(c).

210al. Bus. & Prof. §8§ 17200 et seq. Section 17200 “borrows” violations
from other laws by making them independently actionable as unfair com-
petitive claims. Korea Supply Co. v. Lockheed Martin Corp., 29 Cal. 4th
1134, 1143-45, 131 Cal. Rptr. 2d 29 (Cal. 2003). Under section 17200,
“[ulnlawful acts are ‘anything that can properly be called a business
practice and that at the same time is forbidden by law . . . be it civil,
criminal, federal, state, or municipal, statutory, regulatory, or court-made,’
where court-made law is, ‘for example a violation of a prior court order.””
Sybersound Records, Inc. v. UAV Corp., 517 F.3d 1137, 1151-52 (9th Cir.
2008) (citations omitted); see generally supra § 25.04[3].

1220341, Civil Code § 1798.84(b).
20al. Civil Code § 1798.84(e).
23Cal. Civil Code § 1798.84(g).
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shown.” Absent any injury traceable to a company’s failure
to reasonably notify customers of a data breach, however, a
plaintiff may not have standing to bring suit for a defendant’s
alleged failure to maintain reasonable security measures, at
least in federal court.'® The new cause of action created by
the CCPA, by providing a remedy of statutory damages, will
likely dramatically increase the number of California puta-
tive class action suits brought following a security breach.
Given the liberal standing requirements for security breach
cases in the Ninth Circuit,'” some of these claims will be
brought in federal court, although suits by California
residents against California companies likely would need to
be brought in state court, because of the lack of diversity
jurisdiction, unless plaintiffs are able to also sue for viola-
tions of federal statutes.

The CCPA’s requirement for contractual undertakings and
obligations by service providers and third parties means it is
also likely that the CCPA, if it takes effect, will result in lit-
igation between or among businesses, service providers and
third parties, as those terms are defined under the statute.

Data privacy class action litigation is analyzed in section

25Gee Cal. Bus. & Prof. Code §§ 17200 et seq.; see generally supra
§8§ 27.01, 27.04[6] (discussing how the breach of an unrelated statute may
be actionable under § 17200).

26Gee, e.g., Cahen v. Toyota Motor Corp., 717 F. App’x 720 (9th Cir.
2017) (affirming the lower court’s ruling finding no standing to assert
claims that car manufacturers equipped their vehicles with software that
was susceptible to being hacked by third parties); Antman v. Uber
Technologies, Inc., Case No. 3:15-cv-01175-LB, 2018 WL 2151231 (N.D.
Cal. May 10, 2018) (dismissing, with prejudice, plaintiff’s claims, arising
out of a security breach, for allegedly (1) failing to implement and maintain
reasonable security procedures to protect Uber drivers’ personal informa-
tion and promptly notify affected drivers, in violation of Cal. Civ. Code
§§ 1798.81, 1798.81.5, and 1798.82; (2) unfair, fraudulent, and unlawful
business practices, in violation of California’s Unfair Competition Law,
Cal. Bus. & Prof. Code § 17200; (3) negligence; and (4) breach of implied
contract, for lack of Article III standing, where plaintiff could not allege
injury sufficient to establish Article III standing); see generally infra
§ 27.07 (analyzing claims raised in security breach litigation).

127G, e.g., In re Zappos.com, Inc., 888 F.3d 1020, 1023-30 (9th Cir.
2018) (holding that plaintiffs, whose information had been stolen by a
hacker but who had not been victims of identity theft or financial fraud,
nevertheless had Article III standing to maintain suit in federal court); see
generally infra § 27.07 (comparing the relatively liberal standing require-
ments for security breach cases in the Ninth Circuit to case law from
other circuits).
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26.15. Security breach class action suits are analyzed in sec-
tion 27.07.
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