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Overview



What is Open Source?

No legal definition

Made widely available in source code form for no charge under a license that allows for
use, modification, and distribution by the public under certain terms and conditions.

Often developed in collaboration with many parties, i.e., community-based development

Developers make improvements, bug-fixes and may provide back to the community

Licenses are enforceable!

Open source is NOT:
Public domain
“Freeware” (e.g., Adobe PDF reader)

Free of costs or conditions

Free
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Open Source-Based Companies and Products
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Advantages to Open Source

Why use Open Source? Top 3 0S Technology Areas?

Quality of Solutions Operating Systems

Competitive Features

and Technical Capabilities Datebase

Ability to Customize & Fix Development Tools
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Utilization Rates - 2020

Industries represented in the 2020 OSSRA report

Percentage reflects amount of open source in codebases by industry

EdTech 79%
Internet of Things 82%
Internet &
Software
Infrastructure 83% Cybersecurity 78% Marketing Tech 78%
Financial Services Energy & Virtual Reality, Gaming,
& FinTech 75% CleanTech 72% Entertainment, Media 70%
Aerospace, Aviation, Automotive, Enterprise Computer Hardware &
Logistics, Transportation 69% Software/SaaS Semiconductors 68%
Healthcare, Big Data, Al,
Internet & Mobile Health Tech, Bl, Machine Retail &
Apps Life Sciences 65% Learning 64% E-Commerce 63%
Manufacturing, Industrials, Robotics 50% Telecommunications & Wireless 46%

Source — Black Duck (Synopsis) 2020 Open Source Security and Risk Analysis (OSSRA) Report. Percentage reflects amount of open source in
codebases by industry.
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History and Philosophy:
Free and Open Source Software




Types of Code — Source Code vs. Object Code

#include 100010101010101
<stdio.h>, 000100101010111
int main() 211111100110000
{ 001011001101010
printf(“Hello”) T 910111011100011
; ©11111001111000
return ©; 0011011110101
} 010010010101000
Source Code Object Code
(“human readable”) (binary)
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Open Source Timeline

Figure 2. History of open source

Open source software (OSS) has a long history
g 0SS is actively embraced
055 development by large tech companies

led by programmers and powered by new
atasmall scale. tools and platforms.

I\;JJ

) :";.J'/
f \ Universities develop Launch of GNU
L . and share software project.
" improvements.
1950s
First ] 0SS is
computers 0SS is boosted developed by
developed ratin by develop- firms,
and adopted. Snyeﬁ?s % ment of Linux, organizations,
limited the adoption of the and individuals,
number of Internet, and and permeates
modifications by develop- multiple
to software ment of web industries.
< tools.

-] o ® = ® ® o
Evolution of OSS

0SS involvement of commercial entities greatly 1 Commercial entities increased their participation in

reduced in '80s-"90s due to patenting, fees, and 0SS as tech development moved faster, patenting

bundled business model (hardware-software). _> became too expensive, and new business models
and tools for software development emerged.

Source: Longsight, available at https://www.longsight.com/learning-center/history-open-source,

acressed September12, 2017, Deloitte Insights | deloitte.com/insights
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Fe
bruary 1976 — Letter to Hobbyists

=
February 3. 1976

An_Open Letter EO bbyists

70 me, the most critical thing in the hobby market right mow
i the lack of good eoftware courscs, books ond software itself.
Wwithout good software and an owner who nderatands programaing. o
hobby computer 18 wasted. Will quality Sottware be written £oT the
hobby market?

Almost a year 390 paul Allen and myself, expecting the hobby
market to expand. higed Monte Davidoff and developed Altaif BASIC.
ugh the initial work Mok only two months, Ehe three of us have
pent most of the last year documentinds improving and adding fea-
thces to BASIC. MNow v o o 4K, K, EXTENDED, ROV and DISK BASIC.

“
A . .
: s a majority of hobbyists
The value of the computer time we have used exceeds $40,000. m USt be aw
ghe feedback we have gotten from the hundreds of people who a I’e, most Of yoU

say they are usind pEtan e ratiive. | T SOTELCT steal your coftware”

things are apparents S owaver. 1) host of these “users” never ‘bought
BASTC (less than 10% e al1 altair ownexs Bave pought BASIC) . &b
2) The amount of royalties we have Seceived from sales to hobbyists
mekes the time spent L Altair BASIC worth less than §2 an hour-

Why is tnis? As the majority of hobbyists must be aware, wOS
of you steal your software. Hardware Hast be paid for. but ST
are is something t0 Thare. Who cares if the people who worked of
it get paid?

2o this fair? One thing you don't do ¥ stealing software is
get back at MITS £of N mo problem you may have had. MITS doesn't
98 ke money selling softwarte he. royalty paid to Ue. the manual,
the tape and the overhead make it 2 Y e axeven operation. 052 thing
you do do is prevent good software £xom being written. WO co% af-

Joman years into PXOf Sng, finding all bugs: documenting pro-
Aact and distribute for free? The fact is. besides us ha
invested a lot of ‘money in hob! software. We have written 6800

tle incentive to make s softwarc availsble to hobbyists. Mozt
directly, the thing you do is theft-

what about the guys Who re-sell Altair BASIC aren't they mak-
ing money on hobbY S Euare? Yes, Dot thosy who have been roported
to us mey lose in the and. They are the ones who give hopbyists 2

pad nome, and should be xicked out of any o1ub meeting they stow uP
at.

gnj thing that you do is prevent
good software from being written

Who can afford
to do professi
work for nothing?” professlonal

1 would appreciate Jetters from any one who wants to pay UP: oF
pas & suggestion oF Y ment., Just write ne at 1180 Alvarado SE. #114,
Albuquerque. New Soxico, 87108. MWothing would please me mOXe than
being able to hire ten programmers and deluge the noBY market with
good sof!

tware. e D
pill cates
General Partner: micro-8oft
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Traditional Software — Closed Source

“Traditional” Software Development and Licensing =

Closed Source
Private development and methodology
Restrictive license terms
Fee for license to software

Software provider can address any issues

F\\ 1 Office a "
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OSS: Two Schools of Thought

Free Software Foundation (FSF) [1985] = FREE SOF TWARE

Richard Stallman, Founder
Author of GNU Operating System
“GNU” = GNU, not UNIX
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OSS: Two Schools of Thought

Free Software Foundation (FSF) [1985] = FREE SOF TWARE

4 Essential Freedoms: BPI_‘ g

Free as in Freedom
Freedom 0 — Freedom to run the program, for any purpose

Freedom 1 — Freedom to study how the program works and to change it (access to source code)
Freedom 2 — Freedom to redistribute copies to help others

Freedom 3 — Freedom to distribute copies of your modified versions to others
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OSS: Two Schools of Thought

= FREE SOFTWARE

FOUNDATI ON

Free as in Freedom

Open Source Initiative (OSI) [1998] Open Source
Encourages sharing and collaborative improvement of software source code

Belief — better result from using open-source development methodologies than closed
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Open Source Initiative Licenses

OSI Definition of Open Source Licenses: https://opensource.org/osd
OSI Definition

Must allow free redistribution

No royalties

Must make source code available

Must allow derivative works

Allow all — no discrimination against people, groups, fields
Must be non-product specific and technology neutral

Note: Open source projects are not bound to this, or any, definition. FSF’s
definition is different.
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2 Categories of OSS Licenses — General
Attributes

Permissive / Attribution Licenses:

May add restrictions

If modifications are made, these can be made available as open source software or
proprietary software

Attribution is often required

Copyleft Licenses:
If you distribute object code, you must provide source code

If you distribute, you must use the same license as the underlying open source component
license

If you engage in development and distribute modifications, source code for modifications
must be made available [“viral” impact]

You must be free to use and modify without restrictions
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Copyleft Sub-Categories: Strong vs. Weak

Strong Copyleft — copyleft license provisions are imposed on all derived
works. E.g.,

GPLv2
GPLv3
AGPLv3

Weak Copyleft — In certain instances, derivative works inherit the
copyleft license. E.g.,

LGPL
Mozilla Public License (MPL)
Eclipse Public License (EPL)
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OSS License Usage

As of 2019, the most commonly used licensees are NOT copyleft licenses

Permissive/Attribution licenses (~52%)
MIT (~32%)
Apache (~14%)
BSD (~6%)

GPL family of licenses [GPL, LGPL, AGPL] (~32%)
GPL v2 (~18%)
GPL v3 (~7%)
LGPL v2 (~4%)
LGPL v3 (~2%)
AGPL (~1%)

Source: Black Duck KnowledgeBase
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Permissive License Example — BSD-3

Note: This license has also been called the "New BSD License” or "Modified BSD License”. See also the 2-clause BSD License.

Copyright <YEAR> <COPYRIGHT HOLDER>

Redistribution and use in source and binary forms, with or without maodification, are permitted provided that the following conditions
are met:

®
open source
initiative

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. Approved License

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other

materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT

LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT

HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Greenbel’ng’aurig © 2020 Greenberg Traurig, LLP
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Distribution (also “Conveyance”)

GPL v2 - Paragraph 2(b) — You must cause any work that you distribute
or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to
third parties under the terms of this license”

GPLv3 — GPL v3 Paragraph 6 imposes obligations to provide
“Corresponding Source” if you “convey” a work in object form format.
[Terminology switches from “distribute” to “convey” but same principles

apply.]
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What is Distribution?

Providing copies to customers?

Incorporating open source into client-side code downloaded
to user’s browser?

Employees?
SaaS offering?
Affiliates?

JV with minority interest?

GreenbergTraurig



What is Distribution?

Providing tangible copies to customers? YES

Incorporating open source into client-side code downloaded
to user’s browser? YES

Employees? NO

SaaS offering? NO
Affiliates?

JV with minority interest?

GreenbergTraurig



“Modifications” vs. Mere Aggregation

Many obligations are triggered by a “modification” but this can mean more than simply making code changes to licensed OSS component
GPL v2: Paragraph o — (“Program” and “Works Based on the Program” are in-scope)

“This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and a "work
based on the Program" means either

the Program or

any dertvative work under copyright law: that is to say,

a work containing the Program or a portion of'it, either verbatim or

with modifications and/or translated into another language.”

GPL v2: Paragraph 2 — (Works not derived or independent and separate are out-of-scope)

If identifiable sections of that work are not derived from the Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works.

It is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or collective works based on the Program

GPL v3 — Same issue but terminology changes to “modified versions” versus “mere aggregation”
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Boundary Issues: Modifications vs.
Aggregation?

Entire
product works merely
aggregated
on the same
medium

work written entirely
~—_by licensee

works not derived from
the Program, which can
reasonably be”
considered indepehd
and sepérate works

works that
contain or are
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Source Code Delivery and Notices

Generally, under GPL, if there is modification + distribution of “covered
work” (not mere aggregation), must provide complete corresponding
source or provide offer

Open Source License Notice + Offer

How/where to provide license information
Embedded licenses
Hyperlinks within standard license agreement or license file (mobile app)

Package vs. individual component level information
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Incompatibility

Permissive
Licenses

Weak
Copylefts

Strong
Copylefts

Modified BSD ISC XFree86
License \/ License 1.1 License
Public X11 Apache
Domain \ / License License 2.0
v VY r
LGPLv2.1 9| LGPLV3
GPLY2  |reeeeemeemeneennead GPLV3

GreenbergTraurig
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Patent Grant Provisions

6|
Certain OSS license require that as a condition of use, you grant others a patent
license:
Newer OSS licenses (GPLv3, Apache 2.0, EPL, and MPL) contain explicit patent license
Older licenses (GPLv2, LGPLv2, BSD, and MIT) contain implied licenses

If Company has a patent that reads on OSS software that it distributes, it may be
granting a royalty-free license under its patents:

License may limited to modifications that you make

Or, may extend to any software that includes the OSS component or is a modification or
derivative work by a recipient or downstream user

Some cover existing patents but at times license grant goes to future patents.

Defensive termination provisions
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Enforcement




Risks

Major Risks Include:
Copyright infringement

Injunction (orders halting production distribution)
Bad PR

Adverse impact to patent portfolios m

Engineer relations issues

Unlikely to include court orders to disclose source code
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Enforcement Landscape IAWSU!ﬂ

Enforcers: open source communities, specific individuals,
gpl-violations.org, copyright trolls

Litigation:

VMware. Christoph Hellwig filed suit against VMware in March 2015
in Germany for not making modified GPL code (alleged combined
work) available in source code. FSF supported Hellwig.

BusyBox cases. 12 distributors of GPL BusyBox software suite were
sued (2007-2010) for distributing BusyBox binaries without providing
its source code. Distributors included Verizon, Best Buy, JVC, Samsung,

Westinghouse. Most parties settled and agreed to comply with
LGPL/GPL.
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Best Practices



Open Source Policies

Benefits:

Guidelines ensure the company is in agreement about
how to use OSS

Increase efficiency
Maximize the benefit of OSS

Minimize the technical, legal, and business risks

GreenbergTraurig



Developing an Open Source Policy

Program administration and management
Discovery, acquisition and evaluation
Review and approval

Software procurement

Code and documentation management
Vulnerability remediation

License compliance

Community participation
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Open Source — Quick Guide
 JlowRisk | MediumRisk ___|HighRisk

Distributed Modified BSD, MIT, Apache

in Products

Distributed
Unmodified

Used in Hosted
Software

Internal Use Only

Contributed Only

BSD, MIT, Apache,
Artistic

Most others

Almost all

BSD, MIT

Artistic, Eclipse

GPL, LGPL, Mozilla
(MPL), Eclipse

GPL, LGPL, MPL,
CDDL

AGPLv3, AFL-3.0,
OSL 3.0

GPL, LGPL, MPL,
Apache

Greenberng’aurig © 2020 Greenberg Traurig, LLP
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Vendor Management

OSS License Due Diligence
License compliance and security vulnerabilities

Im%ortant for 3 party components that will be integrated into a distributed
product

Request list of OSS components (Bill of Materials)
Representations and Warranties

Require disclosure of all OSS used

Assurance that no copyleft obligations apply

No privacy or security risks

Compliance with laws

Ongoing compliance with OSS licenses
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Open Source — Diligence Questionnaire

0SS Component License and Used with Functionality Interaction w/ Used “As is” or Distributed? Alternate/
Version which of 0SS Product modified Replacement

Company Component? Component

Products? Available?

[OSS Component 1] [e.g., GPLv.
2.0]

[OSS Component 2]

[OSS Component 3]

[OSS Component 4]

[OSS Component 5,
etc.]
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Code Scans

BLACKDUCK
> SYNOPSYS

@0penlogic O sonatype

@ WhiteSource Ve nﬁé [A.
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Open Source Report

Analysis Dashboard:
The following charts describe the overall nsk disposition of the entire codebase:

Overview of Risk by Products:
The following table describes the nsk distribution per project.

Product/Project Libraries Licenses Security &
Quality
Product 1 Total: 3, Direct: 1, Total 1 Mo Security
Dependencies: 2 Yulnerabilities
Mo Risky Licenses | 1 Qutdated
Libraries
High _ = Product 2 Total: 186, Direct: 186, Total 24 21 Security
Dependencies: 0 Vulnerabilities
e j 42 Higher Risks: LGPL | 125 Outdated
3.0(2), LGPL2.1 Libraries
— 4 (1), Eclipse 1.0 (1),
2191 18 2 83 GPL 2.0 Classpath
Law Med High Other i . (1)
2 92 Vulnerable Libraries Product3 Total 44, Direct 15, Total 10 3 Security
License risk distribution chart Vulnerability Severity distribution chart Dependencies: 26 Vulnerabilities
Higher Risks: LGPL | 12 Qutdated
3.0(2) Libraries
Producit 4 Total: 116, Direct: 116, Total @ 5 Security
Dependencies: 0 Yulnerabilities
Higher Risks: LGPL | 74 Qutdated
3.0(1) Libraries
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Open Source — Quick Guide
 JlowRisk | MediumRisk ___|HighRisk

Distributed Modified BSD, MIT, Apache

in Products

Distributed
Unmodified

Used in Hosted
Software

Internal Use Only

Contributed Only

BSD, MIT, Apache,
Artistic

Most others

Almost all

BSD, MIT

Artistic, Eclipse

GPL, LGPL, Mozilla
(MPL), Eclipse

GPL, LGPL, MPL,
CDDL

AGPLv3, AFL-3.0,
OSL 3.0

GPL, LGPL, MPL,
Apache
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Some Options for Remediation

Commercial Dual Licensing
Commercial Substitute

Private Re-Licensing
Remove/Re-Code
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