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• No legal definition

• Made widely available in source code form for no charge under a license that allows for 
use, modification, and distribution by the public under certain terms and conditions.

• Often developed in collaboration with many parties, i.e., community-based development

• Developers make improvements, bug-fixes and may provide back to the community

• Licenses are enforceable!

• Open source is NOT:

• Public domain

• “Freeware” (e.g., Adobe PDF reader)

• Free of costs or conditions

• Free

What is Open Source?
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Open Source-Based Companies and Products 
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Advantages to Open Source
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Source – Black Duck (Synopsis) 2020 Open Source Security and Risk Analysis (OSSRA) Report. Percentage reflects amount of open source in 
codebases by industry.
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Utilization Rates - 2020



History and Philosophy:

Free and Open Source Software
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Types of Code – Source Code vs. Object Code
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Source Code
(“human readable”)

Object Code
(binary)
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Open Source Timeline
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February 1976 – Letter to Hobbyists

“As a majority of hobbyists 
must be aware, most of you 
steal your software.”

“One thing that you do is prevent 
good software from being written.  
Who can afford to do professional 
work for nothing?”
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• “Traditional” Software Development and Licensing = 

Closed Source

• Private development and methodology

• Restrictive license terms

• Fee for license to software

• Software provider can address any issues

Traditional Software – Closed Source
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1. Free Software Foundation (FSF) [1985]

Richard Stallman, Founder

Author of GNU Operating System

“GNU” = GNU, not UNIX 

OSS: Two Schools of Thought
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1. Free Software Foundation (FSF) [1985] 

• 4 Essential Freedoms: 

1. Freedom 0 – Freedom to run the program, for any purpose

2. Freedom 1 – Freedom to study how the program works and to change it (access to source code)

3. Freedom 2 – Freedom to redistribute copies to help others

4. Freedom 3 – Freedom to distribute copies of your modified versions to others

OSS: Two Schools of Thought
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1. Free Software Foundation (FSF) [1985] 

• 4 Essential Freedoms: 

1. Freedom 0 – Freedom to run the program, for any purpose

2. Freedom 1 – Freedom to study how the program works and to change it (access to source code)

3. Freedom 2 – Freedom to redistribute copies to help others

4. Freedom 3 – Freedom to distribute copies of your modified versions to others

2. Open Source Initiative (OSI) [1998]

• Encourages sharing and collaborative improvement of software source code

• Belief – better result from using open-source development methodologies than closed

OSS: Two Schools of Thought
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• OSI Definition of Open Source Licenses: https://opensource.org/osd

• OSI Definition

• Must allow free redistribution

• No royalties

• Must make source code available

• Must allow derivative works

• Allow all – no discrimination against people, groups, fields

• Must be non-product specific and technology neutral

• Note: Open source projects are not bound to this, or any, definition.  FSF’s 
definition is different. 

Open Source Initiative Licenses
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https://opensource.org/osd


Open Source Licenses
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• Permissive / Attribution Licenses:

• May add restrictions

• If modifications are made, these can be made available as open source software or 
proprietary software

• Attribution is often required 

• Copyleft Licenses:

• If you distribute object code, you must provide source code

• If you distribute, you must use the same license as the underlying open source component 
license

• If you engage in development and distribute modifications, source code for modifications 
must be made available [“viral” impact] 

• You must be free to use and modify without restrictions

2 Categories of OSS Licenses – General 
Attributes
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Copyleft Sub-Categories: Strong vs. Weak
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• Strong Copyleft – copyleft license provisions are imposed on all derived 
works.  E.g., 

• GPL v2

• GPL v3

• AGPLv3

• Weak Copyleft – In certain instances, derivative works inherit the 
copyleft license. E.g.,

• LGPL

• Mozilla Public License (MPL)

• Eclipse Public License (EPL)
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OSS License Usage
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• As of 2019, the most commonly used licensees are NOT copyleft licenses

• Permissive/Attribution licenses (~52%)

• MIT (~32%)

• Apache (~14%)

• BSD (~6%)

• GPL family of licenses [GPL, LGPL, AGPL] (~32%)

• GPL v2 (~18%)

• GPL v3 (~7%)

• LGPL v2 (~4%)

• LGPL  v3 (~2%)

• AGPL  (~1%)

Source: Black Duck KnowledgeBase
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Permissive License Example – BSD-3
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Distribution (also “Conveyance”)

• GPL v2 - Paragraph 2(b) – You must cause any work that you distribute 
or publish, that in whole or in part contains or is derived from the 
Program or any part thereof, to be licensed as a whole at no charge to 
third parties under the terms of this license”

• GPLv3 – GPL v3 Paragraph 6 imposes obligations to provide 
“Corresponding Source” if you “convey” a work in object form format.  
[Terminology switches from “distribute” to “convey” but same principles 
apply.]  
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• Providing copies to customers?

• Incorporating open source into client-side code downloaded 
to user’s browser?

• Employees?

• SaaS offering?

• Affiliates?

• JV with minority interest?

24

What is Distribution?
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• Providing tangible copies to customers? YES

• Incorporating open source into client-side code downloaded 
to user’s browser? YES

• Employees? NO

• SaaS offering? NO

• Affiliates? Probably Not

• JV with minority interest? Probably Yes

25

What is Distribution?
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“Modifications” vs. Mere Aggregation
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• Many obligations are triggered by a “modification” but this can mean more than simply making code changes to licensed OSS component

• GPL v2: Paragraph 0 – (“Program” and “Works Based on the Program” are in-scope)

• “This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be 
distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and a "work 
based on the Program" means either 

1. the Program or 
2. any derivative work under copyright law: that is to say, 
3. a work containing the Program or a portion of it, either verbatim or 
4. with modifications and/or translated into another language.” 

• GPL v2: Paragraph 2 – (Works not derived or independent and separate are out-of-scope)

• If identifiable sections of that work are not derived from the Program, and can be reasonably considered independent and 
separate works in themselves, then this License, and its terms, do not apply to those sections when you distribute them as 
separate works.

• It is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to 
exercise the right to control the distribution of derivative or collective works based on the Program

• GPL v3 – Same issue but terminology changes to “modified versions” versus “mere aggregation” 
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Boundary Issues: Modifications vs. 
Aggregation?
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• Generally, under GPL, if there is modification + distribution of “covered 
work” (not mere aggregation), must provide complete corresponding 
source or provide offer  

• Open Source License Notice + Offer

• How/where to provide license information

• Embedded licenses

• Hyperlinks within standard license agreement or license file (mobile app)

• Package vs. individual component level information
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Source Code Delivery and Notices
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Incompatibility
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• Certain OSS license require that as a condition of use, you grant others a patent 
license:

• Newer OSS licenses (GPLv3, Apache 2.0, EPL, and MPL) contain explicit patent license

• Older licenses (GPLv2, LGPLv2, BSD, and MIT) contain implied licenses

• If Company has a patent that reads on OSS software that it distributes, it may be 
granting a royalty-free license under its patents:

• License may limited to modifications that you make

• Or, may extend to any software that includes the OSS component or is a modification or 
derivative work by a recipient or downstream user 

• Some cover existing patents but at times license grant goes to future patents.

• Defensive termination provisions
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Patent Grant Provisions
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• Major Risks Include:

• Copyright infringement

• Injunction (orders halting production distribution)

• Bad PR

• Adverse impact to patent portfolios

• Engineer relations issues

• Unlikely to include court orders to disclose source code
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Risks
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• Enforcers: open source communities, specific individuals,
gpl-violations.org, copyright trolls

• Litigation:

• VMware.  Christoph Hellwig filed suit against VMware in March 2015 
in Germany for not making modified GPL code (alleged combined 
work) available in source code. FSF supported Hellwig. 

• BusyBox cases. 12 distributors of GPL BusyBox software suite were 
sued (2007-2010) for distributing BusyBox binaries without providing 
its source code. Distributors included Verizon, Best Buy, JVC, Samsung, 
Westinghouse.  Most parties settled and agreed to comply with 
LGPL/GPL.
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Enforcement Landscape



Best Practices



© 2020 Greenberg Traurig, LLP

• Benefits:

• Guidelines ensure the company is in agreement about 
how to use OSS

• Increase efficiency

• Maximize the benefit of OSS

• Minimize the technical, legal, and business risks
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Open Source Policies
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1. Program administration and management

2. Discovery, acquisition and evaluation

3. Review and approval 

4. Software procurement

5. Code and documentation management

6. Vulnerability remediation

7. License compliance

8. Community participation
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Developing an Open Source Policy
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Low Risk Medium Risk High Risk

Distributed Modified 
in Products

BSD, MIT, Apache Artistic, Eclipse GPL, LGPL, MPL, 
CDDL

Distributed 
Unmodified

BSD, MIT, Apache, 
Artistic

GPL, LGPL, Mozilla 
(MPL), Eclipse

Used in Hosted 
Software

Most others AGPLv3, AFL – 3.0, 
OSL 3.0

Internal Use Only Almost all

Contributed Only BSD, MIT GPL, LGPL, MPL, 
Apache
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Open Source – Quick Guide
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• OSS License Due Diligence

• License compliance and security vulnerabilities

• Important for 3rd party components that will be integrated into a distributed 
product

• Request list of OSS components (Bill of Materials)

• Representations and Warranties

• Require disclosure of all OSS used

• Assurance that no copyleft obligations apply

• No privacy or security risks

• Compliance with laws

• Ongoing compliance with OSS licenses
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Vendor Management
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OSS Component License and 
Version

Used with 
which 

Company 
Products?

Functionality 
of OSS 

Component?

Interaction w/ 
Product

Used “As is” or 
modified

Distributed? Alternate/ 
Replacement 
Component 
Available?

[OSS Component 1] [e.g., GPL v. 
2.0]

[OSS Component 2]

[OSS Component 3]

[OSS Component 4]

[OSS Component 5, 
etc.]
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Open Source – Diligence Questionnaire
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Code Scans
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Open Source Report
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Low Risk Medium Risk High Risk

Distributed Modified 
in Products

BSD, MIT, Apache Artistic, Eclipse GPL, LGPL, MPL, 
CDDL

Distributed 
Unmodified

BSD, MIT, Apache, 
Artistic

GPL, LGPL, Mozilla 
(MPL), Eclipse

Used in Hosted 
Software

Most others AGPLv3, AFL – 3.0, 
OSL 3.0

Internal Use Only Almost all

Contributed Only BSD, MIT GPL, LGPL, MPL, 
Apache
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Open Source – Quick Guide
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• Commercial Dual Licensing

• Commercial Substitute

• Private Re-Licensing

• Remove/Re-Code
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Some Options for Remediation
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